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1. Privacy Principles and Laws 

2. Privacy Fundamentals 

3. Privacy Technologies and Organization Ecosystem 

Exam A 

QUESTION 1 

A multinational company with operations in several parts within EU and outside EU, involves international data transfer of both its employees and customers. In 

some of its EU branches, which are relatively larger in size, the organization has a works council. Most of the data transferred is personal, and some of the data 

that the organization collects is sensitive in nature, the processing of some of which is also outsourced to its branches in Asian countries. 

Which of the following are not mandatory pre-requisite before transferring sensitive personal data to its Asian branches? 

A. Notifying the data subject 

B. Conducting risk assessment for the processing involved 

C. Determining adequacy status of the country 

D. Self-certifying to Safe Harbor practices and reporting to Federal Trade Commission 

Correct Answer: D 

Section: Privacy Principles and Laws 

Explanation 

Explanation/Reference: 

QUESTION 2 

A multinational company with operations in several parts within EU and outside EU, involves international data transfer of both its employees and customers. In 

some of its EU branches, which are relatively larger in size, the organization has a works council. Most of the data transferred is personal, and some of the data 

that the organization collects is sensitive in nature, the processing of some of which is also outsourced to its branches in Asian countries. 
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For exporting EU branch employees’ data to Asian Countries for processing, which of the following instruments could be used for legal data transfer? 

A. Customized contracts mandating ISO 27001 certification by the data processor 

B. Standard Contractual Clauses 

C. Binding Corporate Rules 

D. Safe Harbor 

Correct Answer: D 

Section: Privacy Principles and Laws 

Explanation 

Explanation/Reference: 

QUESTION 3 

With reference to APEC privacy framework, when personal information is to be transferred to another person or organization, whether domestically or 

internationally, “the ______________ should obtain the consent of the individual and exercise due diligence and take reasonable steps to ensure that the recipient 

person or organization will protect the information consistently with APEC information privacy principles”. 

A. Personal Information Owner 

B. Personal Information Controller 

C. Personal Information Processor 

D. Personal Information Auditor 

Correct Answer: B 

Section: Privacy Principles and Laws 

Explanation 

Explanation/Reference: 

Reference: https://iapp.org/news/a/gdpr-matchup-the-apec-privacy-framework-and-cross-border-privacy-rules/ 

QUESTION 4 

From the below listed options, identify the new privacy principle that is being advocated in proposed EU General Data Protection Regulation? 

A. Right to be informed prior to sharing of data 

B. Right to modify data 

C. Right to be forgotten 
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D. Right to object data collection and processing 

Correct Answer: C 

Section: Privacy Principles and Laws 

Explanation 

Explanation/Reference: 

QUESTION 5 

Which of the following privacy principle deals with informed consent of the data subject before sharing the personal information (of the data subject) to third parties 

for processing? 

A. Collection limitation 

B. Purpose limitation 

C. Disclosure of information 

D. Accountability 

Correct Answer: C 

Section: Privacy Principles and Laws 

Explanation 

Explanation/Reference: 

QUESTION 6 

‘Challenging Compliance’ as a privacy principle is covered in which of the following data protection/ privacy act? 

A. Federal Data Protection Act, Germany 

B. UK Data Protection Act 

C. PIPEDA 

D. Singapore Data Protection Act 

Correct Answer: C 

Section: Privacy Principles and Laws 

Explanation 

Explanation/Reference: 
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QUESTION 7 

Which of the following is not required by an organization in US, resorting to EU-US Safe Harbor provisions, to transfer personal information from EU member 

nation to US? 

A. Adherence to the seven safe harbor principles 

B. Disclose their privacy policy publicly 

C. Sign standard contractual clauses with data exporters in EU 

D. Notify FTC of the self-certification 

Correct Answer: B 

Section: Privacy Principles and Laws 

Explanation 

Explanation/Reference: 

QUESTION 8 

After the rules were notified under section 43A of the IT (Amendment) Act, 2008, a clarification was issued by the government which exempted the service 

providers, which get access to/processes Sensitive Personal Data or information (SPDI) under contractual agreement with a legal entity located within or outside 

India. Which privacy principle provisions notified under Sec 43A were exempted for the service providers? 

A. Consent 

B. Privacy policy (which is published) 

C. Access and Correction 

D. Disclosure of information 

Correct Answer: B 

Section: Privacy Principles and Laws 

Explanation 

Explanation/Reference: 

QUESTION 9 

Select the element(s) of APEC cross border privacy rules system from the following 

list: i. self-assessment ii. compliance review iii. recognition/acceptance by APEC 

members iv. dispute resolution and enforcement Please select correct option: 
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A. i, ii and iii 

B. ii, iii, and iv 

C. i, iii and iv 

D. i, ii, iii and iv 

Correct Answer: C 

Section: Privacy Principles and Laws 

Explanation 

Explanation/Reference: 

QUESTION 10 

A ministry under government of India plans to collect citizens’ information related to their education, medical condition, economic status, caste and religion. As per 

the privacy requirements mentioned under Sec 43A of IT (Amendment) Act, 2008, the citizens’ ‘Consent’ would be mandatory for which of the following elements 

before their collection? 

A. Educational records 

B. Medical condition 

C. Caste and religion 

D. Sec 43A may not be applicable 

Correct Answer: B 

Section: Privacy Principles and Laws 

Explanation 

Explanation/Reference: 

QUESTION 11 

Which of the following legislations/ guidelines do not cover the concept of trans-border data flow? 

A. OECD 

B. IT (Amendment) Act, 2008 

C. PIPEDA 

D. None of the above 
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Correct Answer: B 

Section: Privacy Principles and Laws 

Explanation 

Explanation/Reference: 

QUESTION 12 

XYZ is a successful startup that acquired a respectable size & scale of operations in last 3 years, handling business process services for small & medium scale 

enterprises, largely in US & Europe. They are at the stage of closing a deal with a new banking client and working out the details of privacy related obligations in 

contract. Ensuring effective enforcement of which of the below listed privacy principles is client’s accountability, even after outsourcing its loan approval process to 

XYZ? 

I. Notice 

II. Choice and Consent 

III. Collection Limitation 

IV. Use Limitation 

V. Access and CorrectionVI. Security 

VII. Disclosure to third Party 

Please select the correct set of principles from below listed options: 

A. None of the above, since they are outsourcing the work to XYZ who will carry the liability going forward 

B. All except V and VI 

C. All except III 

D. All of the above listed privacy principles 

Correct Answer: C 

Section: Privacy Principles and Laws 

Explanation 

Explanation/Reference: 

QUESTION 13 

Which of the following categories of information are generally protected under privacy laws? 

A. Personally Identifiable Information (PII) 

B. Sensitive Personal Information (SPI) 

C. Trademark, copyright and patent information 
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D. Organizations’ confidential business information 

Correct Answer: A 

Section: Privacy Principles and Laws 

Explanation 

Explanation/Reference: 

QUESTION 14 

A US IT company has created a cloud based application for Canadian consumers only, with servers located in Vancouver, Canada. The application allows its 

users to publish their short stories, essays or e-books. The purpose of the application, i.e. literary work, is clearly stated in the terms and conditions which are 

mandatorily acknowledged by each user. With respect to this application, the company must ensure compliance with: 

A. PIPEDA 

B. US Consumer Privacy Bill of Rights 

C. EU Data Protection Directive 

D. None of the above 

Correct Answer: D 

Section: Privacy Principles and Laws 

Explanation 

Explanation/Reference: 

QUESTION 15 

Under which of the following conditions can a company in India may transfer sensitive personal information (SPI) to any other company or a person in India, or 

located in any other country? 

A. Transfer of information is allowed to those who ensure the same level of data protection that is adhered to by the company as provided for under the Indian 

laws 

B. The transfer of information is allowed only after taking approval of Chief Information Commissioner of India 

C. The transfer of information is allowed only after taking approval of DeitY (Department of Electronics & Information Technology) in India 

D. The transfer may be allowed only if it is necessary for the performance of the lawful contract or where the data subject has consented to data transfer 

Correct Answer: A 

Section: Privacy Principles and Laws 
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Explanation 

Explanation/Reference: 

QUESTION 16 

Which among the following is the Canadian privacy law? 
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A. COPPA 

B. PIPEDA 

C. HIPAA 

D. IT Act of Canada 

Correct Answer: B 

Section: Privacy Principles and Laws 

Explanation 

Explanation/Reference: 

QUESTION 17 

Rising economic value of personal information has stressed the need for a comprehensive __________ legislation in India. 

A. Right to Internet 

B. Privacy 

C. Right to Information 

D. Dispute resolution 
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Correct Answer: A 

Section: Privacy Fundamentals 

Explanation 

Explanation/Reference: 

QUESTION 18 

Which of the following does not fall under the category of Personal Financial Information (PFI)? 

A. Credit card number with expiry date 

B. Bank account Information 

C. Loan account Information 

D. Income tax return file acknowledgement number 

Correct Answer: D 

Section: Privacy Fundamentals 

Explanation 

Explanation/Reference: 

QUESTION 19 

Which of the following laid foundation for the development of OECD privacy principles for the promotion of free international trade and trans border data flows? 

A. Fair information Privacy Practices of US, 1974 

B. EU Data Protection Directive 

C. Safe Harbor Framework 

D. WTO’s Free Trade Agreement 

Correct Answer: B 

Section: Privacy Fundamentals 

Explanation 

Explanation/Reference: 

QUESTION 20 

Which of the following doesn’t contribute, or contributes the least, to the growing data privacy challenges in today’s digital age? 
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A. Social media 

B. Mass surveillance 

C. Use of secure wireless connections 

D. Increase in digitization of personal information 

Correct Answer: A 

Section: Privacy Fundamentals 

Explanation 

Explanation/Reference: 

QUESTION 21 

Which one of the following is considered as the first step of evolution in the formation of today’s concept of privacy? 

A. Fundamental civil liberty 

B. Universal declaration of human rights 

C. Right to be left alone 

D. Binding corporate rules 

Correct Answer: C 

Section: Privacy Fundamentals 

Explanation 

Explanation/Reference: 

QUESTION 22 

In the history of human evolution, erection of walls and fences around one’s living spaces is interpreted as arrival of which type of privacy consciousness? 

A. Data privacy 

B. Physical privacy 

C. Organizational privacy 

D. Communication privacy 

Correct Answer: D 

Section: Privacy Fundamentals 

Explanation 
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Explanation/Reference: 

QUESTION 23 

Which among the following can be classified as the most important purpose for enactment of data protection/ privacy regulations across the globe? 

A. Protect the constitution 

B. Penalize the organizations and impose fines for failure to protect privacy 

C. Ensure peace in the society 

D. Protect individual rights 

Correct Answer: D 

Section: Privacy Fundamentals 

Explanation 

Explanation/Reference: 

QUESTION 24 

Company A collects and stores information from people X & Y on behalf of company B. Which of the following statements are true? 

A. A is the data controller since it collects data directly from X & Y 

B. B is the data controller while A is the sub processor as B has outsourced the data collection and processing to A 

C. B is the data controller that uses A as data processor to collect and process data of data subjects X and Y 

D. Both A & B are data controllers since both need to maintain highest principles of data protection 

Correct Answer: C 

Section: Privacy Fundamentals 

Explanation 

Explanation/Reference: 

QUESTION 25 

Which among the following organizations does not issue a privacy seal? 

A. EuroPriSe 

B. BBBOnline 
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C. Transaction Guard 

D. WebTrust 

Correct Answer: C 

Section: Privacy Technologies and Organization Ecosystem 

Explanation 

Explanation/Reference: 

QUESTION 26 

As a privacy assessor, what would most likely be the first artifact you would ask for while assessing an organization which claims that it has implemented a privacy 

program? 

A. Privacy risk management framework 

B. Records of privacy specific training imparted to the employees handling personal information 

C. Personal information management policy 

D. Records of deployed privacy notices and statements 

Correct Answer: C 

Section: Privacy Technologies and Organization Ecosystem 

Explanation 

Explanation/Reference: 

QUESTION 27 

With respect to privacy monitoring and incident management process, which of the below should be a part of a standard incident handling process? 

I. Incident identification and notification 

II. Investigation and remediation 

III. Root cause analysis 

IV. User awareness training on how to report incidents Please select the correct option: 

A. I and II 

B. III and IV 

C. I, II and III 

D. All of the above 

Correct Answer: C 
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Section: Privacy Technologies and Organization Ecosystem 

Explanation 

Explanation/Reference: 

QUESTION 28 

BS 10012 is a British standard used to establish ___________. 

A. Personal information management system 

B. Privacy technology architecture 

C. Privacy reference architecture 

D. Privacy by design framework 

Correct Answer: A 

Section: Privacy Technologies and Organization Ecosystem 

Explanation 

Explanation/Reference: 

Reference: https://www.itgovernance.co.uk/bs10012_pims 

QUESTION 29 

One of the main objectives of ‘Do Not Track’ technology is to 

A. Opt out from the web based analytics services, advertising networks and social platforms 

B. Opt out from call back services by e-commerce companies 

C. Opt out from monitoring and surveillance programs of governments, intelligence and Law Enforcement Agencies 

D. None of the above 

Correct Answer: A 

Section: Privacy Technologies and Organization Ecosystem 

Explanation 

Explanation/Reference: 

QUESTION 30 

Privacy enhancing tools aim to allow users to take one or more of the following actions related to their personal data that is sent to, and used by online service 

providers, merchants or other users: 
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i. Increase control over their personal data ii. Choose 

whether to use services anonymously or not iii. Obtain 

informed consent about sharing their personal data iv. Opt-

out of behavioral advertising or any other use of data Please 

select correct option from below: 

A. Only i 

B. Only i and ii 

C. All 

D. All except iii 

Correct Answer: C 

Section: Privacy Technologies and Organization Ecosystem 

Explanation 

Explanation/Reference: 

QUESTION 31 

A Privacy Impact Assessment (PIA) should ideally accomplish which of the following goals? 

A. To determine the risks and effects of collecting, storing and distributing personal information 

B. To evaluate processes for handling personal information for mitigating potential privacy risks 

C. To acknowledge the organization’s role in collecting personal identifiable information 

D. To comply with ISO 27001:2013 standard 

Correct Answer: B 

Section: Privacy Technologies and Organization Ecosystem 

Explanation 

Explanation/Reference: 

Reference: https://www.state.gov/privacy/pias/index.htm 

QUESTION 32 

A company collects personal information about its employees and requests them to provide accurate information in order to avail benefits such as life insurance 

and medical insurance. Employees of the company have raised concerns about use of their personal information. Due to the concerns, the company has decided 

to create a privacy policy. What all should the company include in its privacy policy to address the raised concerns? 
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A. The purpose of collection of personal data 

B. The principle of presumed consent for data disclosure to avail benefits 

C. Information about how personal information is processed and used, specifically 

D. Contact details of Law Enforcement Agencies (LEA) to whom information is disclosed 

Correct Answer: C 

Section: Privacy Technologies and Organization Ecosystem 

Explanation 

Explanation/Reference: 

QUESTION 33 

Which of the following statements is true with respect to organization’s privacy training and awareness program? 

A. Should define roles and responsibilities of personnel in privacy function 

B. Should cover employees of service provider dealing with personal information 

C. Should necessarily cover official from Law Enforcement Agencies that request lawful access to personal information 

D. None of the above 

Correct Answer: A 

Section: Privacy Technologies and Organization Ecosystem 

Explanation 

Explanation/Reference: 

QUESTION 34 

Which of the following factor is least likely to be considered while implementing or augmenting data security solution for privacy protection: 

A. Security controls deployment at the database level 

B. Information security infrastructure up-gradation in the organization 

C. Classification of data type and its usage by various functions in the organization 

D. Training and awareness program for third party organizations 

Correct Answer: D 

Section: Privacy Technologies and Organization Ecosystem 

Explanation 

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



https://vceplus.com/ 

Explanation/Reference: 
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