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Exam A

QUESTION 1
When personal privacy information is violated or leaked How to deal with the adoption of self-help measures?

A. Require the infringer to stop the infringement.
B. Obtain privacy information of infringers and warn them.
C. Call the police and ask the public security authorities to deal with it.
D. Filing a lawsuit in the people's court.

Correct Answer: ACD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 2
According to the requirements of Graded Protection 2.0, the scope of security audits should cover not only every operating system user on the server, but also which of the following

A. Database user
B. Monitor users
C. Configure the user
D. Non-admin users

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 3
Databases often store important information about the enterprise, and hackers try to gain profits by destroying servers and databases Therefore. Securing databases is becoming increasingly important.
Which of the following are common database political methods?

A. ASQL injection
B. Privilege elevation
C. Eliminate unpatched database vulnerabilities
D. Steal backed-up (unencrypted) tapes
E. Brute force weak password or default username and password

Correct Answer: ABCDE
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 4
JDBC is a mechanism for Java applications to talk to various different databases, and ODEC, similar to JDEC, is also an important database access technology.

A. TRUE
B. FALSE

Correct Answer: B
Section: (none)
Explanation
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Explanation/Reference:
Explanation:

QUESTION 5
In the Cloudabric scenario, which of the following ways is the firewall deployed?

A. One machine deployment
B. Primary/standby dual-machine images
C. Dual machine load sharing
D. Hot standby for both active and standby machines

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 6
Which of the following options is not included in the data theft phase of HiSec Insight?

A. Ping Tunnel detection
B. DNS Turnel detection
C. Traffic base anomaly detection
D. Web anomaly detection

Correct Answer: ABD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 7
When Hisec Insight is linked with terminals, it is mainly linked with the EDR of third-party vendors with cooperative relationships.

A. TRUE
B. FALSE

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 8
Regarding situational awareness, is the following description correct?

A. Perception of elements in the environment
B. Rationale for the current situation
C. A projection of a longer period of time in the future
D. Perception of elements in a temporal and spatial environment An understanding of their meaning, and a projection of their later state

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
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Explanation:

QUESTION 9
The main role of the audit system is to audit security events after the fact To provide sufficient evidence, a security audit product must have which of the following features7

A. Protect the security of user communications and the integrity of data, and prevent malicious users from intercepting and tampering with data It can fully protect users from malicious damage during operation
B. It can provide fine-grained access control to maximize the security of user resources
C. It provides centralized management of all server and network device accounts, which can complete the monitoring and management of the entire life cycle of the account
D. It can automatically display the user's operation process and monitor the user's every behavior Determine whether the user's behavior poses a danger to the internal network security of the enterprise

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 10
On the principle of defense against trapping Which of the following is described as incorrect=

A. By deceiving network detection activities, fake resources are displayed, so that attackers cannot discover real system information and vulnerabilities
B. Interact with the attack campaign to confirm the intent and discover the attacker before the breach occurs
C. Trapping systems discover and block attacker attacks
D. Interference Attack Gathering System Information diaphragmatic weakness determination" process, inducing the attacker to expose the intention

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 11
Which of the following does HiSec Insight's big data processing not include?

A. Data preprocessing
B. Flow data collection
C. Distributed storage
D. Distributed indexes

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 12
Multi-factor authentication is mainly used in scenarios of login protection and operation protection.

A. TRUE
B. FALSE

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
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QUESTION 13
When there is a large amount of data (such as photos, videos or database files, etc.) that need to be added and unsealed, the user can encrypt and decrypt the data by encrypting the data with the number of watermarks, and the data can
be encrypted and decrypted without transmitting a large amount of data over the network

A. TRUE
B. FALSE

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 14
Which of the following features can be used for operation auditing of HUAWEI CLOUD bastion hosts?

A. report analysis
B. Double License
C. Work order management
D. Action playback

Correct Answer: ACD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 15
When a user terminates the use of HUAWEI CLOUD services, as a service provider, we should ensure the security of user data operations.

A. Transmission security
B. Storage security
C. Destroy security
D. Collect security

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 16
After you deploy HUAWEI CLOUD WAF Traffic to the tenant's Neb server is sent directly to the origin server Cloud WAF intercepts and detects traffic whose destination IP address is the IP address of the origin server.

A. TRUE
B. FALSE

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 17
Which of the following services are security management services in HUAWEI CLOUD solutions?
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A. DDOS Anti-DDoS Pro IP services
B. Situational awareness services
C. SSL certificate management service
D. Security Expert Services

Correct Answer: ABCD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 18
The purpose of access control is to provide access to authorized subjects and prevent any unauthorized and intentional access.

A. TRUE
B. FALSE

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 19
When USG Firewall sends logs outward, it supports several different log information encapsulation formats Which of the following items is a supported firewall format?

A. Netflow format
B. Datafl ow format
C. Binary format
D. Syslog format

Correct Answer: ACD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 20
USG firewall's DDoS attack prevention techniques include which of the following?

A. Current limiting technology
B. Cryptography
C. Fingerprint technology
D. Source detection technology

Correct Answer: ACD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 21
By default, the firewall authenticates traffic that passes through itself.
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A. TRUE
B. FALSE

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 22
There are many firewall security policies in the data center network, and the administrator enables the policy backup acceleration function, and the source address matching conditions of the security policy are modified It can be effective
immediately.

A. TRUE
B. FALSE

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 23
If a user queries the security log of the AD server using single sign-on through the firewall, the firewall can immediately take the user offline after the user logs out.

A. TRUE
B. FALSE

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 24
If the database O&M workload is much greater than the host O&M workload, you can choose to have an independent department outside the original O&M bastion host The database bastion host.

A. TRUE
B. FALSE

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 25
With the following description of the load balancing feature of USG Firewall Server, what are the correct items?

A. The IP address specified in the security policy should be the IP address of the real server
B. The IP address specified in the security policy should be the IP address of the virtual server
C. Modifying the destination IP address and destination port number of a packet occurs after querying the inter-domain security policy
D. Modifying the destination IP address and destination port number occurs before querying the inter-domain security policy

Correct Answer: AD
Section: (none)
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Explanation

Explanation/Reference:
Explanation:

QUESTION 26
Control of ping packets to the USG firewall itself The access control management function of the interface takes precedence over the security policy.

A. TRUE
B. FALSE

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 27
Which is the more correct number of DNS servers that can be bound to each outbound interface in the USC Firewall DNS Transparent Proxy function?

A. 2
B. 3
C. 4
D. 1

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 28
A description of the following IPv6 Secure Neighbor Discovery feature information for one of the interfaces Which one is wrong?

A. The minimum key length that the interface can accept is 512
B. The maximum key length that the interface can accept is 2048
C. The interface does not have strict security mode enabled
D. The security level of the CGA address is 1
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Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 29
In the following description of the USG firewall security policy, which one is wrong?

A. When the firewall is equipped with the undo firewall packet-filter basic-protocol enable command, unicast packets are not controlled by security policies
B. By default... Broadcast packets are not controlled by security policies
C. In the case of the province, multicast packets are not controlled by security policies
D. By default... Unicast packets are controlled by security policies

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 30
The USG firewall is connected to the corporate intranet through a router After the firewall is configured with the cross-Layer 3 MAC identification feature, then the security policy of the firewall can configure the MAC address as a match
condition o

A. TRUE
B. FALSE

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
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