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Exam A 

QUESTION 1 

DRAG DROP 

What is the correct sequence of actions during a DDBoost backup? 

Select and Place: 

 

Correct Answer: 
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Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 2 What is the primary disadvantage of 

incremental backups? 

A. time-consuming to restore 

B. contain only the blocks that have changed since the previous backup 

C. increased amount of data going across the network 

D. can grow to contain a large amount of data 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://iosafe.com/data-protection-topics/3-types-of-backup 
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QUESTION 3 What is true of hot-

swappable hardware? 

A. All components need to be rearranged after swap 

B. Reboot is required after a change 

C. All fans need to be running to ensure proper cooling 

D. Replaceable with zero downtime 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://whatis.techtarget.com/definition/hot-swap 
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QUESTION 4 

Which Dell EMC Storage product family does SRDF support? 

A. Unity 

B. PowerMax 

C. PowerScale 

D. PowerStore 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.delltechnologies.com/asset/en-us/products/storage/technical-support/docu95482.pdf 

QUESTION 5 Which type of virtual machine clone is created from a snapshot of 

a parent VM? 

A. Mirrored Clone 

B. Full Clone 

C. Linked Clone 

D. Snap Clone 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.vmware.com/support/ws5/doc/ws_clone_typeofclone.html 

 

QUESTION 6 

A backup of 20 GB of data is reduced by a deduplication algorithm to 4 GB of data. What is the deduplication ratio? 
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A. 1:20 B. 

5:1 

C. 20:1 

D. 1:5 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.tsmadmin.com/2015/02/data-domain-compression.html 

QUESTION 7 What assurance does the content authenticity feature of 

CAS provide? 

A. Storing only one instance of content 

B. Stored content is protected against erasure 

C. Validity of stored content 

D. There are always multiple copies 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

Explanation: 

CAS assures the genuineness of stored content. This is achieved by generating a unique content address for each object and validating the content address for stored objects at regular intervals. Content authenticity is assured because the 
address assigned to each object is as unique as a fingerprint. Every time an object is read, CAS uses a hashing algorithm to recalculate the object’s content address as a validation step and compares the result to its original content address. 
If the object fails validation, CAS rebuilds the object using a mirror or parity protection scheme. 

QUESTION 8 

Which key metric should be used when updating the corporate disaster recovery plan to minimize data loss? 

A. MTTR 

B. MTBF 

C. RPO 

D. RTO 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.cockroachlabs.com/blog/demand-zero-rpo/#:~:text=RPO%20(which%20stands%20for%20Recovery,to%20recover%20from%20a%20failure 

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



 

QUESTION 9 Which describes graceful 

degradation? 

A. The application detects a fault in the system and properly shuts down all modules to keep all data consistent 

B. Some modules are unavailable, but the entire application has not been brought down 

C. All modules are still available, but response times are degraded 

D. The application informs the end user their business is important and that the service will be back up as soon as possible 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.techtarget.com/searchnetworking/definition/graceful-degradation 

QUESTION 10 

An application developer is exploring the best technology to have the application easily transportable and have a small image footprint. Which technology satisfies the request? 

A. Containers 

B. Traditional application 

C. Virtual machines 

D. Monolithic application 

Correct Answer: A 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://searchcloudsecurity.techtarget.com/feature/Cloud-containers-what-they-are-and-how-they-work 

QUESTION 11 

Refer to the exhibit. 
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How is a hash created on file Apr.Txt in an object-level deduplication? 

A. from content with variable-length 

B. from the metadata of the file 

C. from the content of the file 

D. from content with fixed-length 

Correct Answer: B 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://www.delltechnologies.com/asset/he-il/products/storage/industry-market/h17072-data-reduction-with-dell-emc-powermax.pdf 

QUESTION 12 What are the key functions of data 

management? 

A. detection and orchestration management 

B. discovery and operations management 

C. configuration and detection management 

D. rollout and configuration management 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 
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Reference: https://www.delltechnologies.com/en-gb/learn/data-protection/intelligent-data-management.htm 

 

QUESTION 13 

DRAG DROP 

What is the correct sequence of steps during an image-based backup? 

Select and Place: 

 

Correct Answer: 
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Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 14 What does the Cloud Gateway 

Appliance provide? 

A. translation layer between standard storage interfaces and cloud service provider 

B. backup access to the cloud service provider 

C. translation layer between standard network interfaces and cloud service provider 

D. VPN access to the cloud service provider 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://education.dellemc.com/content/dam/dell-emc/documents/en-us/2013KS_Panchanathan-What_Why_and_How_of_Cloud_Storage_Gateway.pdf (3) 

QUESTION 15 

When is the target available for use in pointer-based replication? 
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A. once the fracture log has been created 

B. after the mirror has been fractured 

C. immediately after session activation 

D. after synchronization has completed 

Correct Answer: C 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://webcache.googleusercontent.com/search?q=cache:IGSfpLzWKy8J:https://www.shcollege.ac.in/wp-content/uploads/NAAC_Documents_IV_Cycle/Criterion-II/2.3.2/Semester5_FOS_Storagebasedarray.pptx 

+&cd=7&hl=en&ct=clnk&gl=pk 

QUESTION 16 A computer has an MTBF of 7000 hours and an MTTR of 18 hours? What is the availability 

of the data? 

A. 90.7% 

B. 99.1% 

C. 99.7% 

D. 99.8% 

Correct Answer: A 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://limblecmms.com/blog/mttr-mtbf-mttf-guide-to-failure-metrics/ 

 

QUESTION 17 Which characteristic of big data refers to data generated by 

numerous sources? 

A. veracity 

B. variety 

C. volume 

D. velocity 

Correct Answer: B 
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Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://insidebigdata.com/2013/09/12/beyond-volume-variety-velocity-issue-big-data-veracity/ 

 

QUESTION 18 Which recovery mode involves rolling back a system to a previous recovery point instead of finding the 

cause of a fault? 

A. Forward recovery 

B. Complete functional recoveryC. Backward recovery 

D. Degraded functional recovery 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 19 Which describes a component's ability to consistently perform its operations as expected without performance 

degradation or failure? 

A. Availability 

B. Maintainability 

C. Reliability 

D. Serviceability 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.sciencedirect.com/topics/earth-and-planetary-sciences/component-reliability 
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QUESTION 20 Which cloud service model allows the deployment of consumer-created applications on the provider's 

infrastructure? 

A. Platform as a Service 

B. Infrastructure as a Service 

C. Disaster recovery as a Service 

D. Software as a Service 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: http://www.cs.umsl.edu/~sanjiv/classes/cs5750/lectures/cma.pdf (2) 

QUESTION 21 What is an example of reporting in a data protection 

environment? 

A. Track events impacting data recovery and availability of components 

B. Measure environmental parameters and deviations 

C. Trigger alerts when backup window is exceeded, and policies are violated 

D. Gather data for trend analysis and capacity planning 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 
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Reference: https://www.delltechnologies.com/en-us/collaterals/unauth/technical-guides-support-information/products/data-protection/docu89868.pdf 

QUESTION 22 Which is a benefit of 

cloud computing? 

A. separate servers for each customer 

B. provides business agility 

C. increases up-front CAPEX 

D. owned IT resources 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://info.cloudcarib.com/blog/how-the-cloud-can-increase-your-business-agility#:~:text=Business%20agility%20is%20extremely%20important,of%20risks%20and%20reputational%20threats 

QUESTION 23 

What is the correct order of risk management steps an organization must perform before offering resources or services to users? 

A. assessment, identification, monitoring, and mitigation B. 
identification, monitoring, assessment, and mitigation C. 
identification, assessment, mitigation, and monitoring 

D. assessment, mitigation, monitoring, and identification 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://searchcompliance.techtarget.com/definition/risk-management 

 

QUESTION 24 What are the three phases of data protection in a software-defined data 

center framework? 

A. define protection requirements, create protection policies, and enable protection policies 

B. create protection policies, push protection policies, and monitor job completion 

C. discover protection architecture, define protection services, and orchestrate protection operations 

D. create protection policies, assign protection policies, and monitor job completion 
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Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.commvault.com/blogs/data-protection-for-a-software-defined-digital-data-center 

QUESTION 25 Which security control detects and blocks unusual 

network behavior? 

A. IDPA 

B. VPN 

C. IDPS 

D. Zoning 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=901146 

QUESTION 26 What is supported when using a virtualization appliance for 

migrating data? 

A. Homogeneous systems 

B. Host-based systems 

C. Multi-vendor systems 

D. Single-vendor systems 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://education.emc.com/content/dam/dell-emc/documents/en-us/2011KS_Singh-Data_Migration_Best_Way_to_Do_It.pdf 

QUESTION 27 

A full backup of a production volume is created on Sunday, and incremental backups are created for the rest of the week. What are the contents of the backup on Thursday? 

A. all the data on the production volume 

B. all the data that has changed since Wednesday 

C. all the data that has changed since Sunday 

D. all the data that has changed since Monday 

Correct Answer: C 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://www.sciencedirect.com/topics/computer-science/differential-backup 

QUESTION 28 

A customer has created a change management window to perform scheduled system maintenance. During the scheduled downtime window, information will be transferred to another system to ensure continuous availability. What is this 

process an example of? A. Data governance 

B. Data migration 

C. Automated failback 
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D. Disaster recovery 

Correct Answer: A 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://its.unc.edu/wp-content/uploads/sites/337/2014/07/ITS-Change-Management-Process_12_16_16rev3.pdf 

QUESTION 29 Which method of storage redundancy protects against 

drive failure? 

A. Caching 

B. Vaulting 

C. RAIN 

D. RAID 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://searchstorage.techtarget.com/definition/RAID 

QUESTION 30 What is a characteristic of 

data archiving? 

A. Secondary copy of data 

B. Primary copy of data 

C. Short-term retention 

D. Used for operational recovery 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://waterfordtechnologies.com/difference-data-backup-archiving/ 

 

QUESTION 31 

At which layer is the risk of backup data recovered to an unauthorized destination considered a security threat? 
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A. Protection Application 

B. Management Domain 

C. Data Source 

D. Database Application 

Correct Answer: C 

Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 32 

What is the process of identifying and moving inactive data from primary storage systems to lower-cost storage systems for long-term retention? 

A. Data archiving 

B. Replication 

C. Business continuity 

D. Data locality 

Correct Answer: A 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://www.delltechnologies.com/en-pk/learn/data-protection/what-is-archiving.htm#:~:text=Data%20archiving%20is%20the%20process,into%20long%2Dterm%20storage%20systems 

QUESTION 33 What is 

a hot backup? 

A. application is up-and-running with users accessing their data during the backup process 

B. backup is indexed from last full backup 

C. a full backup is synthesized 

D. requires the application to be shut down during the backup process 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://searchdatabackup.techtarget.com/definition/hot-backup 

QUESTION 34 

A storage system is configured with erasure coding, divided up into 12 data segments and 4 coding segments. Each segment is written to different drives. What is the maximum number of drive failures that can be withstood without losing the 

data in this configuration? 

A. 6 

B. 4 

C. 3 

D. 5 

Correct Answer: B 

Section: (none) 
Explanation 

Explanation/Reference: 

Explanation: 
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In a typical erasure coded storage system, a set of n disks is divided into m disks to hold data and k disks to hold coding information, where n, m, and k are integers. The coding information is calculated from the data. If up to k of the n disks 

fail, their contents can be recomputed from the surviving disks. 

QUESTION 35 

Which model does MapReduce utilize? 

A. Batch processing 

B. Backup 

C. Geographic mapping 

D. Redundancy 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://datawhatnow.com/batch-processing-mapreduce/#:~:text=MapReduce%20is%20a%20programming%20model%20that%20allows%20the%20user%20to,a%20small%20amount%20of%20code.&text=Today%2C%20some 

%20databases%20and%20data,the%20map%20and%20reduce%20functions 

QUESTION 36 Where is the index stored after an 

archiving operation? 

A. Archive storage 

B. Archive server 

C. Backup server 

D. Media server 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.dell.com/support/kbdoc/en-pk/000050283/archiving-and-or-indexing-of-data-has-stopped-due-to-low-free-space-on-message-center-index-locations-or-emx-file-storage-locations 

 

QUESTION 37 

Which product allows data owners to back up and restore using native applications? 
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A. Dell EMC PowerProtect Data Manager 

B. VMware vRealize Cloud Management 

C. VMware vRealize Operations 

D. Dell EMC Data Protection Advisor 

Correct Answer: A 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://www.delltechnologies.com/en-pk/data-protection/powerprotect-data-manager.htm 

QUESTION 38 What is 

orchestration? 

A. automated arrangement, coordination, and management of various IT functions 

B. capability of unified controller to process block-level, file-level, and I/O requests concurrently 

C. moving inactive data out of primary storage systems into lower-cost storage systems 

D. sharing of the storage resources to increase storage utilization 

Correct Answer: A 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://www.redhat.com/en/topics/automation/what-is-orchestration 

QUESTION 39 What is a healthcare use case for Big 

Data Analytics? 

A. Analyze historical transactions, pricing, and customer behavior 

B. Improve marketing and inventory management 

C. Analyze purchase history and create customer profiles 

D. Improve patient care and services 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.itconvergence.com/blog/6-use-cases-for-big-data-and-analytics-in-healthcare/ 
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QUESTION 40 

DRAG DROP 

Match the types of cyber-attack with their respective description. 

Select and Place: 
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Correct Answer: 

 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 41 Which plane of SDDC is used to perform administrative operations such as configuring a system and 

changing policies? 

A. Management Plane 

B. Service Plane 

C. Control Pane 

D. Data Plane 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.greenpages.com/modern-it/software-defined-data-center/ 
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QUESTION 42 The operating time of a system is 24 hours per day, Monday through Saturday. Failure of the system 

occurs as follows. 

Monday: No failure 

Tuesday: 5 A. M. to 7 A. M. Wednesday: 

No failure 
Thursday: 4 P.M. to 8 P.M. 

Friday: 8 A. M. to 11 A. M. Saturday: 

No failure 

What is the MTBF of the system? 

A. 3 hours 

B. 8 hours 

C. 45 hours 

D. 56 hours 

Correct Answer: A 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://www.oreilly.com/library/view/information-storage-and/9781118236963/9781118236963b04.xhtml 

QUESTION 43 Which are the primary software methods for Data Security 

Governance? 

A. masking, de-identification, and NER 

B. masking, classification, and PCRE 

C. classification, discovery, and incident management 

D. classification, discovery, and de-identification 

Correct Answer: D 

Section: (none) 
Explanation 

Explanation/Reference: 
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Reference: https://www.iri.com/blog/vldb-operations/data-security-governance/ 

 

QUESTION 44 Which component of SDDC generates the billing report based on price per unit and number of units consumed 

for a service? 

A. Orchestrator 

B. Directory Services 

C. Self Service Portal 

D. SDDC Controller 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 45 An administrator is configuring Dell EMC RecoverPoint. Which Dell EMC storage system can be used without a write 

splitter installed? 

A. Unity 

B. XtremIO 

C. VMAX 

D. PowerMax 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.delltechnologies.com/asset/en-us/products/storage/industry-market/h15088-dell-emc-unity-replication-technologies.pdf 

QUESTION 46 Which data migration involves migrating data at the file level using intermediary 

compute systems? 

A. Host-based migration 

B. NAS-based migration 

C. SAN-based migration 
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D. Application migration 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.dell.com/community/s/vjauj58549/attachments/vjauj58549/isilon/2059/1/h12212-smb-file-migration-emc-isilon-wp.pdf (17) 

QUESTION 47 What is true for a software-

defined network? 

A. physical switches and routers dependent on the underlying network 

B. physical switches dependent on the underlying network 

C. virtual switches dependent on the underlying network 

D. switching and routing of the network traffic independent of the underlying network 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.ciena.com/insights/what-is/What-Is-SDN.html#:~:text=Software%2DDefined%20Networking%20(SDN),of%20the%20underlying%20network%20technology 

QUESTION 48 What are the advantages of 

cloud computing? 

A. on-demand scaling, underutilized resources, pay for use, and self service 

B. underutilized resources, pay for use, self service, and high CAPEX 

C. pay for use, high CAPEX, on-demand scaling, and self service 

D. reduced CAPEX, pay for use, self service, and on-demand scaling 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.cavendishprofessionals.com/cloud-computing-an-introduction/ 
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QUESTION 49 

Which security control provides logical isolation of devices on Ethernet? 

A. VPN 

B. Firewall 

C. VSAN 

D. VLAN 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.techtarget.com/searchnetworking/definition/virtual-private-network 

QUESTION 50 What makes services visible and 

accessible to the users? 

A. Service Catalog 

B. Operational Database 

C. Cloud native application 

D. Unified storage system 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.manageengine.com/products/service-desk/itil/what-is-service-catalog.html 

 

QUESTION 51 Which does Continuous Data 

Protection support? 

A. remote and cloud replication 

B. local and remote replication 

C. cloud replication only 

D. local replication only 

Correct Answer: B 

Section: (none) 
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Explanation 

Explanation/Reference: 

Reference: https://www.dell.com/community/Student-Discussions/Continuous-data-protection/td-p/7117104 

QUESTION 52 Which backup service type is suitable when a cloud service provider already hosts consumer 

applications and data? 

A. Local backup service 

B. Replicated backup service 

C. Remote backup service 

D. Cloud-to-cloud backup 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://searchdatabackup.techtarget.com/definition/cloud-backup 

 

QUESTION 53 What is a benefit of synchronous 

remote replication? 

A. provides near zero recovery point objective 

B. requires less storage space for target than source volume 

C. allows restoring source volume to any previous point in time 

D. allows more storage space for target than source volume 

Correct Answer: C 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://www.techopedia.com/definition/13730/remote-replication 

QUESTION 54 What is a key requirement for NAS-based 

data migration? 

A. Files are moved but not copied 

B. Files accessible at all times 
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C. File stubbed during the migration 

D. File accessible will be paused during the migration 

Correct Answer: C 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://support.bull.com/ols/product/storage/backup/calypso/release_8_0_0/books_online_1/english_us/features/migration/file_system.htm 

QUESTION 55 

A backup administrator has defined a backup policy where full backups are scheduled at 8 PM every Saturday and differential backups for the rest of the week at same time. A data loss happened on Friday at 11 AM. How many backup copies 

are required to restore the requested files? 

A. 2 

B. 3 

C. 6 

D. 7 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

Explanation 

If the data loss occurred on Friday, restoration process needs a full backup and the last differential backup that happened on a day before Friday. In case of an incremental backup, all the backup copies that occurred before Friday would be 

needed including the full backup copy that occurred on Saturday. 

QUESTION 56 

Which type of file system can be mounted on multiple compute systems running a hypervisor to access the same file system simultaneously? 

A. Memory state file system 

B. Clustered file system 

C. Configuration file system 

D. Virtual disk file system 

Correct Answer: B 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://www.sciencedirect.com/topics/computer-science/virtual-machine-file 
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QUESTION 57 What are the considerations when designing a disaster recovery plan based on 

RTO and RPO? 

A. Lower RTO and RPO have no effect on cost 

B. Lower RTO and RPO simplify the solution 

C. Lower RTO and RPO decrease the cost 

D. Lower RTO and RPO increase the cost 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.delltechnologies.com/en-us/learn/data-protection/disaster-recovery.htm 

QUESTION 58 How does a synthetic full backup enable a full backup copy 

to be created? 

A. offline without disrupting the I/O operation on the production volume 

B. offline with less I/O operation to create index pointers using fast copy 

C. online with throttled I/O operation on the production volume 

D. online with throttled I/O operation during index merge maintenance task 

Correct Answer: C 

Section: (none) 

Explanation 
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Explanation/Reference: 

QUESTION 59 

A consumer performs backup at its on-premise data center for operational recovery. The consumer wants disaster recovery (DR) protection for their data, but they do not want to own and manage a remote site for DR. Which paid backup 

service is most appropriate for this consumer? 

A. Local backup 

B. Remote backup 

C. Cloud-to-cloud backup 

D. Replicated backup 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.zerto.com/resources/a-to-zerto/the-differences-between-backup-and-replication/#:~:text=Backup%20involves%20making%20a%20copy,%2C%20public%2C%20or%20private%20clouds 

QUESTION 60 

What determines if a user, device, application, or process is allowed to access a service or a resource? 

A. auditing 

B. authorization 

C. authentication 

D. accountability 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.bu.edu/tech/about/security-resources/bestpractice/auth/ 
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