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Exam A 

QUESTION 1 

Which quarantine settings are able to be managed within the Administrator Quarantine for Email Security.cloud? 

A. Domain Block Lists 

B. End User Block Lists 

C. Data Protection Policies 

D. Anti-Spam Scanning Settings 

Correct Answer: D 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://help.symantec.com/cs/SMG_10_6_6/SMG/v5747403_v125807409/Quarantine-Settings?locale=EN_US 

QUESTION 2 What is the standard Time to Live (TTL) for an 

MX Record? 

A. 12-24 hours 

B. 8 hours 

C. 24-48 hours 

D. 72 hours 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://help.dyn.com/ttl/ 

QUESTION 3 Which type of assessment is unavailable within Phishing 

Readiness? 

A. Whaling Attack 

B. Open / Click 

C. Attachment 

D. Data Exposure 

Correct Answer: A 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://knowledge.broadcom.com/external/article/150736/symantec-phishing-readiness-faq.html 

QUESTION 4 Where does Email Security.cloud reside when it 

is deployed? 

A. Office 365 

B. Company Private Cloud 

C. Wide Area NetworkD. Local Area Network 

Correct Answer: A 

Section: (none) 
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Explanation 

Explanation/Reference: 

Reference: https://www.it-klinika.rs/blog/uporedna-analiza-koliko-je-symantec-dobar-u-zastiti-vaseg-imejla/email-security-cloud-en.pdf 

QUESTION 5 What is the purpose of checking for Sender Policy Framework (SPF) Records in regards to 

email security? 

A. To ensure that the SMTP connection is encrypted 

B. To help validate domain ownership 

C. To help validate recipient email addresses 

D. To ensure that incoming emails are RFC compliant 

Correct Answer: D 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://knowledge.broadcom.com/external/article?legacyId=TECH226211 

QUESTION 6 What is the purpose of Email 

Impersonation Control? 

A. To guard against spoofed client’s domains 

B. To guard against “whaling” attacks 

C. To guard against spoofed government domains 

D. To guard against spoofed IP addresses 

Correct Answer: B 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://help.symantec.com/cs/EMAIL_WEB.CLOUD/EMAILSECURITYCLOUD/v122075815_v116575109/Email-Impersonation-Control-Settings?locale=EN_US 

QUESTION 7 When does Real Time Link Following scan a webpage 

for malware? 

A. After the Web Proxy has intercepted the web request 

B. After an email with a URL link is delivered to the end user 

C. After an email with a URL link is clicked the end user 

D. Before an email with a URL link is delivered to the end user 

Correct Answer: C 

Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 8 Which type of Mail Transfer Agent is required for automated group 

synchronization? 

A. Domino 

B. Exchange 

C. Postix 

D. Google Apps 
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Correct Answer: B 

Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 9 What is the Service Level Agreement (SLA) for Email Security.cloud Service 

Availability? 

A. 95% 

B. 99.999% 

C. 100% 

D. 99% 

Correct Answer: C 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://www.pugh.co.uk/wp-content/uploads/2017/08/Symantec-Email-Security.cloud_.pdf 

QUESTION 10 Why should an administrator configure Symantec Validation & ID Protection (VIP) 

with ClientNet? 

A. To enable Data Protection Policies 

B. To enable Policy Based Encryption 

C. To enable Transport Layer Security 

D. To enable Two Factor Authentication 

Correct Answer: D 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://help.symantec.com/cs/EMAIL_WEB.CLOUD/CLOUDPORTAL/v97248373_v116856119/Informazioni-sul-controllo-dell?locale=EN_US 

QUESTION 11 Which process is acceptable for validating domain ownership within the “Add New 

Domain” wizard? 

A. Text message validation 

B. DNS Validation with an added TXT Record 

C. Email Security.cloud support ticket 

D. DNS Validation with an added SPF Record 

Correct Answer: B 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://docplayer.net/22114006-Deployment-document-for-office-365-and-symantec-cloud-v1-0.html (20) 

QUESTION 12 What does Domain Keys Identified Mail (DKIM) use to verify that an email message was sent from an authorized 

mail server? 

A. Public Key Cryptography 

B. Sender Policy Framework 

C. Private Key Cryptography 
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D. Domain Name Service 

Correct Answer: D 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://help.symantec.com/cs/SMG_10_6_6/SMG/v5748156_v125807409/Sender-Authenticationemail_firewall_sender_authentication?locale=EN_US 

QUESTION 13 How long are emails identified as spam kept in an end 

user’s quarantine? 

A. 14 days 

B. 5 days 

C. 30 days 

D. 7 days 

Correct Answer: A 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: http://images.messagelabs.com/EmailResources/ServiceAdminGuides/EmailQuarantineUserGuide.pdf 

QUESTION 14 

What is the importance of selecting the appropriate content type, when creating a list for Data Protection policy? 

A. The content type determines the condition the list resides in. 

B. The content type determines whether the list can be used for Policy Based Encryption. 

C. The content type determines how often a list can be used. 

D. The content type determines what type of policies can be created. 

Correct Answer: A 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://help.symantec.com/cs/EMAIL_WEB.CLOUD/DATAPROTECTIONCLOUD/v72686193_v117919862/Creating%20a%20list%20group%20in%20Email%20Data%20Protection?locale=EN_US 

QUESTION 15 What are the two characteristics for an email to be considered Spam? 

(Choose two.) 

A. Unsolicited 

B. Malicious 

C. Unwanted 

D. Bulk 

Correct Answer: AB 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: 

https://books.google.com.pk/books?id=QzndBAAAQBAJ&pg=PA469&lpg=PA469&dq=symantec+characteristics+for+an+email+to+be+considered+Spam+unsolicited 

+malicious&source=bl&ots=I_T3VTUt18&sig=ACfU3U2lvi_cJl3o9tiMTnm_vZUf2sj8Fg&hl=en&sa=X&ved=2ahUKEwj34oGA1dHoAhWrBWMBHYVLB8cQ6AEwCXoECA0QJg#v=onepage&q=symantec%20characteristics%20for%20an% 

20email%20to%20be%20considered%20Spam%20unsolicited%20malicious&f=false 

QUESTION 16 
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What is the Email Security.cloud Service Level Agreement (SLA) for Anti-Spam false positives? 

A. 0.3% 

B. 0.0003% 

C. 0.03% 

D. 0.003% 

Correct Answer: B 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://resemblesystems.com/wp-content/uploads/2017/10/Symantec-email-security-cloud-en.pdf (3) 

QUESTION 17 Where can an administrator locate the “Pen Number” for an email quarantined by 

Anti-Malware? 

A. Cynic Alert Notification email 

B. Malware Alert Notification email 

C. Quarantine Alert Notification email 

D. Attack Alert Notification email 

Correct Answer: C 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://knowledge.broadcom.com/external/article?legacyId=HOWTO109647&SAMLRequest=%5BB%408d0355a 

QUESTION 18 

A customer has purchased the Email Security.cloud solution. They would like to automatically receive SMS messages for any service alerts for Email Security.cloud. 

What is the URL required to configure this setting? 

A. https://symantec.identity.com 

B. https://symantec.clientnet.com 

C. https://identity.symanteccloud.com 

D. https://clientnet.symanteccloud.com 

Correct Answer: C 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: http://symantec884.rssing.com/chan-5173756/latest.php 

QUESTION 19 Which ClientNet settings allow an administrator to configure the maximum email size allowed through Email 

Security.cloud? 

A. Data Protection 

B. Inbound Routes 

C. Outbound Routes 

D. Mail Platform 

Correct Answer: D 

Section: (none) 

Explanation 
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Explanation/Reference: 

Reference: https://knowledge.broadcom.com/external/article?legacyId=tech252363 

QUESTION 20 Which Email Security.cloud scanning technology is able to be modified 

by a customer? 

A. Traffic Shaping 

B. Anti-Spam 

C. SMTP Heuristics 

D. Anti-Malware 

Correct Answer: B 

Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 21 Which scanning technology is unable to provide individual customer reporting data within Email 

Security.cloud? 

A. Image Composition Analysis 

B. Data Protection 

C. Cynic 

D. Traffic Shaping 

Correct Answer: C 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://us.cloud.im/legal/symantec-email-security-cloud-terms.aspx/ 

QUESTION 22 Which method is unavailable to populate internal email addresses for use with Email Security.cloud Address 

Registration? 

A. Outbound harvesting 

B. Address Synchronization Tool (Schemus) 

C. Exchange Journaling 

D. Manual entry 

Correct Answer: A 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://help.symantec.com/cs/EMAIL_WEB.CLOUD/EMAILSECURITYCLOUD/v117710566_v116575109/Automatic-outbound-address-harvesting?locale=EN_US 

QUESTION 23 What is the minimum configuration requirement a customer must make to enable Email 

Security.cloud? 

A. Install Address Registration Tool 

B. Install Mail Security for Exchange 

C. Create SMTP pointer 

D. Change MX Record 

Correct Answer: D 
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Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 24 What happens when “0 Minutes” is selected with the Cynic Maximum Hold Time 

to an email? 

A. Email is delivered bypassing Cynic completely 

B. Email is delivered, but Cynic will continue to scan the message until a verdict is determined 

C. Email is redirected to a SECOPS administrator 

D. Email is put into a quarantine until Cynic determines a verdict 

Correct Answer: B 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://help.symantec.com/cs/EMAIL_WEB.CLOUD/EMAILSECURITYCLOUD/v117853501_v116575109/Configuring-Cynic-settings?locale=EN_US 

QUESTION 25 Which Email Security.cloud scanning technology is bypassed when a domain is added to an 

“Approved List”? 

A. Anti-Malware 

B. Anti-Spam 

C. Address Registration 

D. Cynic 

Correct Answer: D 

Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 26 What is the default action for a Data Protection Policy Based Encryption (PBE) 

Template policy? 

A. Tag the header and allow the message through 

B. Redirect to administrator 

C. Tag the subject and allow the message through 

D. Log only 

Correct Answer: B 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://help.symantec.com/cs/email_web.cloud/EMAILENCRYPTIONCLOUD/v117750152_v117532632/Introduction-to-Policy-Based-Encryption-Advanced?locale=EN_US 

QUESTION 27 

Which type of attack is executed by a cybercriminal posing as a senior executive of a company that targets other executives within that same organization? 

A. Executive attack 

B. Shark attack 

C. Business attack 

D. Whaling attack 
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Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.varonis.com/blog/whaling-attack/ 

QUESTION 28 What will the “Match All” condition trigger with 

Data Protection? 

A. It will automatically trigger the policy action for any email 

B. It will match all of the lists created within Data Protection 

C. It will match different emails to corporate senders 

D. It will match different emails to corporate recipients 

Correct Answer: A 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://knowledge.broadcom.com/external/article?legacyId=howto127157 

QUESTION 29 What does Address Registration protect against within the Email 

Security.cloud solution? 

A. Domain impersonation 

B. Email impersonation 

C. Email address spoofing attacks 

D. Targeted phishing attacks 

Correct Answer: A 

Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 30 What is the default Transport Layer Security (TLS) port for encrypted 

email traffic? 

A. 21 

B. 8080 

C. 443 

D. 5135 

Correct Answer: D 

Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 31 What is unable to be configured for the Email Security.cloud Anti-

Malware Service? 

A. Whether administrators can receive malware notification alerts 

B. Auto-generated summary reports 

C. Whether users can receive malware notification alerts 
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D. The aggressiveness of the malware scanning 

Correct Answer: B 

Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 32 What is the Email Security.cloud Service Level Agreement (SLA) for Anti-Malware 

false positives? 

A. 0.1% 

B. 0.01% 

C. 0.001% 

D. 0.0001% 

Correct Answer: D 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://resemblesystems.com/wp-content/uploads/2017/10/Symantec-email-security-cloud-en.pdf (3) 

QUESTION 33 What will Image Composition Analysis detect when the “heuristics” setting is selected within 

Image Control? 

A. Images with embedded content 

B. Spoofed images 

C. Confidential images 

D. Pornographic images 

Correct Answer: D 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://help.symantec.com/cs/EMAIL_WEB.CLOUD/EMAILSECURITYCLOUD/Ref148249240_v116575109/Enable-the-heuristics-detection-for-Image-Control?locale=EN_US 

QUESTION 34 Which sandbox technology is available for Email 

Security.cloud? 

A. Cynic 

B. Malware Analysis 

C. Cylance 

D. Carbon Black 

Correct Answer: B 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://docs.broadcom.com/doc/content-analysis-block-threats-with-atp-at-gateway-en (2) 

QUESTION 35 What is a SMTP server that is configured to allow anyone to send email 

through it called? 

A. Open MTA 

B. Open Email 
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C. Open Relay 

D. Open Office 

Correct Answer: C 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://knowledge.broadcom.com/external/article?legacyId=howto126073 

QUESTION 36 What is the Symantec best practice regarding customer Mail Transfer Agent (MTA) 

configuration for Policy? 

A. S/MIME TLS connection between MTA and Symantec 

B. Opportunistic TLS connection between MTA and Symantec 

C. PGP TLS connection between MTA and Symantec 

D. Enforced TLS connection between MTA and Symantec 

Correct Answer: D 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://knowledge.broadcom.com/external/article?legacyId=tech235024 

QUESTION 37 

Where does a company’s MX Record reside? 

A. Mail Transfer Agent 

B. Postix 

C. Firewall 

D. DNS 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.experts-exchange.com/questions/21420645/Where-does-an-mx-record-reside.html 

QUESTION 38 What is the Availability Service Level Agreement (SLA) for Email 

Security.cloud? 

A. 99.9% 

B. 99% 

C. 99.999% 

D. 100% 

Correct Answer: D 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://docs.broadcom.com/doc/administration-of-email-security-cloud-v1-study-guide-en 

QUESTION 39 

Which industry-standard type of policy, providing computer users with rules governing their actions on a company-owned computer, would Data Protection help enforce? 

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



A. Password Policy 

B. Firewall Policy 

C. Encryption Policy 

D. Acceptable Use Policy 

Correct Answer: D 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://en.wikipedia.org/wiki/Acceptable_use_policy 

QUESTION 40 Which service is compatible with Automatic Remediation with Email 

Security.cloud? 

A. Google Apps 

B. Live Office 

C. Office 365 

D. Lotus Notes 

Correct Answer: C 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://knowledge.broadcom.com/external/article/172923/autoremediation.html 

QUESTION 41 Where can an administrator locate the “Pen Number” for an email that has been quarantined by 

Anti-Malware? 

A. Pen Detail Report 

B. Cynic Detail Report 

C. Remediation Detail Report 

D. Anti-Malware Detail Report 

Correct Answer: D 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://knowledge.broadcom.com/external/article?legacyId=howto109647 

QUESTION 42 Which service needs to be enabled in order to populate Email Security.cloud data 

into a SIEM? 

A. Email Data Feed 

B. Python Script API 

C. SIEM Feed 

D. Provisioning API 

Correct Answer: C 

Section: (none) 
Explanation 

Explanation/Reference: 
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QUESTION 43 

When will an end user receive a block page from Click-Time Protection? 

A. When a website followed from an email link contains specific inappropriate content 

B. When a website followed from an email link contains large video files 

C. When a website followed from an email link contains malware 

D. When a website followed from an email link contains pornography 

Correct Answer: A 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://help.symantec.com/cs/EMAIL_WEB.CLOUD/EMAILSECURITYCLOUD/v117876575_v116575109/Managing-your-Click-time-URL-Protection-settingsCTP_Settings?locale=EN_US 

QUESTION 44 What is the purpose of creating groups for use with 

Data Protection? 

A. To add email addresses for Address Registration 

B. To apply Anti-Malware scanning from certain employees 

C. To apply policies to certain employees 

D. To record email address trigged by policies 

Correct Answer: C 

Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 45 What is an “outbound route”, as configured with Email 

Security.cloud? 

A. The list of a customer’s domains 

B. The list of a customer’s internal email addresses 

C. The list of a customer IP addresses that will be receiving email from Symantec 

D. The list of a customer IP addresses that will be sending email to Symantec 

Correct Answer: C 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://www.proximus.be/dam/jcr:9203caca-be4b-42e4-8e62-697f6f2f5329/cdn/sites/support/documents/en/cloud/Symantec_EmailServices_DeploymentGuide_EN~2018-09-17-09-15-13~cache.pdf 

QUESTION 46 Why should an organization publish a Send Policy Framework (SPF) 

Record to DNS? 

A. To display a list of invalid recipient domains 

B. To display a list of valid recipient domains 

C. To ensure that only their customers could email them 

D. To display which hosts are authorized to send mail for a domain 

Correct Answer: D 

Section: (none) 
Explanation 

Explanation/Reference: 
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Reference: https://knowledge.broadcom.com/external/article/161394/implement-spf-records-for-email-security.html 

QUESTION 47 What is the Symantec recommended best practice for testing a Data 

Protection policy? 

A. Copy to administrator 

B. Tag subject line 

C. Log only 

D. Redirect to administrator 

Correct Answer: A 

Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 48 Which Email Security.cloud scanning service is unable to send emails to an end user’s 

quarantine? 

A. Image Control 

B. Anti-Spam 

C. Data Protection 

D. Anti-Malware 

Correct Answer: B 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://help.symantec.com/cs/EMAIL_WEB.CLOUD/EMAILSECURITYCLOUD/v116260626_v116575109/About-Anti-Spam-detection-settings-and-actions?locale=EN_US 

QUESTION 49 What action does Symantec recommend for Image 

Control heuristics? 

A. Copy suspected mail to the Image Control administrator 

B. Block and delete suspected mail 

C. Tag suspected mail within header 

D. Redirect suspected mail to the Image Control administrator 

Correct Answer: D 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://help.symantec.com/cs/EMAIL_WEB.CLOUD/EMAILSECURITYCLOUD/v115385332_v116575109/Overview-of-the-configuration-process-for-Image-Control?locale=EN_US 

QUESTION 50 What is the purpose of Email Security.cloud Click-

Time protection? 

A. Scan email web links for malware before email is delivered 

B. Scan email web links for inappropriate content when the link is accessed by the user 

C. Scan email web links for inappropriate content before email is delivered 

D. Scan email web links for malware when the link is accessed by the user 

Correct Answer: D 
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Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://www.pugh.co.uk/wp-content/uploads/2017/08/Symantec-Email-Security.cloud_.pdf 

QUESTION 51 Which Email Security.cloud service helps protect a company from 

unsolicited bulk email? 

A. Data Protection 

B. Anti-Spam 

C. Email Impersonation Control 

D. Advanced Threat Protection 

Correct Answer: B 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://www.insight.com/content/dam/insight-web/en_US/article-images/datasheets/symantec-email-security-cloud.pdf 

QUESTION 52 When do Data Protection policies 

stop processing? 

A. Once all of the created policies have been applied to an email 

B. Once the email triggers a single policy 

C. Once the policies have all timed out 

D. Once the email triggers an exit event action of a policy 

Correct Answer: C 

Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 53 Which email client is compatible with the Email Security.cloud Email 

Submission add-in? 

A. Google Apps 

B. Office 365 

C. Lotus Notes 

D. Microsoft Outlook 

Correct Answer: D 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://knowledge.broadcom.com/external/article?legacyId=TECH248402 

QUESTION 54 Which two file formats are available for Email Security.cloud reports? 

(Choose two.) 

A. DOC 

B. CSV 

C. XLSD. TXT 
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E. PDF 

Correct Answer: BE 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.digitalmarketplace.service.gov.uk/g-cloud/services/330873547893024 

QUESTION 55 How often are end users able to receive quarantine summary 

notifications? 

A. Every other day 

B. Once a week 

C. Every day 

D. The frequency is configured by the administrator 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://knowledge.broadcom.com/external/article?legacyId=tech246878 

QUESTION 56 What is the basic requirement for deploying Email 

Security.cloud? 

A. Office 365 

B. SMTP 

C. Microsoft Exchange 

D. POP 

Correct Answer: A 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://knowledge.broadcom.com/external/article?legacyId=TECH247070 

QUESTION 57 Which information is required in order to release an email from the Malware 

Quarantine? 

A. Pen Number 

B. Date, Sender & Recipient 

C. Email ID 

D. Identified Malware Name 

Correct Answer: A 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference https://knowledge.broadcom.com/external/article?legacyId=HOWTO109647&SAMLRequest=%5BB%408d0355a 

QUESTION 58 Which Email Security.cloud service will help filter Newsletter and 

Marketing emails? 

A. Anti-Malware 
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B. Anti-Spam 

C. Data Protection 

D. Email Impersonation Control 

Correct Answer: B 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://knowledge.broadcom.com/external/article/163521/manage-newsletter-and-marketing-email-fi.html 

QUESTION 59 Which scanning technology will create an Advanced Threat Incident 

within ClientNet? 

A. Cynic 

B. Malware Signatures 

C. Skeptic 

D. Data Protection 

Correct Answer: D 

Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 60 What is the default action for a non-PBE 

policy template? 

A. Tag the subject line 

B. Copy to administrator 

C. Quarantine the message 

D. Log only 

Correct Answer: D 

Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 61 

What best describes Symantec Cynic? 

A. An on-premises sandbox tool 

B. A cloud sandbox tool 

C. An on-premises signature based tool 

D. A cloud signature based tool 

Correct Answer: B 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://help.symantec.com/cs/ATP_3.2/ATP/v117615290_v127300344/Cynic?locale=EN_US 

QUESTION 62 What is the primary reason a business would require encrypted 

email delivery? 
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A. Industry Best Practice 

B. Data Loss Prevention 

C. Customer Security 

D. Compliance 

Correct Answer: D 

Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 63 Which protocol is required for Email 

Security.cloud? 

A. POP 

B. FTP 

C. SMTP 

D. UDP 

Correct Answer: C 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://community.broadcom.com/symantecenterprise/communities/community-home/digestviewer/viewthread?MessageKey=78eb0d64-21e5-4ec0-9a34-b6b618a107ea&CommunityKey=f5d62f53-a337-4805-

842fe5bc06329b21&tab=digestviewer#bm78eb0d64-21e5-4ec0-9a34-b6b618a107ea 

QUESTION 64 How does an administrator create a detailed report for Email Security.cloud Anti-

Malware scanning? 

A. Report request wizard within ClientNet 

B. Report request wizard within Administrator Quarantine 

C. Contact support via ClientNet 

D. Contact support via email 

Correct Answer: C 

Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 65 What is the purpose of Email 

Track and Trace? 

A. To locate when an email was processed by the receiving mail server 

B. To locate when an email was scanned by Email Security.cloud 

C. To locate when an email was processed by the sending mail server 

D. To locate when an email was processed by the archiving server 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://knowledge.broadcom.com/external/article?legacyId=howto124881 
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QUESTION 66 

What is the primary vector for the delivery of Advanced Persistent Threats, per the Internet Security Threat Reports from 2016 through 2018? 

A. USB drives 

B. Website injections 

C. Email 

D. DNS Poisoning 

Correct Answer: C 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://www-east.symantec.com/content/dam/symantec/docs/reports/istr-22-2017-en.pdf 

QUESTION 67 Which firewall port should be restricted to only accept email traffic from Email 

Security.cloud? 

A. 23 B. 

25 

C. 21 

D. 443 

Correct Answer: B 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://knowledge.broadcom.com/external/article?legacyId=tech227034 

QUESTION 68 Where can an administrator locate the “Pen Number” for an email quarantined by 

Anti-Malware? 

A. Administrator Quarantine 

B. Track and Trace 

C. Malware Release 

D. End User Quarantine 

Correct Answer: C 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://knowledge.broadcom.com/external/article?legacyId=HOWTO109647&SAMLRequest=%5BB%408d0355a 

QUESTION 69 What is the default port 

for email traffic? 

A. 21 
B. 23 

C. 35 

D. 25 

Correct Answer: D 

Section: (none) 

Explanation 
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Explanation/Reference: 

Reference: https://knowledge.broadcom.com/external/article?legacyId=tech88942 
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