Video
Training

Offu:lal Cert Gmde

Advance your [T career with hands-on learning

Review
Exercises

.

om

Config

Checklists

200-301

Study
Planner

Volume 2

WENDELL ODOM,
ciscopress.com CCIE® NO. 1624 EMERITUS

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com




Contents

. Cover Page

. About This eBook

. Title Page

. Copyright Page

. About the Author

. About the Contributing Author
. About the Technical Reviewer
. Acknowledgments

© O3 U A W N =

. Contents at a Glance

. Reader Services

. Icons Used in This Book

. Command Syntax Conventions
. Contents

. Introduction

e =
A ® N RO

1. About Cisco Certifications and CCNA

2. Book Features

3. Book Organization, Chapters, and Appendixes
4. About Building Hands-On Skills

5. For More Information

15. Figure Credits
16. Part I: IP Access Control Lists

1. Chapter 1. Introduction to TCP/IP Transport and
Applications

1. “Do I Know This Already?” Quiz

2. Foundation Topics

3. TCP/IP Layer 4 Protocols: TCP and UDP
4. TCP/IP Applications

5. Chapter Review

2, Chapter 2. Basic IPv4 Access Control Lists

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com


file:///tmp/calibre_4.3.0_tmp_EFmwkj/KUhePy_pdf_out/OEBPS/Images/cover.xhtml#cover

1. “Do I Know This Already?” Quiz
2. Foundation Topics

3. IPv4 Access Control List Basics

4. Standard Numbered IPv4 ACLs

5. Practice Applying Standard IP ACLs
6. Chapter Review

3. Chapter 3. Advanced IPv4 Access Control Lists

1. “Do I Know This Already?” Quiz

2. Foundation Topics

3. Extended Numbered IP Access Control Lists
4. Named ACLs and ACL Editing

5. Chapter Review

4. Part 1. Review
17. Part I1: Security Services
1. Chapter 4. Security Architectures

1. “Do I Know This Already?” Quiz

2. Foundation Topics

3. Security Terminology

4. Common Security Threats

5. Controlling and Monitoring User Access

6. Developing a Security Program to Educate Users
7. Chapter Review

2. Chapter 5. Securing Network Devices

1. “Do I Know This Already?” Quiz

2. Foundation Topics

3. Securing 10S Passwords

4. Firewalls and Intrusion Prevention Systems
5. Chapter Review

3. Chapter 6. Implementing Switch Port Security

1. “Do I Know This Already?” Quiz
2. Foundation Topics
3. Port Security Concepts and Configuration

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



4. Port Security Violation Modes
5. Chapter Review

4. Chapter 7. Implementing DHCP

1. “Do I Know This Already?” Quiz

2. Foundation Topics

3. Dynamic Host Configuration Protocol
4. Identifying Host IPv4 Settings

5. Chapter Review

5. Chapter 8. DHCP Snooping and ARP Inspection

1. “Do I Know This Already?” Quiz
2. Foundation Topics

3. DHCP Snooping

4. Dynamic ARP Inspection

5. Chapter Review

6. Part I1. Review
18. Part III: IP Services
1. Chapter 9. Device Management Protocols

1. “Do I Know This Already?” Quiz

2. Foundation Topics

3. System Message Logging (Syslog)

4. Network Time Protocol (NTP)

5. Analyzing Topology Using CDP and LLDP
6. Chapter Review

2. Chapter 10. Network Address Translation

1. “Do I Know This Already?” Quiz

2. Foundation Topics

3. Perspectives on IPv4 Address Scalability
4. Network Address Translation Concepts
5. NAT Configuration and Troubleshooting
6. Chapter Review

3. Chapter 11. Quality of Service (QoS)

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



1. “Do I Know This Already?” Quiz
2. Foundation Topics

3. Introduction to QoS

4. Classification and Marking

5. Queuing

6. Shaping and Policing

7. Congestion Avoidance

8. Chapter Review

4. Chapter 12. Miscellaneous IP Services

1. “Do I Know This Already?” Quiz

2. Foundation Topics

3. First Hop Redundancy Protocol

4. Simple Network Management Protocol
5. FTP and TFTP

6. Chapter Review

5. Part IT1. Review
19. Part IV: Network Architecture
1. Chapter 13. LAN Architecture

1. “Do I Know This Already?” Quiz

2. Foundation Topics

3. Analyzing Campus LAN Topologies
4. Small Office/Home Office

5. Power over Ethernet (PoE)

6. Chapter Review

2. Chapter 14. WAN Architecture

1. “Do I Know This Already?” Quiz

2. Foundation Topics

3. Metro Ethernet

4. Multiprotocol Label Switching (MPLS)
5. Internet VPNs

6. Chapter Review

3. Chapter 15. Cloud Architecture

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



1. “Do I Know This Already?” Quiz

2. Foundation Topics

3. Server Virtualization

4. Cloud Computing Services

5. WAN Traffic Paths to Reach Cloud Services
6. Chapter Review

4. Part IV. Review
20. Part V: Network Automation

1. Chapter 16. Introduction to Controller-Based
Networking

1. “Do I Know This Already?” Quiz

2. Foundation Topics

3. SDN and Controller-Based Networks

4. Examples of Network Programmability and SDN

5. Comparing Traditional Versus Controller-Based
Networks

6. Chapter Review

2. Chapter 17. Cisco Software-Defined Access (SDA)

1. “Do I Know This Already?” Quiz

2. Foundation Topics

3. SDA Fabric, Underlay, and Overlay

4. DNA Center and SDA Operation

5. DNA Center as a Network Management Platform
6. Chapter Review

3. Chapter 18. Understanding REST and JSON

1. “Do I Know This Already?” Quiz
2. Foundation Topics

3. REST-Based APIs

4. Data Serialization and JSON

5. Chapter Review

4. Chapter 19. Understanding Ansible, Puppet, and Chef

1. “Do I Know This Already?” Quiz

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



2. Foundation Topics

3. Device Configuration Challenges and Solutions
4. Ansible, Puppet, and Chef Basics

5. Chapter Review

5. Part V. Review
21. Part VI: Final Review
1. Chapter 20. Final Review

1. Advice About the Exam Event
2. Exam Review

22, Part VII: Appendixes

1. Appendix A. Numeric Reference Tables
2. Appendix B. CCNA 200-301, Volume 2 Exam Updates

1. Always Get the Latest at the Book’s Product Page
2, Technical Content

3. Appendix C. Answers to the “Do I Know This Already?”
Quizzes

. Chapter 1
. Chapter 2
. Chapter 3
. Chapter 4
. Chapter 5
. Chapter 6
. Chapter 7
. Chapter 8
. Chapter 9
. Chapter 10
. Chapter 11
. Chapter 12
. Chapter 13
. Chapter 14
. Chapter 15
. Chapter 16
. Chapter 17

O g U b W N R

= s =
aoaas e 0 B0

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



18. Chapter 18
19. Chapter 19

23. Glossary
24. Index
25. Online Appendixes

1. Appendix D. Topics from Previous Editions

. Cisco Device Hardening

. Implementing DHCP

. Troubleshooting with IPv4 ACLs

. Implementing HSRP

. Gateway Load Balancing Protocol (GLBP)

. Implementing Simple Network Management
Protocol

7. Analyzing LAN Physical Standard Choices

8. Metro Ethernet

9. MPLS VPNs

S A W N =

2. Appendix E. Practice for Chapter 2: Basic IPv4 Access
Control Lists

1. Practice Problems
2. Answers to Earlier Practice Problems

3. Appendix F. Previous Edition ICND1 Chapter 35:
Managing I0S Files

1. Managing Cisco I0S Images and Upgrades
2. Password Recovery

3. Managing Configuration Files

4. Command References

4. Appendix G. Exam Topics Cross-Reference

1. CCNA 200-301 Exam Topic Order
2. Book Chapters, with Exam Topics Covered in Each

5. Appendix H. Study Planner

26. Where are the companion content files? - Login

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



27. Where are the companion content files? - Register
28. Inside Front Cover

29. Inside Back Cover

30. Code Snippets

1.1

2. ii

3. iii

4. 1v

5.V

6.vi

7. vil

8. viii

9.ix
10. X

11. xi
12. xii
13. xiii
14. Xiv
15. XV
16. xvi
17. xvii
18. xviii
19. xix
20. XX
21. xxi
22, xxii
23. xxiii
24. xXxiv
25. XXV
26. xxvi
27, Xxvii
28. xxviii
29. Xxix
30. XXX
31. xxxi
32. xxxii
33. xxxiii
34. XXXiv

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com


file:///tmp/calibre_4.3.0_tmp_EFmwkj/KUhePy_pdf_out/OEBPS/Images/ch02_images.xhtml#ch02_images

35. XXXV
36. xxxvi
37. Xxxvil
38. xxxviii
39. XXXix
40.x1

41. xli

42. xlii

43. xliii
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72,
73

HoA
=&

© 0l oG kA WN

S S S S G G O TSR
SN EBENREBRNREBEIaGaR&ER RS

N
=}

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



74. 30
75- 31
76. 32
77- 33
78. 34
79. 35
80. 36
81. 37
82. 38
83.39
84.40
85. 41
86. 42
87.43
88. 44
89. 45
90. 46
91.47
92.48
93-49
94.50
95. 51
96. 52
97.53
98. 54
99. 55
100. 56
101. 57
102. 58
103. 59
104. 60
105. 61
106. 62
107. 63
108. 64
109. 65
110. 66
111. 67
112. 68

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



113. 69
114. 70
115. 71
116. 72
117. 73
118. 74
119. 75
120. 76
121. 77
122. 78
123. 79
124. 80
125. 81
126. 82
127. 83
128. 84
129. 85
130. 86
131. 87
132. 88
133. 89
134.90
135. 91
136. 92
137.93
138. 94
139. 95
140. 96
141. 97
142.98
143. 99
144. 100
145. 101
146. 102
147.103
148. 104
149. 105
150. 106
151. 107

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



152. 108
153. 109
154. 110
155. 111
156. 112
157. 113
158. 114
159. 115
160. 116
161. 117
162. 118
163. 119
164. 120
165. 121
166. 122
167. 123
168. 124
169. 125
170. 126
171. 127
172. 128
173. 129
174.130
175. 131
176. 132
177.133
178. 134
179. 135
180. 136
181. 137
182. 138
183. 139
184. 140
185. 141
186. 142
187. 143
188. 144
189. 145
190. 146

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



191. 147
192. 148
193. 149
194. 150
195. 151
196. 152
197.153
198. 154
199. 155

200. 156
201. 157
202. 158
203. 159
204. 160
205. 161
206. 162
207.163
208. 164
209. 165
210. 166
211. 167
212. 168
213. 169
214. 171
215. 171
216. 172
217. 173
218. 174
219. 175
220. 176
221. 177
222, 178
223. 179
224. 180
225. 181
226. 182
227,183
228. 184
229. 185

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com


https://calibre-pdf-anchor.a/#a1001

230. 186
231. 187
232, 188
233. 189
234.190
235. 191
236.192
237.193
238. 194
239.195
240. 196
241. 197
242.198
243.199
244. 200
245. 201
246. 202
247.203
248. 204
249. 205
250. 206
251. 207
252. 208
253. 209
254. 210
255. 211
256. 212
257. 213
258. 214
259. 215
260. 216
261. 217
262. 218
263. 219
264. 220
265. 221
266. 222
267. 223
268. 224

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



269. 225
270. 226
271, 227
272, 228
273. 229
274. 230
275. 231
276. 232
277. 233
278. 234
279. 235
280. 236
281. 237
282. 238
283. 239
284. 240
285. 241
286. 242
287. 243
288. 244
289. 245
290. 246
201. 247
202. 248
293. 249
294. 250
295. 251
206. 252
297. 253
298. 254
299. 255
300. 256
301. 257
302. 258
303. 259
304. 260
305. 261
306. 262
307. 263

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



308. 264
309. 265
310. 266
311. 267
312. 268
313. 269
314. 270
315. 271
316. 272
317. 273
318. 274
319. 275
320. 276
321. 277
322, 278
323. 279
324. 280
325. 281
326. 282
327. 283
328. 284
329. 285
330. 286
331. 287
332. 288
333. 289
334- 290
335- 291
336. 292
337-293
338. 294
339. 295
340. 206
341. 297
342. 298
343- 299
344. 300
345- 301
346. 302

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



347- 303
348. 304
349. 305
350. 306
351. 307
352. 308
353. 309
354. 310
355. 311
356. 312
357. 313
358. 314
359. 315
360. 316
361. 317
362. 318
363. 319
364. 320
365. 321
366. 322
367. 323
368. 324
369. 325
370. 326
371. 327
372. 328
373- 329
374- 330
375- 331
376. 332
377- 333
378.334
379- 335
380. 336
381. 337
382. 338
383. 339
384. 340
385. 341

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



386. 342
387.343
388.344
389.345
390. 346
391. 347
392. 348
393- 349
394. 350
395- 351
396. 352
397. 353
398. 354
399. 355
400. 356
401. 357
402. 358
403. 359
404. 360
405. 361
406. 362
407. 363
408. 364
409. 365
410. 366
411. 367
412. 368
413. 369
414. 370
415. 371
416. 372
417. 373
418. 374
419. 375
420. 376
421. 377
422. 378
423. 379
424. 380

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



425. 381
426. 382
427. 383
428. 384
429. 385
430. 386
431. 387
432. 388
433. 389
434- 390
435- 391
436. 392
437- 393
438. 394
439- 395
440. 396
441. 397
442.398
443- 399
444. 400
445. 401
446. 402
447-403
448. 404
449. 405
450. 406
451. 407
452. 408
453- 409
454- 410
455- 411
456. 412
457- 413
458. 414
459- 415
460. 416
461. 417
462. 418
463. 419

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



464. 420
465. 421
466. 422
467. 423
468. 424
469. 425
470. 426
471. 427
472. 428
473429
474- 430
475-431
476. 432
477- 433
478. 434
479-435
480. 436
481. 437
482. 438
483.439
484. 440
485. 441
486. 442
487. 443
488. 444
489. 445
490. 446
491. 447
492. 448
493- 449
494. 450
495-451
496. 452
497- 453
498. 454
499. 455
500. 456
501. 457
502. 458

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



503. 459
504. 460
505. 461
506. 462
507. 463
508. 464
509. 465
510. 466
511. 467
512. 468
513. 469
514. 470
515.471
516. 472
517. 473
518. 474
519. 475
520. 476
521.477
522. 478
523. 479
524.480
525. 481
526. 482
527.483
528. 484
529. 485
530. 486
531. 487
532. 488
533- 489
534- 490
535- 491
536. 492
537-493
538. 494
539-495
540.496
541. 497

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



542.498
543- 499
544. 500
545. 501
546. 502
547.503
548.504
549. 505
550. 506
551. 507
552. 508
553. 509
554. 510
555. 511
556. 512
557. 513
558. 514
559. 515
560. 516
561. 517
562. 518
563. 519
564. 520
565. 521
566. 522
567.523
568. 524
569. 525
570. 526
571. 527
572. 528
573. 529
574.530
575.531
576. 532
577- 533
578. 534

579. 535
580. 536

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



581.537
582. 538
583.539
584. 540
585. 541
586. 542
587.543
588.544
589. 545
590. 546
591. 547
592. 548
593- 549
594. 550
595. 551
596. 552
597.553
598. 554
599. 555
600. 556
601. 557
602. 558
603. 559
604. 560
605. 561
606. 562
607.563
608. 564
609. 565
610. 566
611. 567
612. 568
613. 569
614. 570
615. 571
616. 572
617.573
618. 574
619. 575

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



620. 576
621. 577
622. 578
623. 579
624. 580
625.d2
626.d3
627.d4
628. ds
629.d6
630.d7
631.d8
632.d9
633. d1o
634.d11
635. d12

637. d14
638. d15
639. d16
640. d17
641. d18
642.d19
643.d20
644.d21
645. d22
646. d23
647.d24
648. d25
649. d26
650.d27
651. d28
652. d29
653.d30
654.d31
655. d32
656.d33
657.d34
658.d35

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



659.d36
660.d37
661.d38
662.d39
663.d4g0
664.dg41
665.d42
666.d43
667.d44
668. dg5
669.d46
670.d4g7
671.d48
672.d49

680. e5
681. f2
682. f3
683. 14
684. 15
685. f6
686. f7

688. fg
689. f10
690. f11
691. f12
692. f13
693. f14
694. f15
695. f16
696. f17
697. f18

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com




About This eBook

ePUB is an open, industry-standard format for eBooks.
However, support of ePUB and its many features varies
across reading devices and applications. Use your device
or app settings to customize the presentation to your
liking. Settings that you can customize often include
font, font size, single or double column, landscape or
portrait mode, and figures that you can click or tap to
enlarge. For additional information about the settings
and features on your reading device or app, visit the
device manufacturer’s Web site.

Many titles include programming.code or.configuration
examples. To optimize the presentation-of these
elements, view the eBook in single-column, landscape
mode and adjust the font size to the smallest setting. In
addition to presenting code and configurations in the
reflowable text format, we have included images of the
code that mimic the presentation found in the print
book; therefore, where the reflowable format may
compromise the presentation of the code listing, you
will see a “Click here to view code image” link. Click the
link to view the print-fidelity code image. To return to
the previous page viewed, click the Back button on your
device or app.
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Warning and Disclaimer

This book is designed to provide information about the
Cisco CCNA 200-301 exam. Every effort has been made
to make this book as complete and as accurate as
possible, but no warranty or fitness is implied.

The information is provided on an “as is” basis. The
authors, Cisco Press, and Cisco Systems, Inc. shall have
neither liability nor responsibility to any person or
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entity with respect to any loss or damages arising from
the information contained in this book or from the use
of the discs or programs that may accompany it.

The opinions expressed in this book belong to the
author and are not necessarily those of Cisco Systems,
Inc.

Trademark Acknowledgments

All terms mentioned in this book that are known to be
trademarks or service marks have been appropriately
capitalized. Cisco Press or Cisco Systems, Inc., cannot
attest to the accuracy of this information. Use of a term
in this book should not be regarded as affecting the
validity of any trademark or service mark.

Microsoft and/or its respective suppliers make no
representations about the suitability of the information
contained in the documents and related graphics
published as part of the services for any purpose. All
such documents and related graphics are provided “as
is” without warranty of any kind. Microsoft and/ or its
respective suppliers hereby disclaim all warranties and
conditions with regard to this information, including all
warranties and conditions of merchantability, whether
express, implied or statutory, fitness for a particular
purpose, title and non-infringement. In no event shall
Microsoft and/or its respective suppliers be liable for
any special, indirect or consequential damages or any
damages whatsoever resulting from loss of use, data or
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profits, whether in an action of contract, negligence or
other tortious action, arising out of or in connection
with the use or performance of information available
from the services.

The documents and related graphics contained herein
could include technical inaccuracies or typographical
errors. Changes are periodically added to the
information herein. Microsoft and/or its respective
suppliers may make improvements and/or changes in
the product(s) and/or the program(s) described herein
at any time. Partial screenshots may be viewed in full
within the software version specified.

Microsoft® and Windows® are registered trademarks of
the Microsoft Corporation in the U.S.A. and other
countries. Screenshots-and icons reprinted with
permission from the Microsoft Corporation. This book
is not sponsored or endorsed by or affiliated with the
Microsoft Corporation.

Special Sales

For information about buying this title in bulk
quantities, or for special sales opportunities (which may
include electronic versions; custom cover designs; and
content particular to your business, training goals,
marketing focus, or branding interests), please contact
our corporate sales department at
corpsales@pearsoned.com or (800) 382-3410.
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For government sales inquiries, please contact
governmentsales@pearsoned.com.

For questions about sales outside the U.S., please
contact intles@pearson.com.

Feedback Information

At Cisco Press, our goal is to create in-depth technical
books of the highest quality and value. Each book is
crafted with care and precision, undergoing rigorous
development that involves the unique expertise of
members from the professional technical community.

Readers’ feedback is a natural continuation of this
process. If you have any comments regarding how we
could improve the quality of this;book, or-otherwise
alter it to better suit your needs, you can contact us
through email at feedback@ciscopress.com. Please
make sure to include the book title and ISBN in your
message.

We greatly appreciate your assistance.
Editor-in-Chief: Mark Taub

Business Operation Manager, Cisco Press: Ronald
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COMMAND SYNTAX CONVENTIONS

The conventions used to present command syntax in
this book are the same conventions used in the I0S
Command Reference. The Command Reference
describes these conventions as follows:

e Boldface indicates commands and keywords that are entered
literally as shown. In actual configuration examples and output (not
general command syntax), boldface indicates commands that are
manually input by the user (such as a show command).

e [talic indicates arguments for which you supply actual values.

e Vertical bars (|) separate alternative, mutually exclusive elements.
e Square brackets ([ ]) indicate an optional element.

e Braces ({ }) indicate a required choice.

* Braces within brackets ([{ }]) indicate a required choice within an
optional element.
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Introduction

ABOUT CISCO CERTIFICATIONS
AND CCNA

Congratulations! If you're reading far enough to look at
this book’s Introduction, you’ve probably already
decided to go for your Cisco certification, and the CCNA
certification is the one place to begin that journey. If
you want to succeed as a technical person in the
networking industry at all, you need to know Cisco.
Cisco has a ridiculously high market share in the router
and switch marketplace, with more than 80 percent
market share in some markets. In many geographies
and markets around the world, networking equals Cisco.
If you want to be taken seriously as a network engineer,
Cisco certification makes perfect sense.

Note

This book discusses part of the content Cisco
includes in the CCNA 200-301 exam, with the CCNA
200-301 Official Cert Guide, Volume 1, covering the
rest. You will need both the Volume 1 and Volume 2
books to have all the content necessary for the
exam.
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The first few pages of this Introduction explain the core
features of the Cisco Career Certification program, of
which the Cisco Certified Network Associate (CCNA)
serves as the foundation for all the other certifications
in the program. This section begins with a comparison
of the old to the new certifications due to some huge
program changes in 2019. It then gives the key features
of CCNA, how to get it, and what’s on the exam.

The Big Changes to Cisco Certifications in
2019

Cisco announced sweeping changes to its career
certification program around mid-year 2019. Because so
many of you will have read and heard about the old
versions of the CCNA:eertification, this Introduction
begins with a few comparisons between the old and new
CCNA as well as some of the other Cisco career
certifications.

First, consider the Cisco career certifications before
2019, as shown in Figure I-1. At that time, Cisco offered
10 separate CCNA certifications in different technology
tracks. Cisco also had eight Professional-level (CCNP, or
Cisco Certified Network Professional) certifications.
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Figure I-1 Old Cisco Certification Silo Concepts

Why so many? Cisco began-with one track—Routing and
Switching—back in 1998. Over time, Cisco identified
more and more technology areas that had grown to have
enough content to justify another set of CCNA and
CCNP certifications on those topics, so Cisco added
more tracks. Many of those also grew to support expert-
level topics with CCIE (Cisco Certified Internetwork
Expert).

In 2019, Cisco consolidated the tracks and moved the
topics around quite a bit, as shown in Figure I-2.
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Figure I-2 New Cisco Certification Tracks and
Structure

All the tracks now begin with the content in the one
remaining CCNA certification. For CCNP, you now have
a choice of five technology areas for your next steps, as
shown in Figure I-2. (Note that Cisco replaced “Routing
and Switching” with “Enterprise.”)

Cisco made the following changes with the 2019
announcements:

CCENT: Retired the only entry-level certification
(CCENT, or Cisco Certified Entry Network
Technician), with no replacement.

CCNA: Retired all the CCNA certifications except
what was then known as “CCNA Routing and
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Switching,” which became simply “CCNA.”

CCNP: Consolidated the professional-level (CCNP)
certifications to five tracks, including merging CCNP
Routing and Switching and CCNP Wireless into CCNP
Enterprise.

CCIE: Achieved better alignment with CCNP tracks
through the consolidations.

Cisco needed to move many of the individual exam
topics from one exam to another because of the number
of changes. For instance, Cisco announced the
retirement of all the associate certifications—nine CCNA
certifications plus the CCDA (Design Associate)
certification—but those technologies didn’t disappear!
Cisco just moved the topics around to different exams in
different certifications. (Note that Cisco later announced
that CCNA Cyber Ops would remain, and not be retired,
with details to be announced.)

Consider wireless LANs as an example. The 2019
announcements retired both CCNA Wireless and CCNP
Wireless as certifications. Some of the old CCNA
Wireless topics landed in the new CCNA, whereas others
landed in the two CCNP Enterprise exams about
wireless LANS.

For those of you who want to learn more about the
transition, check out my blog
(https://blog.certskills.com) and look for posts in the

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com


https://blog.certskills.com/

News category from around June 2019. Now on to the
details about CCNA as it exists starting in 2019!

How to Get Your CCNA Certification

As you saw in Figure I-2, all career certification paths
now begin with CCNA. So how do you get it? Today, you
have one and only one option to achieve CCNA
certification:

Take and pass one exam: the Cisco 200-301 CCNA
exam.

To take the 200-301 exam, or any Cisco exam, you will
use the services of Pearson VUE (vue.com). The process
works something like this:
1. Establish a login at https://home.pearsonvue.com/ (or use your
existing login).

2. Register for, schedule a time and place, and pay for the Cisco 200-301
exam, all from the VUE website.

3. Take the exam at the VUE testing center.

4. You will receive a notice of your score, and whether you passed, before
you leave the testing center.

Types of Questions on the CCNA 200-301
Exam

The Cisco CCNA and CCNP exams all follow the same
general format, with these types of questions:

e Multiple-choice, single-answer

e Multiple-choice, multiple-answer

e Testlet (one scenario with multiple multiple-choice questions)
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e Drag-and-drop
e Simulated lab (sim)

e Simlet

Although the first four types of questions in the list
should be somewhat familiar to you from other tests in
school, the last two are more common to IT tests and
Cisco exams in particular. Both use a network simulator
to ask questions so that you control and use simulated
Cisco devices. In particular:

Sim questions: You see a network topology and lab
scenario, and can access the devices. Your job is to fix
a problem with the configuration.

Simlet questions: This style combines sim and
testlet question formats: As with a sim question, you
see a network topology and lab scenario; and can
access the devices. However, as with a testlet, you
also see multiple multiple-choice questions. Instead
of changing or fixing the configuration, you answer
questions about the current state of the network.

These two question styles with the simulator give Cisco
the ability to test your configuration skills with sim
questions, and your verification and troubleshooting
skills with simlet questions.

Before taking the test, learn the exam user interface by
watching some videos Cisco provides about the
interface. To find the videos, just go to www.cisco.com
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and search for “Cisco Certification Exam Tutorial
Videos.”

CCNA 200-301 Exam Content, Per Cisco

Ever since I was in grade school, whenever a teacher
announced that we were having a test soon, someone
would always ask, “What’s on the test?” We all want to
know, and we all want to study what matters and avoid
studying what doesn’t matter.

Cisco tells the world the topics on each of its exams.
Cisco wants the public to know the variety of topics and
get an idea about the kinds of knowledge and skills
required for each topic for every Cisco certification
exam. To find the details, go to
www.cisco.com/go/certifications, look for the CCNA
page, and navigate until you see the exam topics.

This book also lists those same exam topics in several
places. From one perspective, every chapter sets about
to explain a small set of exam topics, so each chapter
begins with the list of exam topics covered in that
chapter. However, you might want to also see the exam
topics in one place, so Appendix G, “Exam Topics Cross-
Reference,” lists all the exam topics. You may want to
download Appendix G in PDF form and keep it handy.
The appendix lists the exam topics with two different
cross-references:

e A list of exam topics and the chapter(s) that covers each topic

¢ A list of chapters and the exam topics covered in each chapter
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Exam Topic Verbs and Depth

Reading and understanding the exam topics, especially
deciding the depth of skills required for each exam topic,
require some thought. Each exam topic mentions the
name of some technology, but it also lists a verb that
implies the depth to which you must master the topic.
The primary exam topics each list one or more verbs
that describe the skill level required. For example,
consider the following exam topic:

Configure and verify IPv4 addressing and
subnetting

Note that this one exam topic has two verbs (configure
and verify). Per this exam topic, you should be able to
not only configure IPv4 addresses and subnets, but you
also should understand them well enough to verify that
the configuration works. In contrast, the following exam
topic asks you to describe a technology but does not ask
you to configure it:

Describe the purpose of first hop redundancy
protocol

The describe verb tells you to be ready to describe
whatever a “first hop redundancy protocol” is. That
exam topic also implies that you do not then need to be
ready to configure or verify any first hop redundancy
protocols (HSRP, VRRP, and GLBP).

Finally, note that the configure and verify exam topics
imply that you should be able to describe and explain
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and otherwise master the concepts so that you
understand what you have configured. The earlier
“Configure and verify IPv4 addressing and subnetting”
does not mean that you should know how to type
commands but have no clue as to what you configured.
You must first master the conceptual exam topic verbs.
The progression runs something like this:

Describe, Identify, Explain, Compare/Contrast,
Configure, Verify, Troubleshoot

For instance, an exam topic that lists “compare and
contrast” means that you should be able to describe,
identify, and explain the technology. Also, an exam topic
with “configure and verify” tells you to also be ready to
describe, explain, and compare/contrast.

The Context Surrounding the Exam Topics

Take a moment to navigate to
www.cisco.com/go/certifications and find the list of
exam topics for the CCNA 200-301 exam. Did your eyes
go straight to the list of exam topics? Or did you take the
time to read the paragraphs above the exam topics first?

That list of exam topics for the CCNA 200-301 exam
includes a little over 50 primary exam topics and about
50 more secondary exam topics. The primary topics
have those verbs as just discussed, which tell you
something about the depth of skill required. The
secondary topics list only the names of more
technologies to know.
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However, the top of the web page that lists the exam
topics also lists some important information that tells
us some important facts about the exam topics. In
particular, that leading text, found at the beginning of
Cisco exam topic pages of most every exam, tells us
these important points:

e The guidelines may change over time.

* The exam topics are general guidelines about what may be on the
exam.

e The actual exam may include “other related topics.”

Interpreting these three facts in order, I would not
expect to see a change to the published list of exam
topics for the exam. I've been writing the Cisco Press
CCNA Cert Guides since Cisco announced CCNA back in
1998, and I've never seen Cisco change the official exam
topics in the middle of an exam—not even to fix typos.
But the introductory words say that they might change
the exam topics, so it’s worth checking.

As for the second item in the preceding list, even before
you know what the acronyms mean, you can see that the
exam topics give you a general but not detailed idea
about each topic. The exam topics do not attempt to
clarify every nook and cranny or to list every command
and parameter; however, this book serves as a great tool
in that it acts as a much more detailed interpretation of
the exam topics. We examine every exam topic, and if
we think a concept or command is possibly within an
exam topic, we put it into the book. So, the exam topics

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



give us general guidance, and these books give us much
more detailed guidance.

The third item in the list uses literal wording that runs
something like this: “However, other related topics may
also appear on any specific delivery of the exam.” That
one statement can be a bit jarring to test takers, but
what does it really mean? Unpacking the statement, it
says that such questions may appear on any one exam
but may not; in other words, they don’t set about to ask
every test taker some questions that include concepts
not mentioned in the exam topics. Second, the phrase
“...other related topics...” emphasizes that any such
questions would be related to some exam topic, rather
than being far afield—a fact that helps us in how we
respond to this particular program policy:

For instance, the CCNA 200-301 exam includes
configuring and verifying the OSPF routing protocol, but
it does not mention the EIGRP routing protocol. I
personally would be unsurprised to see an OSPF
question that required a term or fact not specifically
mentioned in the exam topics, but not one that’s some
feature that (in my opinion) ventures far away from the
OSPF features in the exam topics. Also, I would not

expect to see a question about how to configure and
verify EIGRP.

And just as one final side point, note that Cisco does on
occasion ask a test taker some unscored questions, and
those may appear to be in this vein of questions from
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outside topics. When you sit down to take the exam, the
small print mentions that you may see unscored
questions and you won’t know which ones are unscored.
(These questions give Cisco a way to test possible new
questions.) Yet some of these might be ones that fall
into the “other related topics” category but then not
affect your score.

You should prepare a little differently for any Cisco
exam, in comparison to, say, an exam back in school, in
light of Cisco’s “other related questions” policy:

¢ Do not approach an exam topic with an “I'll learn the core concepts
and ignore the edges” approach.

* Instead, approach each exam topic with a “pick up all the points I
can” approach by mastering each exam topic, both in breadth and in
depth.

* Go beyond each exam topic when practicing configuration and
verification by taking a little extra time to look for additional show
commands and configuration options, and make sure you
understand as much of the show command output that you can.

By mastering the known topics, and looking for places to
go a little deeper, you will hopefully pick up the most
points you can from questions about the exam topics.
Then the extra practice you do with commands may
happen to help you learn beyond the exam topics in a
way that can help you pick up other points as well.

CCNA 200-301 Exam Content, Per This Book

When we created the Official Cert Guide content for the
CCNA 200-301 exam, we considered a few options for
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how to package the content, and we landed on releasing
a two-book set. Figure I-3 shows the setup of the
content, with roughly 60 percent of the content in
Volume 1 and the rest in Volume 2.

Fundamentals

cremeiLte | Moz

IPve quting [ESSenvices

Wireless LAQNE Automation
Architecture

Vol. 1 - 60% Vol. 2 - 40%

Figure I-3 Two Books for CCNA 200-301

The two books together cover all the exam topics in the
CCNA 200-301 exam. Each chapter in each book
develops the concepts and commands related to an
exam topic, with clear and detailed explanations,
frequent figures, and many examples that build your
understanding of how Cisco networks work.

As for choosing what content to put into the books, note
that we begin and finish with Cisco’s exam topics, but
with an eye toward predicting as many of the “other
related topics” as we can. We start with the list of exam
topics and apply a fair amount of experience, discussion,
and other secret sauce to come up with an interpretation
of what specific concepts and commands are worthy of
being in the books or not. At the end of the writing
process, the books should cover all the published exam
topics, with additional depth and breadth that I choose

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



based on the analysis of the exam. As we have done
from the very first edition of the CCNA Official Cert
Guide, we intend to cover each and every topic in depth.
But as you would expect, we cannot predict every single
fact on the exam given the nature of the exam policies,
but we do our best to cover all known topics.

BOOK FEATURES

This book includes many study features beyond the core
explanations and examples in each chapter. This section
acts as a reference to the various features in the book.

Chapter Features and How to Use Each
Chapter

Each chapter of this book is-a'self-contained short
course about one small topic area, organized for reading
and study, as follows:

“Do I Know This Already?” quizzes: Each
chapter begins with a pre-chapter quiz.

Foundation Topics: This is the heading for the
core content section of the chapter.

Chapter Review: This section includes a list of
study tasks useful to help you remember concepts,
connect ideas, and practice skills-based content in the
chapter.

Figure I-4 shows how each chapter uses these three key
elements. You start with the DIKTA quiz. You can use
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the score to determine whether you already know a lot,
or not so much, and determine how to approach reading
the Foundation Topics (that is, the technology content
in the chapter). When finished, use the Chapter Review
tasks to start working on mastering your memory of the
facts and skills with configuration, verification, and

troubleshooting.
DIKTA Quiz Foundation Topics Chapter Review
High Score : iom Tani :
TkeQuz | »| (Skim) Foundatpn Top|lcs _________ > 1) In Chaptrer, or.. |
P (Read) Foundation Topics 2) Companion Website

Figure I-4 Three Primary Tasks for a First Pass
Through Each Chapter

In addition to these three main chapterdfeatures, each
“Chapter Review” section uses a variety of other book
features, including the following:

* Review Key Topics: Inside the “Foundation Topics” section, the
Key Topic icon appears next to the most important items, for the
purpose of later review and mastery. While all content matters, some
is, of course, more important to learn, or needs more review to
master, so these items are noted as key topics. The Chapter Review
lists the key topics in a table. Scan the chapter for these items to
review them. Or review the key topics interactively using the
companion website.

* Complete Tables from Memory: Instead of just rereading an
important table of information, you will find some tables have been
turned into memory tables, an interactive exercise found on the
companion website. Memory tables repeat the table but with parts of
the table removed. You can then fill in the table to exercise your
memory and click to check your work.

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



* Key Terms You Should Know: You do not need to be able to
write a formal definition of all terms from scratch; however, you do
need to understand each term well enough to understand exam
questions and answers. The Chapter Review lists the key terminology
from the chapter. Make sure you have a good understanding of each
term and use the Glossary to cross-check your own mental
definitions. You can also review key terms with the “Key Terms
Flashcards” app on the companion website.

e Labs: Many exam topics use verbs such as configure and verify; all
these refer to skills you should practice at the user interface (CLI) of
a router or switch. The Chapter and Part Reviews refer you to these
other tools. The upcoming section titled “About Building Hands-On
Skills” discusses your options.

e Command References: Some book chapters cover a large
number of router and switch commands. The Chapter Review
includes reference tables for the commands used in that chapter,
along with an explanation. Use these tables for reference, but also
use them for study. Just cover one column of the table and see how
much you can remember and complete mentally.

e Review DIKTA Questions: Although you have already seen the
DIKTA questions from the chapters, re-answering those questions
can prove a useful way to review facts. The Part Review suggests that
you repeat the DIKTA questions but using the Pearson Test Prep
(PTP) exam.

Part Features and How to Use the Part Review

The book organizes the chapters into parts for the
purpose of helping you study for the exam. Each part
groups a small number of related chapters together.
Then the study process (described just before Chapter 1)
suggests that you pause after each part to do a review of
all chapters in the part. Figure I-5 lists the titles of the
eight parts and the chapters in those parts (by chapter
number) for this book.
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Network Automation (16-19)

Network Architecture (13-15)

IP Services (9-12)

O @ B ©

IP Access @ Security
Control Lists (1-3) Services (4-8)

Figure I-5 The Book Parts (by Title), and Chapter
Numbers in Each Part

The Part Review that ends each part acts as a tool to
help you with spaced review sessions. Spaced reviews—
that is, reviewing content several times over the course
of your study—help improve retention. The Part Review
activities include many of the same kinds of activities
seen in the Chapter Review. Avoid skipping the Part
Review, and take the time to do the review; it will help
you in the long run.

The Companion Website for Online Content
Review

We created an electronic version of every Chapter and
Part Review task that could be improved though an
interactive version of the tool. For instance, you can
take a “Do I Know This Already?” quiz by reading the
pages of the book, but you can also use our testing
software. As another example, when you want to review
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the key topics from a chapter, you can find all those in
electronic form as well.

All the electronic review elements, as well as other
electronic components of the book, exist on this book’s
companion website. The companion website gives you a
big advantage: you can do most of your Chapter and Part
Review work from anywhere using the interactive tools
on the site. The advantages include
e Easier to use: Instead of having to print out copies of the
appendixes and do the work on paper, you can use these new apps,

which provide you with an easy-to-use, interactive experience that
you can easily run over and over.

¢ Convenient: When you have a spare 5—10 minutes, go to the
book’s website and review content from one of your recently finished
chapters.

¢ Untethered from the book: You can access your review activities
from anywhere— no need to have the book with you.

* Good for tactile learners: Sometimes looking at a static page
after reading a chapter lets your mind wander. Tactile learners
might do better by at least typing answers into an app, or clicking
inside an app to navigate, to help keep you focused on the activity.

The interactive Chapter Review elements should
improve your chances of passing as well. Our in-depth
reader surveys over the years show that those who do
the Chapter and Part Reviews learn more. Those who
use the interactive versions of the review elements also
tend to do more of the Chapter and Part Review work.
So take advantage of the tools and maybe you will be
more successful as well. Table I-1 summarizes these
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interactive applications and the traditional book
features that cover the same content.

Table I-1 Book Features with Both Traditional and
App Options

Feature  Traditional App
Key Table with list; flip pages to find Key Topics
Topic Table app

Config Just one of many types of key topics Config

Checklist Checklist
app
Key Listed in each “Chapter Review” Glossary
Terms section, with the Glossary in the back Flash
of the book Cards app

The companion website also includes links to download,
navigate, or stream for these types of content:

e Pearson Sim Lite Desktop App
e Pearson Test Prep (PTP) Desktop App
e Pearson Test Prep (PTP) Web App

e Videos as mentioned in book chapters

How to Access the Companion Website

To access the companion website, which gives you
access to the electronic content with this book, start by
establishing a login at www.ciscopress.com and register
your book. To do so, simply go to
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www.ciscopress.com/register and enter the ISBN of the
print book: 9781587147135. After you have registered
your book, go to your account page and click the
Registered Products tab. From there, click the
Access Bonus Content link to get access to the book’s
companion website.

Note that if you buy the Premium Edition eBook and
Practice Test version of this book from Cisco Press, your
book will automatically be registered on your account
page. Simply go to your account page, click the
Registered Products tab, and select Access Bonus
Content to access the book’s companion website.

How to Access the Pearson Test Prep (PTP)
App

You have two options for installing and using the
Pearson Test Prep application: a web app and a desktop

app.
To use the Pearson Test Prep application, start by
finding the registration code that comes with the book.
You can find the code in these ways:

e Print book: Look in the cardboard sleeve in the back of the book
for a piece of paper with your book’s unique PTP code.

¢ Premium Edition: If you purchase the Premium Edition eBook
and Practice Test directly from the Cisco Press website, the code will
be populated on your account page after purchase. Just log in at
www.ciscopress.com, click account to see details of your account,
and click the digital purchases tab.
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e Amazon Kindle: For those who purchase a Kindle edition from
Amazon, the access code will be supplied directly from Amazon.

e Other bookseller e-books: Note that if you purchase an e-book
version from any other source, the practice test is not included
because other vendors to date have not chosen to vend the required
unique access code.

Note

Do not lose the activation code because it is the only

means with which you can access the QA content
with the book.

Once you have the access code, to find instructions
about both the PTP web app-and the desktop app, follow
these steps:

Step 1. Open this book’s companion website, as was
shown earlier in this Introduction under the

heading “How to Access the Companion
Website.”

Step 2. Click the Practice Exams button.

Step 3. Follow the instructions listed there both for
installing the desktop app and for using the
web app.

Note that if you want to use the web app only at this
point, just navigate to www.pearsontestprep.com,
establish a free login if you do not already have one, and
register this book’s practice tests using the registration
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code you just found. The process should take only a
couple of minutes.

Note

Amazon e-book (Kindle) customers: It is easy to
miss Amazon’s email that lists your PTP access code.
Soon after you purchase the Kindle e-book, Amazon
should send an email. However, the email uses very
generic text and makes no specific mention of PTP
or practice exams. To find your code, read every
email from Amazon after you purchase the book.
Also, do the usual checks (such as checking your
spam folder) for ensuring your email arrives.

Note

Other e-book customers: As of the time of
publication, only the publisher and Amazon supply
PTP access codes when you purchase their e-book
editions of this book.

Feature Reference

The following list provides an easy reference to get the
basic idea behind each book feature:
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* Practice exam: The book gives you the rights to the Pearson Test
Prep (PTP) testing software, available as a web app and desktop
app.- Use the access code on a piece of cardboard in the sleeve in the
back of the book, and use the companion website to download the
desktop app or navigate to the web app (or just go to
www.pearsontestprep.com).

* E-book: Pearson offers an e-book version of this book that includes
extra practice tests. If interested, look for the special offer on a
coupon card inserted in the sleeve in the back of the book. This offer
enables you to purchase the CCNA 200-301 Official Cert Guide,
Volume 2, Premium Edition eBook and Practice Test at a 70 percent
discount off the list price. The product includes three versions of the
e-book: PDF (for reading on your computer), EPUB (for reading on
your tablet, mobile device, or Nook or other e-reader), and Mobi (the
native Kindle version). It also includes additional practice test
questions and enhanced practice test features.

* Mentoring videos: The companion website also includes a
number of videos about other topics as mentioned in individual
chapters.

e CCNA 200-301 Network Simulator Lite: This lite version of the
best-selling CCNA Network Simulator from Pearson provides you
with a means, right now, to experience the Cisco command-line
interface (CLI). No need to go buy real gear or buy a full simulator
to start learning the CLI. Just install it from the companion website.

e CCNA Simulator: If you are looking for more hands-on practice,
you might want to consider purchasing the CCNA Network
Simulator. You can purchase a copy of this software from Pearson at
http://pearsonitcertification.com/networksimulator or other retail
outlets. To help you with your studies, Pearson has created a
mapping guide that maps each of the labs in the simulator to the
specific sections in each volume of the CCNA Cert Guide. You can
get this mapping guide free on the Extras tab on the book product
page: www.ciscopress.com/title/9781587147135.

e PearsonlTCertification.com: The website
www.pearsonitcertification.com is a great resource for all things IT-
certification related. Check out the great CCNA articles, videos,
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blogs, and other certification preparation tools from the industry’s
best authors and trainers.

e Author’s website and blogs: The author maintains a website
that hosts tools and links useful when studying for CCNA. In
particular, the site has a large number of free lab exercises about
CCNA content, additional sample questions, and other exercises.
Additionally, the site indexes all content so you can study based on
the book chapters and parts. To find it, navigate to
https://blog.certskills.com.

BOOK ORGANIZATION,
CHAPTERS, AND APPENDIXES

The CCNA 200-301 Official Cert Guide, Volume 1,
contains 29 chapters, while this book has 19 core
chapters. Each chapter covers a subset of the topics on
the CCNA exam. The book organizes its chapters into
parts of three to five ehapters as follows:

e PartI: IP Access Control Lists

¢ Chapter 1, “Introduction to TCP/IP Transport and
Applications,” completes most of the detailed discussion of
the upper two layers of the TCP/IP model (transport and
application), focusing on TCP and applications.

* Chapter 2, “Basic IPv4 Access Control Lists,”
examines how standard IP ACLs can filter packets based on
the source IP address so that a router will not forward the
packet.

e Chapter 3, “Advanced IPv4 Access Control Lists,”
examines both named and numbered ACLs, and both
standard and extended IP ACLs.

e PartII: Security Services

* Chapter 4, “Security Architectures,” discusses a wide
range of fundamental concepts in network security.
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* Chapter 5, “Securing Network Devices,” shows how to
use the router and switch CLI and introduces the concepts
behind firewalls and intrusion prevention systems (IPSs).

* Chapter 6, “Implementing Switch Port Security,”
explains the concepts as well as how to configure and verify
switch port security, a switch feature that does basic MAC-
based monitoring of the devices that send data into a switch.

* Chapter 7, “Implementing DHCP,” discusses how hosts
can be configured with their IPv4 settings and how they can
learn those settings with DHCP.

* Chapter 8, “DHCP Snooping and ARP Inspection,”
shows how to implement two related switch security features,
with one focusing on reacting to suspicious DHCP messages
and the other reacting to suspicious ARP messages.

e PartIII: IP Services

* Chapter 9, “Device Management Protocols,” discusses
the concepts and configu-ration of some common network
management tools: syslog, NTP, CDP, and LLDP.

* Chapter 10, “Network Address Translation,” works
through the complete concept, configuration, verification,
and troubleshooting sequence for the router NAT feature,
including how it helps conserve public IPv4 addresses.

¢ Chapter 11, “Quality of Service (QoS),” discusses a wide
variety of concepts all related to the broad topic of QoS.

* Chapter 12, “Miscellaneous IP Services,” discusses
several topics for which the exam requires conceptual
knowledge but no configuration knowledge, including FHRPs
(including HSRP), SNMP, TFTP, and FTP.

e PartIV: Network Architecture

* Chapter 13, “LAN Architecture,” examines various ways
to design Ethernet LANS, discussing the pros and cons, and
explains common design terminology, including Power over
Ethernet (PoE).
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* Chapter 14, “WAN Architecture,” discusses the concepts
behind three WAN alternatives: Metro Ethernet, MPLS VPN,
and Internet VPNs.

* Chapter 15, “Cloud Architecture,” explains the basic
concepts and then generally discusses the impact that cloud
computing has on a typical enterprise network, including the
foundational concepts of server virtualization.

e Part V: Network Automation

* Chapter 16, “Introduction to Controller-Based
Networking,” discusses many concepts and terms related to
how Software-Defined Networking (SDN) and network
programmability are impacting typical enterprise networks.

* Chapter 17, “Cisco Software-Defined Access (SDA),”
discusses Cisco’s Software-Defined Networking (SDN)
offering for the enterprise, including the DNA Center
controller.

¢ Chapter 18, “Understanding REST and JSON,”
explains the foundational concepts of REST APIs, data
structures, and how JSON can be useful for exchanging data
using APIs.

* Chapter 19, “Understanding Ansible, Puppet, and
Chef,” discusses the need for configuration management
software and introduces the basics of each of these three
configuration management tools.

e Part VI: Final Review

* Chapter 20, “Final Review,” suggests a plan for final
preparation after you have finished the core parts of the book,
in particular explaining the many study options available in
the book.

e Part VII: Appendixes

* Appendix A, “Numeric Reference Tables,” lists several
tables of numeric information, including a binary-to-decimal
conversion table and a list of powers of 2.

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



* Appendix B, “CCNA 200-301 Volume 2 Exam
Updates,” is a place for the author to add book content
mid-edition. Always check online for the latest PDF version of
this appendix; the appendix lists download instructions.

* Appendix C, “Answers to the ‘Do I Know This
Already?’ Quizzes,” includes the explanations to all the
“Do I Know This Already” quizzes.

* The Glossary contains definitions for many of the terms
used in the book, including the terms listed in the “Key Terms
You Should Know” sections at the conclusion of the chapters.

* Online Appendixes
* Appendix D, “Topics from Previous Editions

* Appendix E, “Practice for Chapter 2: Basic IPv4
Access Control Lists”

* Appendix F, “Previous Edition ICND1 Chapter 35:
Managing I0S Files”

* Appendix G, “Exam Topics Cross-Reference,”
provides some tables to help you find where each exam
objective is covered in the book.

* Appendix H, “Study Planner,” is a spreadsheet with
major study milestones, where you can track your progress
through your study.

ABOUT BUILDING HANDS-ON
SKILLS

You need skills in using Cisco routers and switches,
specifically the Cisco command-line interface (CLI). The
Cisco CLI is a text-based command-and-response user
interface: you type a command, and the device (a router
or switch) displays messages in response. To answer sim
and simlet questions on the exams, you need to know a
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lot of commands, and you need to be able to navigate to
the right place in the CLI to use those commands.

This next section walks through the options of what is
included in the book, with a brief description of lab
options outside the book.

Config Lab Exercises

Some router and switch features require multiple
configuration commands. Part of the skill you need to
learn is to remember which configuration commands
work together, which ones are required, and which ones
are optional. So, the challenge level goes beyond just
picking the right parameters on one command. You have
to choose which commands to use, in which
combination, typically on multiple devices. And getting
good at that kind of task requires practice.

Each Config Lab lists details about a straightforward lab
exercise for which you should create a small set of
configuration commands for a few devices. Each lab
presents a sample lab topology, with some
requirements, and you have to decide what to configure
on each device. The answer then shows a sample
configuration. Your job is to create the configuration
and then check your answer versus the supplied answer.

Config Lab content resides outside the book at the
author’s blog site (https://blog.certskills.com). You can
navigate to the Config Lab in a couple of ways from the
site, or just go directly to
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https://blog.certskills.com/category/hands-on/config-
lab/ to reach a list of all Config Labs. Figure I-6 shows
the logo that you will see with each Config Lab.

Config Lab

Q@

Think. Config.

Figure I-6 Config Lab Logo in the Author’s Blogs

These Config Labs have several benefits, including the
following:

Untethered and responsive: Do them from
anywhere, from any web browser, from-your phone or
tablet, untethered from the book:

Designed for idle moments: Each lab is designed
as a 5- to 10-minute exercise if all you are doing is
typing in a text editor or writing your answer on

paper.

Two outcomes, both good: Practice getting better
and faster with basic configuration, or if you get lost,
you have discovered a topic that you can now go back
and reread to complete your knowledge. Either way,
you are a step closer to being ready for the exam!

Blog format: The format allows easy adds and
changes by me and easy comments by you.
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Self-assessment: As part of final review, you should
be able to do all the Config Labs, without help, and
with confidence.

Note that the blog organizes these Config Lab posts by
book chapter, so you can easily use these at both
Chapter Review and Part Review.

A Quick Start with Pearson Network Simulator
Lite

The decision of how to get hands-on skills can be a little
scary at first. The good news: You have a free and simple
first step to experience the CLI: install and use the
Pearson Network Simulator Lite (or NetSim Lite) that
comes with this book.

This book comes with-alite version of the best-selling
CCNA Network Simulator from Pearson, which provides
you with a means, right now, to experience the Cisco
CLI. No need to go buy real gear or buy a full simulator
to start learning the CLI. Just install it from the
companion website.

The CCNA 200-301 Network Simulator Lite Volume 2
software contains 13 labs covering ACL topics from Part
I in the book. So, make sure to use the NetSim Lite to
learn the basics of the CLI to get a good start.

Of course, one reason that you get access to the NetSim
Lite is that the publisher hopes you will buy the full
product. However, even if you do not use the full
product, you can still learn from the labs that come with
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NetSim Lite while deciding about what options to
pursue.

The Pearson Network Simulator

The Config Labs and the Pearson Network Simulator
Lite both fill specific needs, and they both come with the
book. However, you need more than those two tools.

The single best option for lab work to do along with this
book is the paid version of the Pearson Network
Simulator. This simulator product simulates Cisco
routers and switches so that you can learn for CCNA
certification. But more importantly, it focuses on
learning for the exam by providing a large number of
useful lab exercises. Reader surveys tell us that those
people who use the Simulator along with'the book love
the learning process and rave about how the book and
Simulator work well together.

Of course, you need to make a decision for yourself and
consider all the options. Thankfully, you can get a great
idea of how the full Simulator product works by using
the Pearson Network Simulator Lite product included
with the book. Both have the same base code, same user
interface, and same types of labs. Try the Lite version to
decide if you want to buy the full product.

Note that the Simulator and the books work on a
different release schedule. For a time in 2020, the
Simulator will be the one created for the previous
versions of the exams (ICND1 100-101, ICND2 200-101,
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and CCNA 200-120). Interestingly, Cisco did not add a
large number of new topics that require CLI skills to the
CCNA 200-301 exam as compared with its predecessor,
so the old Simulator covers most of the CCNA 200-301
CLI topics. So, during the interim before the products
based on the 200-301 exam come out, the old Simulator
products should be quite useful.

On a practical note, when you want to do labs when
reading a chapter or doing Part Review, the Simulator
organizes the labs to match the book. Just look for the
Sort by Chapter tab in the Simulator’s user interface.
However, during the months in 2020 for which the
Simulator is the older edition listing the older exams in
the title, you will need to refer to a PDF that lists those
labs versus this book’s organization. You ¢an find that
PDF on the book product page under the Downloads tab
here: www.ciscopress.com/title/9781587147135.

More Lab Options

If you decide against using the full Pearson Network
Simulator, you still need hands-on experience. You
should plan to use some lab environment to practice as
much CLI as possible.

First, you can use real Cisco routers and switches. You
can buy them, new or used, or borrow them at work.
You can rent them for a fee. If you have the right mix of
gear, you could even do the Config Lab exercises from
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my blog on that gear or try to recreate examples from
the book.

Cisco also makes a simulator that works very well as a
learning tool: Cisco Packet Tracer. Cisco now makes
Packet Tracer available for free. However, unlike the
Pearson Network Simulator, it does not include lab
exercises that direct you as to how to go about learning
each topic. If interested in more information about
Packet Tracer, check out my series about using Packet
Tracer at my blog (https://blog.certskills.com); just
search for “Packet Tracer.”

Cisco offers a virtualization product that lets you run
router and switch operating system (OS) images in a
virtual environment: This tool, the Virtual Internet
Routing Lab (VIRL), lets'you create a lab topology, start
the topology, and connect to real router and switch OS
images. Check out http://virl.cisco.com for more
information.

You can even rent virtual Cisco router and switch lab
pods from Cisco, in an offering called Cisco Learning
Labs (https://learningnetworkstore.cisco.com/cisco-
learning-labs).

This book does not tell you what option to use, but you
should plan on getting some hands-on practice
somehow. The important thing to know is that most
people need to practice using the Cisco CLI to be ready
to pass these exams.
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FOR MORE INFORMATION

If you have any comments about the book, submit them
via www.ciscopress.com. Just go to the website, select
Contact Us, and type your message.

Cisco might make changes that affect the CCNA
certification from time to time. You should always check
www.cisco.com/go/ccna for the latest details.

The CCNA 200-301 Official Cert Guide, Volume 2, helps
you attain CCNA certification. This is the CCNA
certification book from the only Cisco-authorized
publisher. We at Cisco Press believe that this book
certainly can help you achieve CCNA certification, but
the real work is up to.you!lI trust that your time will be
well spent.
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Part |: IP Access Control
Lists

Chapter 1: Introduction to TCP/IP Transport and
Applications

Chapter 2: Basic IPv4 Access Control Lists
Chapter 3: Advanced IPv4 Access Control Lists

Part I Review

The CCNA Official Cert Guide, Volume 2 includes the
topics that help you build an enterprise network so all
devices can communicate with all other devices. Parts I
and II of this book focus on how to secure that
enterprise network so that only the appropriate devices
and users can communicate.

Part I focuses on IP Version 4 (IPv4) access control lists
(ACLs). ACLs are IPv4 packet filters that can be
programmed to look at IPv4 packet headers, make
choices, and either allow a packet through or discard the
packet. Because you can implement IPv4 ACLs on any
router, a network engineer has a large number of
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options of where to use ACLs, without adding additional
hardware or software, making ACLs a very flexible and
useful tool.

Chapter 1 begins this part with an introduction to the
TCP/IP transport layer protocols TCP and UDP, along
with an introduction to several TCP/IP applications.
This chapter provides the necessary background to
understand the ACL chapters and to better prepare you
for upcoming discussions of additional security topics in
Part IT and IP services topics in Part III.

Chapters 2 and 3 get into details about ACLs. Chapter 2
discusses ACL basics, avoiding some of the detail to
ensure that you master several key concepts. Chapter 3
then looks at the much wider array of ACL features to
make you ready to take advantage of the power of ACLs
and to be ready to better manage those ACLs.
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Chapter 1. Introduction to
TCP/IP Transport and
Applications

This chapter covers the following exam topics:

1.0 Network Fundamentals

1.5 Compare TCP to UDP

4.0 IP Services

4.3 Explain the role of DHCP and DNS in the
network

The CCNA exam focuses mostly on functions at the
lower layers of TCP/IP, which define how IP networks
can send IP packets from host to host using LANs and
WANS. This chapter explains the basics of a few topics
that receive less attention on the exams: the TCP/IP
transport layer and the TCP/IP application layer. The
functions of these higher layers play a big role in real
TCP/IP networks. Additionally, many of the security
topics in Parts I and II of this book, and some of the IP
services topics in Part III, require you to know the
basics of how the transport and application layers of
TCP/IP work. This chapter serves as that introduction.
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This chapter begins by examining the functions of two
transport layer protocols: Transmission Control
Protocol (TCP) and User Datagram Protocol (UDP). The
second major section of the chapter examines the
TCP/IP application layer, including some discussion of
how Domain Name System (DNS) name resolution
works.

“DO | KNOW THIS ALREADY?” QUIZ

Take the quiz (either here or use the PTP software) if
you want to use the score to help you decide how much
time to spend on this chapter. The letter answers are
listed at the bottom of the page following the quiz.
Appendix C, found both at the end of the book as well as
on the companion website,ineludes,both the answers
and explanations. You can also find both.answers and
explanations in the PTP testing software.

Table 1-1 “Do I Know This Already?” Foundation
Topics Section-to-Question Mapping

Foundation Topics Section Questions

TCP/IP Layer 4 Protocols: TCP and UDP | 1—4

TCP/IP Applications 5-6

1. Which of the following header fields identify which
TCP/IP application gets data received by the
computer? (Choose two answers.)
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Ethernet Type
SNAP Protocol Type
IP Protocol

TCP Port Number
5. UDP Port Number

RN R

2. Which of the following are typical functions of
TCP? (Choose four answers.)

Flow control (windowing)

Error recovery

Multiplexing using port numbers
Routing

Encryption

Ordered data transfer

SRR LI SBECUR I

3. Which of the following functions is performed by

both TCP and UDP?

Windowing

Error recovery

Multiplexing using port numbers
Routing

Encryption

Ordered data transfer

S LI IR U

4. What do you call data that includes the Layer 4
protocol header, and data given to Layer 4 by the
upper layers, not including any headers and trailers
from Layers 1 to 3? (Choose two answers.)

L3PDU

Chunk

Segment

Packet

Frame
L4PDU

SRR U U
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5. In the URI http://blog.certskills.com/config-labs,
which part identifies the web server?

http

blog.certskills.com

certskills.com

http://blog.certskills.com

The file name.html includes the hostname.

CUEE U L

6. Fred opens a web browser and connects to the
www.certskills.com website. Which of the following
are typically true about what happens between
Fred’s web browser and the web server? (Choose
two answers.)

1. Messages flowing toward the server use UDP destination port 8o.

2, Messages flowing from the server typically use RTP.

3. Messages flowing to the client typically use a source TCP port
number of 80.

4. Messages flowing to the server typically use TCP.

Answers to the “Do I Know This Already?” quiz:
1D, E

2AB,C,F

3C

4C,F

5B

6C,D

Foundation Topics
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TCP/IP LAYER 4 PROTOCOLS: TCP AND
UDP

The OSI transport layer (Layer 4) defines several
functions, the most important of which are error
recovery and flow control. Likewise, the TCP/IP
transport layer protocols also implement these same
types of features. Note that both the OSI model and the
TCP/IP model call this layer the transport layer. But as
usual, when referring to the TCP/IP model, the layer
name and number are based on OSI, so any TCP/IP
transport layer protocols are considered Layer 4
protocols.

The key difference between TCP and UDP is that TCP
provides a wide variety of services to applications,
whereas UDP does not. For example, routers discard
packets for many reasons, including bit errors,
congestion, and instances in which no correct routes are
known. As you have read already, most data-link
protocols notice errors (a process called error detection)
but then discard frames that have errors. TCP provides
retransmission (error recovery) and helps to avoid
congestion (flow control), whereas UDP does not. As a
result, many application protocols choose to use TCP.

However, do not let UDP’s lack of services make you
think that UDP is worse than TCP. By providing fewer
services, UDP needs fewer bytes in its header compared
to TCP, resulting in fewer bytes of overhead in the
network. UDP software does not slow down data
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transfer in cases where TCP can purposefully slow
down. Also, some applications, notably today Voice over
IP (VoIP) and video over IP, do not need error recovery,
so they use UDP. So, UDP also has an important place in
TCP/IP networks today.

Table 1-2 lists the main features supported by TCP/UDP.
Note that only the first item listed in the table is
supported by UDP, whereas all items in the table are
supported by TCP.

Ke

Table 1-2 TCP/IP Transport Layer Features

Function Description

Multiplexing | Function that allows receiving hoststo choose

using ports the correct application for which the data is
destined, based on the port number

Error Process of numbering and acknowledging data

recovery with Sequence and Acknowledgment header

(reliability) fields

Flow control

Process that uses window sizes to protect buffer

using space and routing devices from being
windowing overloaded with traffic

Connection Process used to initialize port numbers and
establishment | Sequence and Acknowledgment fields

and

termination
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Function Description

Ordered data | Continuous stream of bytes from an upper-layer

transfer and process that is “segmented” for transmission
data and delivered to upper-layer processes at the
segmentation | receiving device, with the bytes in the same
order

Next, this section describes the features of TCP,
followed by a brief comparison to UDP.

Transmission Control Protocol

Each TCP/IP application typically chooses to use either
TCP or UDP based on the application’s requirements.
For example, TCP provides error recovery, but to do so,
it consumes more bandwidth and uses more processing
cycles. UDP does not perform error recovery, but it takes
less bandwidth and uses fewer processing cycles.
Regardless of which of these two TCP/IP transport layer
protocols the application chooses to use, you should
understand the basics of how each of these transport
layer protocols works.

TCP, as defined in Request For Comments (RFC) 793,
accomplishes the functions listed in Table 1-2 through
mechanisms at the endpoint computers. TCP relies on
IP for end-to-end delivery of the data, including routing
issues. In other words, TCP performs only part of the
functions necessary to deliver the data between
applications. Also, the role that it plays is directed
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toward providing services for the applications that sit at
the endpoint computers. Regardless of whether two
computers are on the same Ethernet, or are separated by
the entire Internet, TCP performs its functions the same
way.

Figure 1-1 shows the fields in the TCP header. Although
you don’t need to memorize the names of the fields or
their locations, the rest of this section refers to several
of the fields, so the entire header is included here for

reference.
4 Bytes
Source Port Destination Port
Sequence Number
Acknowledgement Number
Offset | Reserved | Flag Bits Window
Checksum Urgent

Figure 1-1 TCP Header Fields

The message created by TCP that begins with the TCP
header, followed by any application data, is called a TCP

segment. Alternatively, the more generic term Layer 4
PDU, or L4PDU, can also be used.

Multiplexing Using TCP Port Numbers

TCP and UDP both use a concept called multiplexing.
Therefore, this section begins with an explanation of
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multiplexing with TCP and UDP. Afterward, the unique
features of TCP are explored.

Multiplexing by TCP and UDP involves the process of
how a computer thinks when receiving data. The
computer might be running many applications, such as
a web browser, an email package, or an Internet VoIP
application (for example, Skype). TCP and UDP
multiplexing tells the receiving computer to which
application to give the received data.

Some examples will help make the need for
multiplexing obvious. The sample network consists of
two PCs, labeled Hannah and George. Hannah uses an
application that she wrote to send advertisements that
appear on George’s screen. The application sends a new
ad to George every 10-seconds. Hannah uses a second
application, a wire-transfer application, to send George
some money. Finally, Hannah uses a web browser to
access the web server that runs on George’s PC. The ad
application and wire-transfer application are imaginary,
just for this example. The web application works just
like it would in real life.

Figure 1-2 shows the sample network, with George
running three applications:

e A UDP-based advertisement application
* A TCP-based wire-transfer application

* A TCP web server application
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| received three packets
from the same source
MAC and IP. Which of

A— .A
Web Server DI my applications gets the
.= Ad Application B | datain each?

| Wire Application

George

S

Eth | IF | UDP Ad Data Eth —»

— Eth | IP| TCP | Wire Transfer Data | Eth —»

2 Eth | IP| TCP | WebPage Data Eth —»

Figure 1-2 Hannah Sending Packets to George, with
Three Applications

George needs to know which application to give the data
to, but all three packets are from the same Ethernet and
IP address. You might think that George could look at
whether the packet contains.a UDP.or TCP header, but
as you see in the figure, two applications (wire transfer
and web) are using TCP.

TCP and UDP solve this problem by using a port number
field in the TCP or UDP header, respectively. Each of
Hannah’s TCP and UDP segments uses a different
destination port number so that George knows which
application to give the data to. Figure 1-3 shows an
example.
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Eth | IP | TCP | Wire Transfer Data | Eth |—»

L Destination Port 9876

Eth | IP | TCP Web Page Data Eth —»

L Destination Port 80

L

Figure 1-3 Hannah Sending Packets to George, with
Three Applications Using Port Numbers to Multiplex

Multiplexing relies on a concept called a socket. A socket
consists of three things:

e An IP address
e A transport protocol

e A port number

So, for a web server application on George, the socket
would be (10.1.1.2, TCP, port 80) because, by default,
web servers use the well-known port 80. When
Hannah’s web browser connects to the web server,
Hannah uses a socket as well—possibly one like this:
(10.1.1.1, TCP, 49160). Why 49160? Well, Hannah just
needs a port number that is unique on Hannah, so
Hannah sees that port 49160.
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The Internet Assigned Numbers Authority (IANA), the
same organization that manages IP address allocation
worldwide, subdivides the port number ranges into
three main ranges. The first two ranges reserve numbers
that IANA can then allocate to specific application
protocols through an application and review process,
with the third category reserving ports to be dynamically
allocated as used for clients, as with the port 49160
example in the previous paragraph. The names and
ranges of port numbers (as detailed in RFC 6335) are

e Well Known (System) Ports: Numbers from 0 to 1023, assigned

by IANA, with a stricter review process to assign new ports than user
ports.

¢ User (Registered) Ports: Numbers from 1024 to 49151, assigned
by TANA with a less strict process to assign new ports compared to
well-known ports.

¢ Ephemeral (Dynamic, Private) Ports: Numbers from 49152 to

65535, not assigned and intended to be dynamically allocated and

used temporarily for a client application while the app is running.
Figure 1-4 shows an example that uses three ephemeral
ports on the user device on the left, with the server on
the right using two well-known ports and one user port.
The computers use three applications at the same time;
hence, three socket connections are open. Because a
socket on a single computer should be unique, a
connection between two sockets should identify a
unique connection between two computers. This
uniqueness means that you can use multiple
applications at the same time, talking to applications
running on the same or different computers.
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Multiplexing, based on sockets, ensures that the data is
delivered to the correct applications.

User Server
Ad Wire Web Ad Wire Web
Application [Application| Browser Application|Application| Server
Port 49159 |Port 49153 | Port 49152 Port 800 | Port 9876 | Port 80
T T T T T 1L
UDP TCP UDP TCP
ﬂ [ | I
P Address 10.1.1.1 IP Address 10.1.1.2
(10.1.1.1, TCP, 49152) (10.1.1.2, TCP, 80)
|
(10.1.1.1, TCP, 49153}- (10.1.1.2, TCP, 9876)
(10.1.1.1, UDP, 49159) (10.1.1.2, UDP, 800)

Figure 1-4 Connections Between Sockets

Port numbers are a vital part of the socket concept.
Servers use well-known ports (or user ports), whereas
clients use dynamic ports. Applications that provide a
service, such as FTP, Telnet, and web servers, open a
socket using a well-known port and listen for
connection requests. Because these connection requests
from clients are required to include both the source and
destination port numbers, the port numbers used by the
servers must be known beforehand. Therefore, each
service uses a specific well-known port number or user
port number. Both well-known and user ports are listed
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at www.iana.org/assignments/service-names-port-
numbers/service-names-port-numbers.txt.

On client machines, where the requests originate, any
locally unused port number can be allocated. The result
is that each client on the same host uses a different port
number, but a server uses the same port number for all
connections. For example, 100 web browsers on the
same host computer could each connect to a web server,
but the web server with 100 clients connected to it
would have only one socket and, therefore, only one
port number (port 80, in this case). The server can tell
which packets are sent from which of the 100 clients by
looking at the source port of received TCP segments.
The server can send data to the correct web client
(browser) by sending data to that same port number
listed as a destination port. The combination of source
and destination sockets allows all participating hosts to
distinguish between the data’s source and destination.
Although the example explains the concept using 100
TCP connections, the same port-numbering concept
applies to UDP sessions in the same way.

Note

You can find all RFCs online at www.rfc-
editor.org/rfc/rfexxooctxt, where xxxx is the number
of the RFC. If you do not know the number of the
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RFC, you can try searching by topic at www.rfc-
editor.org.

Popular TCP/IP Applications

Throughout your preparation for the CCNA exam, you
will come across a variety of TCP/IP applications. You
should at least be aware of some of the applications that
can be used to help manage and control a network.

The World Wide Web (WWW) application exists
through web browsers accessing the content available
on web servers. Although it is often thought of as an
end-user application, you can actually use WWW to
manage a router or switch. You enable a web server
function in the router or switch and use a browser to
access the router or switch.

The Domain Name System (DNS) allows users to use
names to refer to computers, with DNS being used to
find the corresponding IP addresses. DNS also uses a
client/server model, with DNS servers being controlled
by networking personnel and DNS client functions being
part of most any device that uses TCP/IP today. The
client simply asks the DNS server to supply the IP
address that corresponds to a given name.

Simple Network Management Protocol (SNMP) is an
application layer protocol used specifically for network
device management. For example, Cisco supplies a large
variety of network management products, many of them
in the Cisco Prime network management software
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product family. They can be used to query, compile,
store, and display information about a network’s
operation. To query the network devices, Cisco Prime
software mainly uses SNMP protocols.

Traditionally, to move files to and from a router or
switch, Cisco used Trivial File Transfer Protocol (TFTP).
TFTP defines a protocol for basic file transfer—hence
the word trivial. Alternatively, routers and switches can
use File Transfer Protocol (FTP), which is a much more
functional protocol, to transfer files. Both work well for
moving files into and out of Cisco devices. FTP allows
many more features, making it a good choice for the
general end-user population. TFTP client and server
applications are very.simple, making them good tools as
embedded parts of networking devices.

Some of these applications use TCP, and some use UDP.
For example, Simple Mail Transfer Protocol (SMTP) and
Post Office Protocol version 3 (POP3), both used for
transferring mail, require guaranteed delivery, so they
use TCP.

Regardless of which transport layer protocol is used,
applications use a well-known port number so that
clients know which port to attempt to connect to. Table
1-3 lists several popular applications and their well-
known port numbers.

Ke
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Table 1-3 Popular Applications and Their Well-
Known Port Numbers

Port Number Protocol Application -
20 TCP FTP data
21 TCP FTP control
22 TCP SSH
23 TCP Telnet
25 TCP SMTP
53 UDP, TCP' DNS
67 UDP DHCP Server
68 UDP DHCP Client
69 UDP TFTP
8o TCP HTTP (WWW)
110 TCP POP3
161 UDP SNMP
443 TCP SSL
514 UDP Syslog
' DNS uses both UDP and TCP in different instances. It uses port
53 for both TCP and UDP.
< » :
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Connection Establishment and Termination

TCP connection establishment occurs before any of the
other TCP features can begin their work. Connection
establishment refers to the process of initializing
Sequence and Acknowledgment fields and agreeing on
the port numbers used. Figure 1-5 shows an example of
connection establishment flow.

Ke

Web Browser Web Server
A
[:] ... SYN, DPORT=80, SPORT=49155 E
—‘:_J <SNACK, DPORT=49155 5PORT=60 [N
Port Port
49155 ____ACK, DPORTZ80, SPFORT=49155 80

Figure 1-5 TCP Connection Establishment

This three-way connection establishment flow (also
called a three-way handshake) must complete before
data transfer can begin. The connection exists between
the two sockets, although the TCP header has no single
socket field. Of the three parts of a socket, the IP
addresses are implied based on the source and
destination IP addresses in the IP header. TCP is
implied because a TCP header is in use, as specified by
the protocol field value in the IP header. Therefore, the
only parts of the socket that need to be encoded in the
TCP header are the port numbers.
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TCP signals connection establishment using 2 bits
inside the flag fields of the TCP header. Called the SYN
and ACK flags, these bits have a particularly interesting
meaning. SYN means “synchronize the sequence
numbers,” which is one necessary component in
initialization for TCP.

Figure 1-6 shows TCP connection termination. This
four-way termination sequence is straightforward and
uses an additional flag, called the FIN bit. (FIN is short
for “finished,” as you might guess.) One interesting
note: Before the device on the right sends the third TCP
segment in the sequence, it notifies the application that
the connection is coming down. It then waits on an
acknowledgment from theapplication before sending
the third segment in the figure. Just in case the
application takes some time to reply, the PC on the right
sends the second flow in the figure, acknowledging that
the other PC wants to take down the connection.
Otherwise, the PC on the left might resend the first
segment repeatedly.

l[.l
‘2
l'rl R
'
=

4

-
-
-

A hc&ﬂ_____--"#* A
PC mmem ™ FC
< hcf'.ﬂ """ -

P
e Ack

-
-

Figure 1-6 TCP Connection Termination
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TCP establishes and terminates connections between
the endpoints, whereas UDP does not. Many protocols
operate under these same concepts, so the terms
connection-oriented and connectionless are used to refer
to the general idea of each. More formally, these terms
can be defined as follows:

Ke

¢ Connection-oriented protocol: A protocol that requires an
exchange of messages before data transfer begins, or that has a
required pre-established correlation between two endpoints.

¢ Connectionless protocol: A protocol that does not require an
exchange of messages and that does not require a pre-established
correlation between two endpoints.

Error Recovery and Reliability

TCP provides for reliable data transfer, which is also
called reliability or error recovery, depending on what
document you read. To accomplish reliability, TCP
numbers data bytes using the Sequence and
Acknowledgment fields in the TCP header. TCP achieves
reliability in both directions, using the Sequence
Number field of one direction combined with the
Acknowledgment field in the opposite direction.

Figure 1-7 shows an example of how the TCP Sequence
and Acknowledgment fields allow the PC to send 3000
bytes of data to the server, with the server
acknowledging receipt of the data. The TCP segments in
the figure occur in order, from top to bottom. For
simplicity’s sake, all messages happen to have 1000
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bytes of data in the data portion of the TCP segment.
The first Sequence number is a nice round number
(1000), again for simplicity’s sake. The top of the figure
shows three segments, with each sequence number
being 1000 more than the previous, identifying the first
of the 1000 bytes in the message. (That is, in this
example, the first segment holds bytes 1000-1999; the
second holds bytes 2000—2999; and the third holds

bytes 3000-3999.)

Web Browser Web Server

1000 Bytes of Data, Sequence = 1000 | A

r—/ 1000 Bytes of Data, Sequence = 2000
_’ ................................... } .

Got All 3000 Bytes.
Send ACK

Figure 1-7 TCP Acknowledgment Without Errors

The fourth TCP segment in the figure—the only one
flowing back from the server to the web browser—
acknowledges the receipt of all three segments. How?
The acknowledgment value of 4000 means “I received
all data with sequence numbers up through one less
than 4000, so I am ready to receive your byte 4000
next.” (Note that this convention of acknowledging by
listing the next expected byte, rather than the number of
the last byte received, is called forward
acknowledgment.)
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This first example does not recover from any errors,
however; it simply shows the basics of how the sending
host uses the sequence number field to identify the
data, with the receiving host using forward
acknowledgments to acknowledge the data. The more
interesting discussion revolves around how to use these
same tools to do error recovery. TCP uses the Sequence
and Acknowledgment fields so that the receiving host
can notice lost data, ask the sending host to resend, and
then acknowledge that the re-sent data arrived.

Many variations exist for how TCP does error recovery.
Figure 1-8 shows just one such example, with similar
details compared to the previous figure. The web
browser again sends three TCP segments, again 1000
bytes each, again with easy-to-remembersequence
numbers. However, in this example, the second TCP
segment fails to cross the network.
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Web Browser Web Server

1000 Bytes of Data, Sequence =3000 S
.................................... I |H€CEIUEd1000-1999.
| Received 3000 - 3999.
Ask for 2000 Next!

| Received 2000 - 2999,
Already Have 3000 - 3999

Ask for 4000 Next!
No Data, Acknowledgment = 4000

Figure 1-8 TCP Acknowledgment with Errors

The figure points out three sets of ideas behind how the
two hosts think. First, on the right, the server realizes
that it did not receive all the data. The two received TCP
segments contain bytes numbered 1000-1999 and
3000—3999. Clearly, the server did not receive the bytes
numbered in between. The server then decides to
acknowledge all the data up to the lost data—that is, to
send back a segment with the Acknowledgment field
equal to 2000.

The receipt of an acknowledgment that does not
acknowledge all the data sent so far tells the sending
host to resend the data. The PC on the left may wait a
few moments to make sure no other acknowledgments
arrive (using a timer called the retransmission timer),
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but will soon decide that the server means “I really do
need 2000 next—resend it.” The PC on the left does so,
as shown in the fifth of the six TCP segments in the
figure.

Finally, note that the server can acknowledge not only
the re-sent data, but any earlier data that had been
received correctly. In this case, the server received the
re-sent second TCP segment (the data with sequence
numbers 2000—2999), but the server had already
received the third TCP segment (the data numbered
3000—3999). The server’s next Acknowledgment field
acknowledges the data in both those segments, with an
Acknowledgment field of 4000.

Flow Control Using Windowing

TCP implements flow control by using-a window
concept that is applied to the amount of data that can be
outstanding and awaiting acknowledgment at any one
point in time. The window concept lets the receiving
host tell the sender how much data it can receive right
now, giving the receiving host a way to make the
sending host slow down or speed up. The receiver can
slide the window size up and down—called a sliding
window or dynamic window—to change how much data
the sending host can send.

The sliding window mechanism makes much more
sense with an example. The example, shown in Figure 1-
9, uses the same basic rules as the examples in the
previous few figures. In this case, none of the TCP
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segments have errors, and the discussion begins one
TCP segment earlier than in the previous two figures.

Web Browser Web Server

| Received a New @
Window: 3000

.................................... *
eeven. SEQ=2000 %
o SEQSROOO .
| Must Wait Send an ACK = 4000
foran ACK Grant a New
Window: 4000
o PO o
WindOW:4000
| got an ACK! @
| also got a Larger
Window: 4000

Figure 1-9 TCP Windowing

Begin with the first segment, sent by the server to the
PC. The Acknowledgment field should be familiar by
now: it tells the PC that the server expects a segment
with sequence number 1000 next. The new field, the
window field, is set to 3000. Because the segment flows
to the PC, this value tells the PC that the PC can send no
more than 3000 bytes over this connection before
receiving an acknowledgment. So, as shown on the left,
the PC realizes it can send only 3000 bytes, and it stops
sending, waiting on an acknowledgment, after sending
three 1000-byte TCP segments.
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Continuing the example, the server not only
acknowledges receiving the data (without any loss), but
the server decides to slide the window size a little
higher. Note that second message flowing right to left in
the figure, this time with a window of 4000. Once the
PC receives this TCP segment, the PC realizes it can
send another 4000 bytes (a slightly larger window than
the previous value).

Note that while the last few figures show examples for
the purpose of explaining how the mechanisms work,
the examples might give you the impression that TCP
makes the hosts sit there and wait for acknowledgments
a lot. TCP does not want to make the sending host have
to wait to send data. For.instance, if an acknowledgment
is received before the window is exhausted, a new
window begins, and the sender continues sending data
until the current window is exhausted. Often times, in a
network that has few problems, few lost segments, and
little congestion, the TCP windows stay relatively large
with hosts seldom waiting to send.

User Datagram Protocol

UDP provides a service for applications to exchange
messages. Unlike TCP, UDP is connectionless and
provides no reliability, no windowing, no reordering of
the received data, and no segmentation of large chunks
of data into the right size for transmission. However,
UDP provides some functions of TCP, such as data
transfer and multiplexing using port numbers, and it
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does so with fewer bytes of overhead and less processing
required than TCP.

UDP data transfer differs from TCP data transfer in that
no reordering or recovery is accomplished. Applications
that use UDP are tolerant of the lost data, or they have
some application mechanism to recover lost data. For
example, VoIP uses UDP because if a voice packet is
lost, by the time the loss could be noticed and the packet
retransmitted, too much delay would have occurred, and
the voice would be unintelligible. Also, DNS requests
use UDP because the user will retry an operation if the
DNS resolution fails. As another example, the Network
File System (NFS), a remote file system application,
performs recovery with application layer code, so UDP
features are acceptable to NES.

Figure 1-10 shows the UDP header format. Most
importantly, note that the header includes source and
destination port fields, for the same purpose as TCP.
However, the UDP has only 8 bytes, in comparison to
the 20-byte TCP header shown in Figure 1-1. UDP needs
a shorter header than TCP simply because UDP has less
work to do.

4 Bytes

Source Port Destination Port

Length Checksum

Figure 1-10 UDP Header
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TCP/IP APPLICATIONS

The whole goal of building an enterprise network, or
connecting a small home or office network to the
Internet, is to use applications such as web browsing,
text messaging, email, file downloads, voice, and video.
This section examines one particular application—web
browsing using Hypertext Transfer Protocol (HTTP).

The World Wide Web (WWW) consists of all the
Internet-connected web servers in the world, plus all
Internet-connected hosts with web browsers. Web
servers, which consist of web server software running
on a computer, store information (in the form of web
pages) that might be useful to different people. A web
browser, which is software installed on an end user’s
computer, provides the means to connect to a web
server and display the web pages stored on the web
Sserver.

Note

Although most people use the term web browser, or
simply browser, web browsers are also called web
clients, because they obtain a service from a web
server.

For this process to work, several specific application
layer functions must occur. The user must somehow
identify the server, the specific web page, and the
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protocol used to get the data from the server. The client
must find the server’s IP address, based on the server’s
name, typically using DNS. The client must request the
web page, which actually consists of multiple separate
files, and the server must send the files to the web
browser. Finally, for electronic commerce (e-commerce)
applications, the transfer of data, particularly sensitive
financial data, needs to be secure. The following
sections address each of these functions.

Uniform Resource Identifiers

For a browser to display a web page, the browser must
identify the server that has the web page, plus other
information that identifies the particular web page.
Most web servers have many webpages: For example, if
you use a web browser to browse www.cisco.com and
you click around that web page, you’ll see another web
page. Click again, and you’ll see another web page. In
each case, the clicking action identifies the server’s IP
address as well as the specific web page, with the details
mostly hidden from you. (These clickable items on a
web page, which in turn bring you to another web page,
are called links.)

The browser user can identify a web page when you click
something on a web page or when you enter a Uniform
Resource Identifier (URI) in the browser’s address area.
Both options—clicking a link and typing a URI—refer to
a URI, because when you click a link on a web page, that
link actually refers to a URI.
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Note

Most browsers support some way to view the hidden
URI referenced by a link. In several browsers, hover
the mouse pointer over a link, right-click, and select
Properties. The pop-up window should display the
URI to which the browser would be directed if you
clicked that link.

In common speech, many people use the terms web
address or the similar related terms Universal Resource
Locator (or Uniform Resource Locator [URL]) instead
of URI, but URI is indeed.the correct formal term. In
fact, URL had been more commonly used than URI for
more than a few years. However, the IETF (the group
that defines TCP/IP), along with the W3C consortium
(W3.org, a consortium that develops web standards) has
made a concerted effort to standardize the use of URI as
the general term. See RFC 7595 for some commentary
to that effect.

From a practical perspective, the URIs used to connect
to a web server include three key components, as noted
in Figure 1-11. The figure shows the formal names of the
URI fields. More importantly to this discussion, note
that the text before the :// identifies the protocol used
to connect to the server, the text between the // and /
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identifies the server by name, and the text after the /
identifies the web page.

Formal: URI —— Scheme Authority Path

http://www.certskills.com/blog

Example: Web —» Protocol Servers Name Web Page

Figure 1-11 Structure of a URI Used to Retrieve a
Web Page

In this case, the protocol is Hypertext Transfer Protocol
(HTTP), the hostname is www.certskills.com, and the
name of the web page is blog.

Finding the Web Server Using DNS

A host can use DNS to discover the IP address that
corresponds to a particular hostname. URIs typically list
the name of the server—a name that can be used to
dynamically learn the IP address used by that same
server. The web browser cannot send an IP packet to a
destination name, but it can send a packet to a
destination IP address. So, before the browser can send
a packet to the web server, the browser typically needs
to resolve the name inside the URI to that name’s
corresponding IP address.

To pull together several concepts, Figure 1-12 shows the
DNS process as initiated by a web browser, as well as
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some other related information. From a basic
perspective, the user enters the URI (in this case,
http://www.cisco.com/go/learningnetwork), resolves
the www.cisco.com name into the correct IP address,
and starts sending packets to the web server.

Key
Topic
@ The human typed this URI:
http:/www.cisco.com/go/learningnetwork
?;stsfe}'n;er Name Resolution Request
371 Q IPHeader ~ UDP Header  DNS Request

Source 64.100.1.1 | Source 49161
Dest. 192.31.7.1 | Dest. Port 53

Whatis IP address |
of www.cisco.com? —

F____/
l:] Client
Name Resolution Reply Ay 64,100,1,1
® —y

IP Header UDP Header  DNS Request —

Source 192.31.7.1 | Source 53 | IP address is
——1Dest. 64.100.1.1 | Dest 49161 |198.133.219.25

—>

TCP Connection Setup

E. @ IP Header TCP Header
. Source 64.100.1.1 | Source 49172 e
—

<~

Dest. 198.133.219.25| Dest. Port 80, SYN [—

www.cisco.com Web Server
198,133.219.25

Figure 1-12 DNS Resolution and Requesting a Web
Page

The steps shown in the figure are as follows:
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1. The user enters the URI, http://www.cisco.com/go/learningnetwork,
into the browser’s address area.

2. The client sends a DNS request to the DNS server. Typically, the client
learns the DNS server’s IP address through DHCP. Note that the DNS
request uses a UDP header, with a destination port of the DNS well-
known port of 53. (See Table 1-3, earlier in this chapter, for a list of
popular well-known ports.)

3. The DNS server sends a reply, listing IP address 198.133.219.25 as
www.cisco.com’s IP address. Note also that the reply shows a
destination IP address of 64.100.1.1, the client’s IP address. It also
shows a UDP header, with source port 53; the source port is 53
because the data is sourced, or sent, by the DNS server.

4. The client begins the process of establishing a new TCP connection to
the web server. Note that the destination IP address is the just-learned
IP address of the web server. The packet includes a TCP header,
because HTTP uses TCP. Also note that the destination TCP port is 80,
the well-known port for HTTP. Finally, the SYN bit is shown, as a
reminder that the TCP-connection establishment process begins with a
TCP segment with the SYN bit turned on (binary 1).

The example in Figure 1-12 shows what happens when
the client host does not know the IP address associated
with the hostname but the enterprise does know the
address. However, hosts can cache the results of DNS
requests so that for a time the client does not need to
ask the DNS to resolve the name. Also, the DNS server
can cache the results of previous DNS requests; for
instance, the enterprise DNS server in Figure 1-12 would
not normally have configured information about
hostnames in domains outside that enterprise, so that
example relied on the DNS having cached the address
associated with hostname www.cisco.com.

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com


http://www.cisco.com/go/learningnetwork
http://www.cisco.com/
http://www.cisco.com/

When the local DNS does not know the address
associated with a hostname, it needs to ask for help.
Figure 1-13 shows an example with the same client as in
Figure 1-12. In this case, the enterprise DNS acts as a
recursive DNS server, sending repeated DNS messages
in an effort to identify the authoritative DNS server.

.comTLD
DNS

Authoritative
Cisco.com
DNS

Figure 1-13 Recursive DNS Lookup

The steps shown in the figure are as follows:

1. The client sends a DNS request for www.cisco.com to the DNS server it
knows, which is the enterprise DNS server.

2. The (recursive) enterprise DNS server does not know the answer yet,
but it does not reject the client’s DN'S request. Instead, it follows a
repetitive (recursive) process (shown as steps 2, 3, and 4), beginning
with the DNS request sent to a root DNS server. The root does not
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supply the address either, but it supplies the IP address of another
DNS server, one responsible for the .com top-level domain.

3. The recursive enterprise DNS sends the next DNS request to the DNS
server learned at the previous step—this time the TLD DNS server for
the .com domain. This DNS also does not know the address, but it
knows the DNS server that should be the authoritative DNS server for
domain cisco.com, so it supplies that DNS server’s address.

4. The enterprise DNS sends another DNS request, to the DNS server
whose address was learned in the previous step, again asking for
resolution of the name www.cisco.com. This DNS server, the
authoritative server for cisco.com, supplies the address.

5. The enterprise DNS server returns a DNS reply back to the client,
supplying the IP address requested at step 1.

Transferring Files with HTTP

After a web client (browser) has created a TCP
connection to a web server,the-client can begin
requesting the web page from the server. Most often,
the protocol used to transfer the web page is HTTP. The
HTTP application layer protocol, defined in RFC 7230,
defines how files can be transferred between two
computers. HTTP was specifically created for the
purpose of transferring files between web servers and
web clients.

HTTP defines several commands and responses, with
the most frequently used being the HTTP GET request.
To get a file from a web server, the client sends an HTTP
GET request to the server, listing the filename. If the
server decides to send the file, the server sends an HTTP
GET response, with a return code of 200 (meaning OK),
along with the file’s contents.
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Note

Many return codes exist for HTTP requests. For
example, when the server does not have the
requested file, it issues a return code of 404, which
means “file not found.” Most web browsers do not
show the specific numeric HTTP return codes,
instead displaying a response such as “page not
found” in reaction to receiving a return code of 404.

Web pages typically consist of multiple files, called
objects. Most web pages contain text as well as several
graphical images, animated advertisements, and
possibly voice or video. Each of these components is
stored as a different object (file) on the web server. To
get them all, the web browser gets the first file. This file
can (and typically does) include references to other
URIs, so the browser then also requests the other
objects. Figure 1-14 shows the general idea, with the
browser getting the first file and then two others.
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User Typed:
hittp://www.cisco.com/go/cena

<~ HTTP GET (/golccna)

WWW.CISC0.c0m \
Egf TP oK | datwlgocna > I Wb
= Browser
. Cllent
— < HTTP GET /graphics/logo1.gif |-

HTTP OK | data: logot.gif >

< HTTP GET /graphics/adi.gif

TT

HTTPOK | data: adl.gif >

Figure 1-14 Multiple HTTP GET
Requests/Responses

In this case, after the - web browser gets the first file—the
one called “/go/ccna” in the URI—the browser reads and
interprets that file. Besides containing parts of the web
page, the file refers to two other files, so the browser
issues two additional HTTP GET requests. Note that,
even though it isn’t shown in the figure, all these
commands flow over one (or possibly more) TCP
connection between the client and the server. This
means that TCP would provide error recovery, ensuring
that the data was delivered.

How the Receiving Host Identifies the
Correct Receiving Application
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This chapter closes with a discussion of the process by
which a host, when receiving any message over any
network, can decide which of its many application
programs should process the received data.

As an example, consider host A shown on the left side of
Figure 1-15. The host happens to have three different
web browser windows open, each using a unique TCP
port. Host A also has an email client and a chat window
open, both of which use TCP. Both the email and chat
applications use a unique TCP port number on host A as
shown in the figure.

Web Server

A

Ill,, il
TCP HTTP +

m—F < Eh P pestpon)| Dan | I

Browser. TCP port 49124
Browser: TCP port 49125
Browser. TCP port 49126
Email:  TCP port 49127
Chat: TCP port 49128

Figure 1-15 Dilemma: How Host A Chooses the App
That Should Receive This Data

This chapter has shown several examples of how
transport layer protocols use the destination port
number field in the TCP or UDP header to identify the
receiving application. For instance, if the destination
TCP port value in Figure 1-15 is 49124, host A will know
that the data is meant for the first of the three web
browser windows.
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Before a receiving host can even examine the TCP or
UDP header, and find the destination port field, it must
first process the outer headers in the message. If the
incoming message is an Ethernet frame that
encapsulates an IPv4 packet, the headers look like the
details in Figure 1-16.

Key
Topic
0x0800 ] 49124 Web Server
pmmmmmy pemm=ay .------.I F_ -
1 Yoy y L
A—l"’ Ethernet IPvd TCP HTTP
€ (Typa) (Protocal) | (DestPort) | and Data [ -

Figure 1-16 Three Key Fields with Which to Identify
the Next Header

The receiving host needs to look at multiple fields, one
per header, to identify the next header or field in the
received message. For instance, host A uses an Ethernet
NIC to connect to the network, so the received message
is an Ethernet frame. The Ethernet Type field identifies
the type of header that follows the Ethernet header—in
this case, with a value of hex 0800, an IPv4 header.

The IPv4 header has a similar field called the IP
Protocol field. The IPv4 Protocol field has a standard list
of values that identify the next header, with decimal 6
used for TCP and decimal 17 used for UDP. In this case,
the value of 6 identifies the TCP header that follows the
IPv4 header. Once the receiving host realizes a TCP
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header exists, it can process the destination port field to
determine which local application process should
receive the data.

Chapter Review

One key to doing well on the exams is to perform
repetitive spaced review sessions. Review this chapter’s
material using either the tools in the book or interactive
tools for the same material found on the book’s
companion website. Refer to the “Your Study Plan”
element for more details. Table 1-4 outlines the key
review elements and where you can find them. To better
track your study progress, record when you completed
these activities in the-seeond column.

Table 1-4 Chapter Review Tracking

Review Element Review Resource
Date(s) Used

Review key topics Book, website

Review key terms Book, website

Repeat DIKTA Book, PTP

questions

Review memory tables Book, website
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REVIEW ALL THE KEY TOPICS

Ke

Table 1-5 Key Topics for Chapter 1

Key Topic Description

Element

Table 1-2 Functions of TCP and UDP 6

Table 1-3 Well-known TCP and UDP port 1
numbers

Figure 1-5 Example of TCP connection 12
establishment

List Definitions of connection-oriented 13

and connectionless

Figure 1-12 DNS name resolution 18

Figure 1-16 Header fields that identify the next | 21
header

KEY TERMS YOU SHOULD KNOW

connection establishment

error detection

€ITor recovery
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flow control

forward acknowledgment
HTTP

ordered data transfer
port

segment

sliding windows

URI

web server

DNS server

recursive DNS server
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Chapter 2. Basic IPv4
Access Control Lists

This chapter covers the following exam topics:
5.0 Security Fundamentals

5.6 Configure and verify access control lists

IPv4 access control lists (ACL) give network engineers
the ability to program a filter into a router. Each router,
on each interface, for both the inbound and outbound
direction, can enable a different ACL with different
rules. Each ACL’s rules tell the router which packets to
discard and which to allow through.

This chapter discusses the basics of IPv4 ACLs, and in
particular, one type of IP ACL: standard numbered IP
ACLs. Standard numbered ACLs use simple logic,
matching on the source IP address field only, and use a
configuration style that references the ACL using a
number. This chapter sets out to help you learn this
simpler type of ACL first. The next chapter, titled,
“Advanced IPv4 Access Control Lists,” completes the
discussion by describing other types of IP ACLs. The
other types of ACLs use features that build on the
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concepts you learn in this chapter, but with more
complexity and additional configuration options.

“DO | KNOW THIS ALREADY?” QUIZ

Take the quiz (either here or use the PTP software) if
you want to use the score to help you decide how much
time to spend on this chapter. The letter answers are
listed at the bottom of the page following the quiz.
Appendix C, found both at the end of the book as well as
on the companion website, includes both the answers
and explanations. You can also find both answers and
explanations in the PTP testing software.

Table 2-1 “Do I Know This Already?” Foundation
Topics Section-to-Question Mapping

Foundation Topics Section Questions

IP Access Control List Basics 1

Standard Numbered IPv4 ACLs 2—5

Practice Applying Standard IP ACLs | 6

1. Barney is a host with IP address 10.1.1.1 in subnet
10.1.1.0/24. Which of the following are things that a
standard IP ACL could be configured to do? (Choose
two answers.)

1. Match the exact source IP address.
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2, Match IP addresses 10.1.1.1 through 10.1.1.4 with one access-list
command without matching other IP addresses.

3. Match all IP addresses in Barney’s subnet with one access-list
command without matching other IP addresses.

4. Match only the packet’s destination IP address.

2. Which of the following answers list a valid number
that can be used with standard numbered IP ACLs?

(Choose two answers.)
1. 1987

2, 2187

3. 187

4. 87

3. Which of the following wildcard masks is most
useful for matching all IP packets in subnet
10.1.128.0, mask 255.255.255.0?

0.0.0.0
0.0.0.31
0.0.0.240
0.0.0.255
0.0.15.0
0.0.248.255

S LI IR U

4. Which of the following wildcard masks is most
useful for matching all IP packets in subnet
10.1.128.0, mask 255.255.240.07?

0.0.0.0
0.0.0.31
0.0.0.240
0.0.0.255
0.0.15.255
0.0.248.255

SN L U U

5. ACL 1 has three statements, in the following order,
with address and wildcard mask values as follows:
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1.0.0.0 0.255.255.255, 1.1.0.0 0.0.255.255, and
1.1.1.0 0.0.0.255. If a router tried to match a packet
sourced from IP address 1.1.1.1 using this ACL,
which ACL statement does a router consider the
packet to have matched?

1. First
2, Second

3. Third

4. Implied deny at the end of the ACL

6. Which of the following access-list commands
matches all packets sent from hosts in subnet
172.16.4.0/237

access-list 1 permit 172.16.0.5 0.0.255.0

access-list 1 permit 172.16.4.0 0.0.1.255

access-list 1 permit 172.16.5.0
access-list 1 permit 172.16.5.0 0.0.0.127

B W N

Answers to the “Do I Know This Already?” quiz:
1A C

2A,D

3D

4 E

5A

6B

Foundation Topics

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



IPV4 ACCESS CONTROL LIST BASICS

IPv4 access control lists (IP ACL) give network
engineers a way to identify different types of packets. To
do so, the ACL configuration lists values that the router
can see in the IP, TCP, UDP, and other headers. For
example, an ACL can match packets whose source IP
address is 1.1.1.1, or packets whose destination IP
address is some address in subnet 10.1.1.0/24, or
packets with a destination port of TCP port 23 (Telnet).

IPv4 ACLs perform many functions in Cisco routers,
with the most common use as a packet filter. Engineers
can enable ACLs on a router so that the ACL sits in the
forwarding path of packets as they pass through the
router. After it is enabled, the router considers whether
each IP packet will either be-discarded or-allowed to
continue as if the ACL did not exist.

However, ACLs can be used for many other I0S features
as well. As an example, ACLs can be used to match
packets for applying Quality of Service (QoS) features.
QoS allows a router to give some packets better service,
and other packets worse service. For example, packets
that hold digitized voice need to have very low delay, so
ACLs can match voice packets, with QoS logic in turn
forwarding voice packets more quickly than data
packets.

This first section introduces IP ACLs as used for packet
filtering, focusing on these aspects of ACLs: the
locations and direction in which to enable ACLs,
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matching packets by examining headers, and taking
action after a packet has been matched.

ACL Location and Direction

Cisco routers can apply ACL logic to packets at the point
at which the IP packets enter an interface, or the point
at which they exit an interface. In other words, the ACL
becomes associated with an interface and for a direction
of packet flow (either in or out). That is, the ACL can be
applied inbound to the router, before the router makes
its forwarding (routing) decision, or outbound, after the
router makes its forwarding decision and has
determined the exit interface to use.

The arrows in Figure 2-1. show the locations at which
you could filter packets flowing left to right in the
topology. For example, imagine that you wanted to allow
packets sent by host A to server S1, but to discard
packets sent by host B to server Si. Each arrowed line
represents a location and direction at which a router
could apply an ACL, filtering the packets sent by host B.
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Figure 2-1 Locations to Filter Packets from Hosts A
and B Going Toward Server S1

The four arrowed lines in the figure point out the
location and direction for the router interfaces used to
forward the packet from host B-to server Si. In this
particular example, those interfaces and direction are
inbound on R1’s Fo/o0 interface, outbound on R1’s
So/0/o0 interface, inbound on R2’s S0/0/1 interface, and
outbound on R2’s Fo/o interface. If, for example, you
enabled an ACL on R2’s Fo/1 interface, in either
direction, that ACL could not possibly filter the packet
sent from host B to server S1, because R2’s Fo/1
interface is not part of the route from B to Si.

Key

In short, to filter a packet, you must enable an ACL on
an interface that processes the packet, in the same
direction the packet flows through that interface.
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When enabled, the router then processes every inbound
or outbound IP packet using that ACL. For example, if
enabled on R1 for packets inbound on interface Fo/o, R1
would compare every inbound IP packet on Fo/o to the
ACL to decide that packet’s fate: to continue unchanged
or to be discarded.

Matching Packets

When you think about the location and direction for an
ACL, you must already be thinking about what packets
you plan to filter (discard), and which ones you want to
allow through. To tell the router those same ideas, you
must configure the router with an IP ACL that matches
packets. Matching packetsrefers to how to configure
the ACL commands to look at each packet; listing how to
identify which packets should be discarded and which
should be allowed through.

Each IP ACL consists of one or more configuration
commands, with each command listing details about
values to look for inside a packet’s headers. Generally,
an ACL command uses logic like “look for these values
in the packet header, and if found, discard the packet.”
(The action could instead be to allow the packet, rather
than discard.) Specifically, the ACL looks for header
fields you should already know well, including the
source and destination IP addresses, plus TCP and UDP
port numbers.
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For example, consider an example with Figure 2-2, in
which you want to allow packets from host A to server
S1, but to discard packets from host B going to that same
server. The hosts all now have IP addresses, and the
figure shows pseudocode for an ACL on R2. Figure 2-2
also shows the chosen location to enable the ACL:
inbound on R2’s So/0/1 interface.

4 sIP=10111 P>
10.1.1.1
A
[ a
— B
|
— W@W““)% Fo/0
(8] S0/0/
=/
10112
1)11S-IP=10.111.1, Allow
4 sIP=10112 > 2)IfS_IP=10.1.1.2, Discard

Figure 2-2 Pseudocode to Demonstrate ACL
Command-Matching Logic

Figure 2-2 shows a two-line ACL in a rectangle at the
bottom, with simple matching logic: both statements
just look to match the source IP address in the packet.
When enabled, R2 looks at every inbound IP packet on
that interface and compares each packet to those two
ACL commands. Packets sent by host A (source IP
address 10.1.1.1) are allowed through, and those sourced
by host B (source IP address 10.1.1.2) are discarded.
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Taking Action When a Match Occurs

When using IP ACLs to filter packets, only one of two
actions can be chosen. The configuration commands use
the keywords deny and permit, and they mean
(respectively) to discard the packet or to allow it to keep
going as if the ACL did not exist.

This book focuses on using ACLs to filter packets, but
I0S uses ACLs for many more features. Those features
typically use the same matching logic. However, in other
cases, the deny or permit keywords imply some other
action.

Types of IP ACLs

Cisco IOS has supported IP ACLs since the-early days of
Cisco routers. Beginning with the original standard
numbered IP ACLs in the early days of IOS, which could
enable the logic shown earlier around Figure 2-2, Cisco
has added many ACL features, including the following:

e Standard numbered ACLs (1—99)

e Extended numbered ACLs (100—199)

e Additional ACL numbers (1300—1999 standard, 2000—2699
extended)

* Named ACLs
e Improved editing with sequence numbers
This chapter focuses solely on standard numbered IP

ACLs, while the next chapter discusses the other three
primary categories of IP ACLs. Briefly, IP ACLs will be
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either numbered or named in that the configuration
identifies the ACL either using a number or a name.
ACLs will also be either standard or extended, with
extended ACLs having much more robust abilities in
matching packets. Figure 2-3 summarizes the big ideas
related to categories of IP ACLs.

Ke

Standard Standard Standard: Matching
Numbered Named - Source |IP

Extended Extended Extended: Matching
Numbered Named - Source & Dest. IP
- Source & Dest. Port
- Others
Numbered: Named:
- ID with Number - ID with Name

- Global Commands | | - Subcommands

Figure 2-3 Comparisons of IP ACL Types

STANDARD NUMBERED IPV4 ACLS

The title of this section serves as a great introduction, if
you can decode what Cisco means by each specific word.
This section is about a type of Cisco filter (ACL) that
matches only the source IP address of the packet
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(standard), is configured to identify the ACL using
numbers rather than names (numbered), and looks at
IPv4 packets.

This section examines the particulars of standard
numbered IP ACLs. First, it examines the idea that one
ACLis a list and what logic that list uses. Following that,
the text closely looks at how to match the source IP
address field in the packet header, including the syntax
of the commands. This section ends with a complete
look at the configuration and verification commands to
implement standard ACLs.

List Logic with IP ACLs

A single ACL is botha single entity and, at the same
time, a list of one or more configuration commands. As
a single entity, the configuration enables the entire ACL
on an interface, in a specific direction, as shown earlier
in Figure 2-1. As a list of commands, each command has
different matching logic that the router must apply to
each packet when filtering using that ACL.

When doing ACL processing, the router processes the
packet, compared to the ACL, as follows:

Key

Topic
ACLs use first-match logic. Once a packet matches
one line in the ACL, the router takes the action listed
in that line of the ACL and stops looking further in
the ACL.
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To see exactly what that means, consider the example
built around Figure 2-4. The figure shows an example
ACL 1 with three lines of pseudocode. This example
applies ACL 1 on R2’s S0/0/1 interface, inbound (the
same location as in earlier Figure 2-2).

10.1.1.1
= |
B

J—'f—

S0/0/0

A
- E
.
FO0 Fop |

S0/0

ACL 1 Pseudocode
.] If Source = 10.1.1.1 Permit
=Y If Source = 10.1.1.x Deny

If Source = 10.xxx Permit

101.1.2

10333

Figure 2-4 Backdrop for.Discussion of List Process
with IP ACLs

Consider the first-match ACL logic for a packet sent by
host A to server Si. The source IP address will be
10.1.1.1, and it will be routed so that it enters R2’s
So/0/1 interface, driving R2’s ACL 1 logic. R2 compares
this packet to the ACL, matching the first item in the list
with a permit action. So this packet should be allowed
through, as shown in Figure 2-5, on the left.
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Host A Host B Host C

SIP=101.11 > 3 SIP=101.12 > 3 5IP=10333 >

JfSource =10.1.1.1 Permit ~ QIf Source = 10.1.1.1 Permit ~ © If Source = 10.1.1.1 Permit
I Source = 10110 Deny |/ IFSource=10.1.1.xDeny @ If Source = 10.1.1. Deny
If Source = 10.x.x.x Permit I Source = 10xxx Permit |/ If Source = 10.X.x.x Permit

Legend:

S_IP Source IP Address
J/ Examined and matched

( Examined and not matched

Figure 2-5 ACL Items Compared for Packets from
Hosts A, B, and C in Figure 2-4

Next, consider a packet sent by host B, source IP address
10.1.1.2. When the packet enters R2’s S0/0/1 interface,
R2 compares the packet to ACL 1’s first statement and
does not make a match (10.1.1.1 is not equal to 10.1.1.2).
R2 then moves to the second statement, which requires
some clarification. The ACL pseudocode, back in Figure
2-4, shows 10.1.1.x, which is meant to be shorthand that
any value can exist in the last octet. Comparing only the
first three octets, R2 decides that this latest packet does
have a source IP address that begins with the first three
octets 10.1.1, so R2 considers that to be a match on the
second statement. R2 takes the listed action (deny),
discarding the packet. R2 also stops ACL processing on
the packet, ignoring the third line in the ACL.
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Finally, consider a packet sent by host C, again to server
S1. The packet has source IP address 10.3.3.3, so when it
enters R2’s S0/0/1 interface and drives ACL processing
on R2, R2 looks at the first command in ACL 1. R2 does
not match the first ACL command (10.1.1.1 in the
command is not equal to the packet’s 10.3.3.3). R2 looks
at the second command, compares the first three octets
(10.1.1) to the packet source IP address (10.3.3), and still
finds no match. R2 then looks at the third command. In
this case, the wildcard means ignore the last three octets
and just compare the first octet (10), so the packet
matches. R2 then takes the listed action (permit),
allowing the packet to keep going.

This sequence of processing an ACL as a list happens for
any type of IOS ACL: TP, other protocols, standard or
extended, named or numbered.

Finally, if a packet does not match any of the items in
the ACL, the packet is discarded. The reason is that
every IP ACL has a deny all statement implied at the
end of the ACL. It does not exist in the configuration,
but if a router keeps searching the list, and no match is
made by the end of the list, IOS considers the packet to
have matched an entry that has a deny action.

Matching Logic and Command
Syntax

Standard numbered IP ACLs use the following global
command:
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Click here to view code image

access-list {1-99 | 1300-1999} {permit | deny} matchi

»

Each standard numbered ACL has one or more access-
list commands with the same number, any number
from the ranges shown in the preceding line of syntax.
(One number is no better than the other.) IOS refers to
each line in an ACL as an Access Control Entry (ACE),
but many engineers just call them ACL statements.

Besides the ACL number, each access-list command
also lists the action (permit or deny), plus the
matching logic. The rest of this section examines how to
configure the matching parameters, which, for standard
ACLs, means that you ean/only match:the source IP
address or portions of the source TP address using
something called an ACL wildcard mask.

Matching the Exact IP Address

To match a specific source IP address, the entire IP
address, all you have to do is type that IP address at the
end of the command. For example, the previous
example uses pseudocode for “permit if source =
10.1.1.1.” The following command configures that logic
with correct syntax using ACL number 1:

access-list 1 permit 10.1.1.1

Matching the exact full IP address is that simple.
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In earlier IOS versions, the syntax included a host
keyword. Instead of simply typing the full IP address,
you first typed the host keyword and then the IP
address. Note that in later IOS versions, if you use the
host keyword, IOS accepts the command but then
removes the keyword.

Click here to view code image

access-list 1 permit host 10.1.1.1

Matching a Subset of the Address with Wildcards

Often, the business goals you want to implement with
an ACL do not match a single particular IP address, but
rather a range of IP addresses. Maybe you want to
match all IP addresses in'a subnet. Maybe you want to
match all IP addresses in a range of subnets. Regardless,
you want to check for more than one IP address in a
range of addresses.

I0S allows standard ACLs to match a range of addresses
using a tool called a wildcard mask. Note that this is not
a subnet mask. The wildcard mask (which this book
abbreviates as WC mask) gives the engineer a way to tell
IOS to ignore parts of the address when making
comparisons, essentially treating those parts as
wildcards, as if they already matched.

You can think about WC masks in decimal and in
binary, and both have their uses. To begin, think about
WC masks in decimal, using these rules:
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Key

Topic
Decimal o: The router must compare this octet as
normal.

Decimal 255: The router ignores this octet,
considering it to already match.

Keeping these two rules in mind, consider Figure 2-6,
which demonstrates this logic using three different but
popular WC masks: one that tells the router to ignore
the last octet, one that tells the router to ignore the last
two octets, and one that tells the router to ignore the
last three octets.

10. 1. 2.4 gl Of 0 (28 OfF Of
. s =2 1 10% J1™ ._ 10 . ) .
1 P 1 P41

0. 0. 0.25 0. 0.2565.25 0 .255.255.255

255 = Ignore

Figure 2-6 Logic for WC Masks 0.0.0.255,
0.0.255.255, and 0.255.255.255

All three examples in the boxes of Figure 2-6 show two
numbers that are clearly different. The WC mask causes
I0S to compare only some of the octets, while ignoring
other octets. All three examples result in a match,
because each wildcard mask tells IOS to ignore some
octets. The example on the left shows WC mask
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0.0.0.255, which tells the router to treat the last octet as
a wildcard, essentially ignoring that octet for the
comparison. Similarly, the middle example shows WC
mask 0.0.255.255, which tells the router to ignore the
two octets on the right. The rightmost case shows WC
mask 0.255.255.255, telling the router to ignore the last
three octets when comparing values.

To see the WC mask in action, think back to the earlier
example related to Figure 2-4 and Figure 2-5. The
pseudocode ACL in those two figures used logic that can
be created using a WC mask. As a reminder, the logic in
the pseudocode ACL in those two figures included the
following:

Line 1: Match and permit all packets with a source
address of exactly 10.1.1.1.

Line 2: Match and deny all packets with source
addresses with first three octets 10.1.1.

Line 3: Match and permit all addresses with first
single octet 10.

Figure 2-7 shows the updated version of Figure 2-4, but
with the completed, correct syntax, including the WC
masks. In particular, note the use of WC mask 0.0.0.255
in the second command, telling R2 to ignore the last
octet of the number 10.1.1.0, and the WC mask
0.255.255.255 in the third command, telling R2 to
ignore the last three octets in the value 10.0.0.0.
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[access—list 1 permit 10.1.1.1 ]

access-list 1 deny 10.1.1.0 0.0.0.255
access-list 1 permit 10.0.0.0 0.255.255.255
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Figure 2-7 Syntactically Correct ACL Replaces
Pseudocode from Figure 2-4

Finally, note that when using a WC mask, the access-
list command’s loosely defined source parameter
should be a 0 in any octets where the WC mask is a 255.
I0S will specify a source address to be o for the parts
that will be ignored, even if nonzero values were
configured.

Binary Wildcard Masks

Wildcard masks, as dotted-decimal number (DDN)
values, actually represent a 32-bit binary number. As a
32-bit number, the WC mask actually directs the
router’s logic bit by bit. In short, a WC mask bit of 0
means the comparison should be done as normal, but a
binary 1 means that the bit is a wildcard and can be
ignored when comparing the numbers.

Thankfully, for the purposes of CCNA study, and for
most real-world applications, you can ignore the binary
WC mask. Why? Well, we generally want to match a
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range of addresses that can be easily identified by a
subnet number and mask, whether it be a real subnet, or
a summary route that groups subnets together. If you
can describe the range of addresses with a subnet
number and mask, you can find the numbers to use in
your ACL with some simple decimal math, as discussed
next.

Note

If you really want to know the binary mask logic,
take the two DDN numbers the ACL will compare
(one from the access-list command and the other
from the packet header) and convert both to binary.
Then, also convert-the WC mask to binary. Compare
the first two binary numbers bit by bit, but also
ignore any bits for which the WC mask happens to
list a binary 1, because that tells you to ignore the
bit. If all the bits you checked are equal, it’s a match!

Finding the Right Wildcard Mask to Match a Subnet

In many cases, an ACL needs to match all hosts in a
particular subnet. To match a subnet with an ACL, you
can use the following shortcut:

Ke

e Use the subnet number as the source value in the access-list
command.
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e Use a wildcard mask found by subtracting the subnet mask from
255.255.255.255.

For example, for subnet 172.16.8.0 255.255.252.0, use
the subnet number (172.16.8.0) as the address
parameter, and then do the following math to find the
wildcard mask:

255.255.255.255
— 255.255.252.0

0. 0. 3.255

Continuing this example, a completed command for this
same subnet would be as follows:

Click here to view code image

access-list 1 permit 172.16.8.0 0.0.3.255

The section “Practice Applying Standard IP ACLs” gives
you a chance to practice matching subnets when
configuring ACLs.

Matching Any/All Addresses

In some cases, you will want one ACL command to
match any and all packets that reach that point in the
ACL. First, you have to know the (simple) way to match
all packets using the any keyword. More importantly,
you need to think about when to match any and all
packets.
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First, to match any and all packets with an ACL
command, just use the any keyword for the address. For
example, to permit all packets:

access-list 1 permit any

So, when and where should you use such a command?
Remember, all Cisco IP ACLs end with an implicit deny
any concept at the end of each ACL. That is, if a router
compares a packet to the ACL, and the packet matches
none of the configured statements, the router discards
the packet. Want to override that default behavior?
Configure a permit any at the end of the ACL.

You might also want te-explicitly configure a command
to deny all traffic (for example, aceess-list 1 deny any)
at the end of an ACL. Why, when the same logic already
sits at the end of the ACL anyway? Well, the ACL show
commands list counters for the number of packets
matched by each command in the ACL, but there is no
counter for that implicit deny any concept at the end of
the ACL. So, if you want to see counters for how many
packets are matched by the deny any logic at the end of
the ACL, configure an explicit deny any.

Implementing Standard IP ACLs

This chapter has already introduced all the
configuration steps in bits and pieces. This section
summarizes those pieces as a configuration process. The
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process also refers to the access-list command, whose
generic syntax is repeated here for reference:

Click here to view code image

access-list access-list-number {deny | permit} source

4

Key
Topic
Step 1. Plan the location (router and interface) and
direction (in or out) on that interface:

A. Standard ACLs should be placed near to the
destination of the packets so that they do
not unintentionally discard packets that
should not be discarded.

B. Because standard ACLs can-only match a
packet’s source IP address, identify the
source IP addresses of packets as they go in
the direction that the ACL is examining.

Step 2. Configure one or more access-list global
configuration commands to create the ACL,
keeping the following in mind:

A. The list is searched sequentially, using

first-match logic.

B. The default action, if a packet does not
match any of the access-list commands, is
to deny (discard) the packet.
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Step 3. Enable the ACL on the chosen router
interface, in the correct direction, using the ip
access-group number {in | out} interface
subcommand.

The rest of this section shows a couple of examples.

Standard Numbered ACL Example 1

The first example shows the configuration for the same
requirements demonstrated with Figure 2-4 and Figure
2-5. Restated, the requirements for this ACL are as
follows:

1. Enable the ACL inbound on R2’s So/0/1 interface.
2. Permit packets coming from host A.
3. Deny packets coming from-other hosts in host A’s subnet.

4. Permit packets coming from any other address in Class A network
10.0.0.0.

5. The original example made no comment about what to do by default,
so simply deny all other traffic.

Example 2-1 shows a completed correct configuration,

starting with the configuration process, followed by
output from the show running-config command.

Example 2-1 Standard Numbered ACL Example 1
Configuration

Click here to view code image

R2# configure terminal

Enter configuration commands, one per line. End witl
R2 (config)# access-list 1 permit 10.1.1.1

R2 (config) # access-1list 1 deny 10.1.1.0 0.0.0.255
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R2 (config)# access-list 1 permit 10.0.0.0 0.255.255
R2 (config) # interface S0/0/1

R2 (config-if) # ip access-group 1 in

R2 (config-if) # ~Z

R2# show running-config

! Lines omitted for brevity

access-1list 1 permit 10.1.1.1
access-1list 1 deny 10.1.1.0 0.0.0.255
access-list 1 permit 10.0.0.0 0.255.255.255

First, pay close attention to the configuration process at
the top of the example. Note that the access-list
command does not change the command prompt from
the global configuration mode prompt, because the
access-list command is a global configuration
command. Then, compare that to the output of the
show running-config command: the details are
identical compared to the commands that were added in
configuration mode. Finally, make sure to note the ip
access-group 1 in command, under R2’s So/0/1
interface, which enables the ACL logic (both location
and direction).

Example 2-2 lists some output from Router R2 that
shows information about this ACL. The show ip
access-lists command lists details about IPv4 ACLs
only, while the show access-lists command lists
details about IPv4 ACLs plus any other types of ACLs
that are currently configured; for example, IPv6 ACLs.
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Example 2-2 ACL show Commands on R2

Click here to view code image

R2# show ip access-lists
Standard IP access list 1
10 permit 10.1.1.1 (107 matches)
20 deny 10.1.1.0, wildcard bits 0.0.0.255 (4 1
30 permit 10.0.0.0, wildcard bits 0.255.255.255
R2# show access-lists

o

Standard IP access list 1
10 permit 10.1.1.1 (107 matches)
20 deny 10.1.1.0, wildcard bits 0.0.0.255 (4 1
30 permit 10.0.0.0, wildcard bits 0.255.255.255
R2# show ip interface s0/0/1

(@)

Serial0/0/1 is up, line protocol is up
Internet address is 10.1.2.2/24
Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500 bytes
Helper address-is-not-set
Directed broadcast forwarding is disabled
Multicast reserved groups joined: 224.0.0.9
Outgoing access list is not set
Inbound access list is 1

! Lines omitted for brevity

The output of these commands shows two items of note.
The first line of output in this case notes the type
(standard) and the number. If more than one ACL
existed, you would see multiple stanzas of output, one
per ACL, each with a heading line like this one. Next,
these commands list packet counts for the number of
packets that the router has matched with each
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command. For example, 107 packets so far have
matched the first line in the ACL.

Finally, the end of the example lists the show ip
interface command output. This command lists,
among many other items, the number or name of any IP
ACL enabled on the interface per the ip access-group
interface subcommand.

Standard Numbered ACL Example 2

For the second example, use Figure 2-8, and imagine
your boss gives you some requirements hurriedly in the
hall. At first, he tells you he wants to filter packets going
from the servers on the right toward the clients on the
left. Then, he says he wants you to allow access for hosts
A, B, and other hosts in their same subnet to server Si,
but deny access to that serverto-the hostsin host C’s
subnet. Then, he tells you that, additionally, hosts in
host A’s subnet should be denied access to server S2, but
hosts in host C’s subnet should be allowed access to
server S2—all by filtering packets going right to left only.
He then tells you to put the ACL inbound on R2’s Fo/0
interface.

10.1.1,1/24 1%%1
_— i _
— T S0/0/0 oo | =

S0/0/1
— _H_FOM _
10.1,1.2/24 | —

[c]

= 10333 10222
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Figure 2-8 Standard Numbered ACL Example 2

If you cull through all the boss’s comments, the
requirements might be reduced to the following;:

1. Enable the ACL inbound on R2’s Fo/0 interface.

Permit packets from server S1 going to hosts in A’s subnet.

N

Deny packets from server S1 going to hosts in C’s subnet.
Permit packets from server S2 going to hosts in C’s subnet.

Deny packets from server S2 going to hosts in A’s subnet.

S oo ko

(There was no comment about what to do by default; use the implied
deny all default.)

As it turns out, you cannot do everything your boss
asked with a standard ACL. For example, consider the
obvious command for requirement number 2: access-
list 2 permit 10.2.2.1. That permits all traffic whose
source IP is 10.2.2.1 (server S1). The very next
requirement asks you to filter (deny) packets sourced
from that same IP address! Even if you added another
command that checked for source IP address 10.2.2.1,
the router would never get to it, because routers use
first-match logic when searching the ACL. You cannot
check both the destination and source IP address,
because standard ACLs cannot check the destination IP
address.

To solve this problem, you should get a new boss! No,
seriously, you have to rethink the problem and change
the rules. In real life, you would probably use an
extended ACL instead, which lets you check both the
source and destination IP address.
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For the sake of practicing another standard ACL,
imagine your boss lets you change the requirements.
First, you will use two outbound ACLs, both on Router
R1. Each ACL will permit traffic from a single server to
be forwarded onto that connected LAN, with the
following modified requirements:

1. Using an outbound ACL on R1’s Fo/o0 interface, permit packets from

server S1, and deny all other packets.

2. Using an outbound ACL on R1’s Fo/1 interface, permit packets from
server S2, and deny all other packets.

Example 2-3 shows the configuration that completes
these requirements.

Example 2-3 Alternative Configuration in Router R1

Click here to view code image

access—-list 2 remark This ACL permits server Sl tra
access—-list 2 permit 10.2.2.1
!
access-list 3 remark This ACL permits server S2 tra
access-list 3 permit 10.2.2.2
!
interface F0/0
ip access—-group 2 out
!
interface F0/1

ip access-group 3 out

As highlighted in the example, the solution with ACL
number 2 permits all traffic from server S1, with that
logic enabled for packets exiting R1’s Fo/o interface. All
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other traffic will be discarded because of the implied
deny all at the end of the ACL. In addition, ACL 3
permits traffic from server S2, which is then permitted
to exit R1’s Fo/1 interface. Also, note that the solution
shows the use of the access-list remark parameter,
which allows you to leave text documentation that stays
with the ACL.

Note

When routers apply an ACL to filter packets in the
outbound direction, as shown in Example 2-3, the
router checks packets that it routes against the ACL.
However, a router does not filter packets that the
router itself creates-with an outbound ACL.
Examples of those packets include routing protocol
messages and packets sent by the ping and
traceroute commands on that router.

Troubleshooting and Verification Tips

Troubleshooting IPv4 ACLs requires some attention to
detail. In particular, you have to be ready to look at the
address and wildcard mask and confidently predict the
addresses matched by those two combined parameters.
The upcoming practice problems a little later in this
chapter can help prepare you for that part of the work.
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But a few other tips can help you verify and
troubleshoot ACL problems on the exams as well.

First, you can tell if the router is matching packets or
not with a couple of tools. Example 2-2 already showed
that IOS keeps statistics about the packets matched by
each line of an ACL. In addition, if you add the log
keyword to the end of an access-list command, I0OS
then issues log messages with occasional statistics
about matches of that particular line of the ACL. Both
the statistics and the log messages can be helpful in
deciding which line in the ACL is being matched by a
packet.

For example, Example 2-4 shows an updated version of
ACL 2 from Example 2-3, this time with the log
keyword added. The bottom of the example then shows
a typical log message, this one showing the resulting
match based on a packet with source IP address 10.2.2.1
(as matched with the ACL), to destination address
10.1.1.1.

Example 2-4 Creating Log Messages for ACL Statistics

Click here to view code image

R1# show running-config

! 1lines removed for brevity

access-list 2 remark This ACL permits server Sl tra
access-list 2 permit 10.2.2.1 log

!

interface F0/0

ip access-group 2 out
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R1#
Feb 4 18:30:24.082: $SEC-6-IPACCESSLOGNP: list 2 pe:
packet

When you troubleshoot an ACL for the first time, before
getting into the details of the matching logic, take the
time to think about both the interface on which the ACL
is enabled and the direction of packet flow. Sometimes,
the matching logic is perfect—but the ACL has been
enabled on the wrong interface, or for the wrong
direction, to match the packets as configured for the
ACL.

For example, Figure 2-9 repeats the same ACL shown
earlier in Figure 2-7. The first line of that ACL matches
the specific host address 10.1.1.1. If that ACL exists on
Router R2, placing that ACL as an inbound ACL on R2’s
So/0/1 interface can work, because packets sent by host
10.1.1.1—on the left side of the figure—can enter R2’s
So/0/1 interface. However, if R2 enables ACL 1 on its
Fo/o interface, for inbound packets, the ACL will never
match a packet with source IP address 10.1.1.1, because
packets sent by host 10.1.1.1 will never enter that
interface. Packets sent by 10.1.1.1 will exit R2’s Fo/0
interface, but never enter it, just because of the network
topology.
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ACL 1

[access-list 1 permit 10.1.1.1 ]

access-list 1 deny 10.1.1.0 0.0.0.255
access-list 1 permit 10.0.0.0 0.255.255.255

_ S0/0/ Fo/0

— [Fo0 Bl Qe .

— _rl_F0f1 1‘ T

10.1.1.2 .l Can Match Cannot Match
"'q10333 10.1.1.1 10.1.1.1

Figure 2-9 Example of Checking the Interface and
Direction for an ACL

PRACTICE APPLYING STANDARD IP ACLS

Some CCNA topics, like ACLs, simply require more drills
and practice than others. ACLs require you to think of
parameters to match ranges of numbers, and that of
course requires some use of math and some use of
processes.

This section provides some practice problems and tips,
from two perspectives. First, this section asks you to
build one-line standard ACLs to match some packets.
Second, this section asks you to interpret existing ACL
commands to describe what packets the ACL will match.
Both skills are useful for the exams.

Practice Building access-list
Commands
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In this section, practice getting comfortable with the
syntax of the access-list command, particularly with
choosing the correct matching logic. These skills will be
helpful when reading about extended and named ACLs
in the next chapter.

First, the following list summarizes some important tips
to consider when choosing matching parameters to any
access-list command:

Ke

e To match a specific address, just list the address.

e To match any and all addresses, use the any keyword.

e To match based only on the first one, two, or three octets of an
address, use the 0.255.255.255, 0.0.255.255, and 0.0.0.255 WC
masks, respectively. Also, make the source (address) parameter have
os in the wildcard octets (those octets with 255 in the wildcard
mask).

¢ To match a subnet, use the subnet ID as the source, and find the WC
mask by subtracting the DDN subnet mask from 255.255.255.255.

Table 2-2 lists the criteria for several practice problems.
Your job: Create a one-line standard ACL that matches
the packets. The answers are listed in the section
“Answers to Earlier Practice Problems,” later in this
chapter.

Table 2-2 Building One-Line Standard ACLs:
Practice

Problem Criteria
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1 Packets from 172.16.5.4

2 Packets from hosts with 192.168.6 as the first three
octets

3 Packets from hosts with 192.168 as the first two
octets

4 Packets from any host

5 Packets from subnet 10.1.200.0/21

6 Packets from subnet 10.1.200.0/27

7 Packets from subnet 172.20.112.0/23

8 Packets from subnet 172.20.112.0/26

9 Packets from subnet192.168.9.64/28

10 Packets from subnet 192.168.9.64/30

Reverse Engineering from ACL to
Address Range

In some cases, you may not be creating your own ACL.
Instead, you may need to interpret some existing
access-list commands. To answer these types of
questions on the exams, you need to determine the
range of IP addresses matched by a particular
address/wildcard mask combination in each ACL
statement.
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Under certain assumptions that are reasonable for
CCNA certifications, calculating the range of addresses
matched by an ACL can be relatively simple. Basically,
the range of addresses begins with the address
configured in the ACL command. The range of addresses
ends with the sum of the address field and the wildcard
mask. That’s it.

For example, with the command access-list 1 permit
172.16.200.0 0.0.7.255, the low end of the range is
simply 172.16.200.0, taken directly from the command
itself. Then, to find the high end of the range, just add
this number to the WC mask, as follows:

172.16.200.0

+0. 0. 7.255

172.16.207.255

For this last bit of practice, look at the existing access-
list commands in Table 2-3. In each case, make a
notation about the exact IP address, or range of IP
addresses, matched by the command.

Table 2-3 Finding IP Addresses/Ranges Matching
by Existing ACLs

ProblemCommands for Which to Predict the Source Address
Range

1 access-list 1 permit 10.7.6.5

2 access-list 2 permit 192.168.4.0 0.0.0.127
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Range
3 access-list 3 permit 192.168.6.0 0.0.0.31
4 access-list 4 permit 172.30.96.0 0.0.3.255
5 access-list 5 permit 172.30.96.0 0.0.0.63
6 access-list 6 permit 10.1.192.0 0.0.0.31
7 access-list 7 permit 10.1.192.0 0.0.1.255
8 access-list 8 permit 10.1.192.0 0.0.63.255

Interestingly, IOS lets the CLI user type an access-list
command in configuration mode, and I0S will
potentially change the address parameter before placing
the command into the running-config file. This process
of just finding the range of addresses matched by the
access-list command expects that the access-list
command came from the router, so that any such
changes were complete.

The change I0OS can make with an access-list
command is to convert to 0 any octet of an address for
which the wildcard mask’s octet is 255. For example,
with a wildcard mask of 0.0.255.255, IOS ignores the
last two octets. IOS expects the address field to end with
two o0s. If not, IOS still accepts the access-list
command, but IOS changes the last two octets of the
address to 0s. Example 2-5 shows an example, where
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the configuration shows address 10.1.1.1, but wildcard
mask 0.0.255.255.

Example 2-5 I0S Changing the Address Field in an
access-list Command

Click here to view code image

R2# configure terminal
Enter configuration commands, one per line. End witl
R2 (config)# access-list 21 permit 10.1.1.1 0.0.255.:
R2 (config) # *2
R2#
R2# show ip access-lists
Standard IP access list 21
10 permit 10.1.0.0, wildcard bits 0.0.255.255

The math to find the range of addresses relies on the
fact that either the command is fully correct or that IOS
has already set these address octets to 0, as shown in
the example.

Note

The most useful WC masks, in binary, do not
interleave 0s and 1s. This book assumes the use of
only these types of WC masks. However, Cisco I0S
allows WC masks that interleave os and 1s, but
using these WC masks breaks the simple method of
calculating the range of addresses. As you progress
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through to CCIE studies, be ready to dig deeper to
learn how to determine what an ACL matches.

Chapter Review

One key to doing well on the exams is to perform

repetitive spaced review sessions. Review this chapter’s
material using either the tools in the book or interactive

tools for the same material found on the book’s

companion website. Refer to the “Your Study Plan”
element for more details. Table 2-4 outlines the key

review elements and where you can find them. To better

track your study progress, record when you completed

these activities in the second column.

Table 2-4 Chapter Review Tracking

Review Element

Review

Date(s)

Resource
Used

tables

Review key topics Book, website
Review key terms Book, website
Repeat DIKTA Book, PTP
questions

Review command Book
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REVIEW ALL THE KEY TOPICS
Table 2-5 Key Topics for Chapter 2

Ke

Key Description

Topic

Element

Paragraph | Summary of the general rule of the 27
location and direction for an ACL

Figure 2-3 | Summary of four main categories of 29
IPv4 ACLs in Cisco I0S

Paragraph | Summary of first-match logic used by | 29

all ACLs

List Wildcard mask logic for decimal o 32
and 255

List Wildcard mask logic to match a 33
subnet

List Steps to plan and implement a 34
standard IP ACL

List Tips for creating matching logic for 39

the source address field in the
access-list command

KEY TERMS YOU SHOULD KNOW

standard access list
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wildcard mask

ADDITIONAL PRACTICE FOR THIS
CHAPTER’S PROCESSES

For additional practice with analyzing subnets, you may
do the same set of practice problems using your choice
of tools:

Application: Use the two ACL practice exercise
applications listed on the companion website.

PDF: Alternatively, practice the same problems
found in these apps using online Appendix E,
“Practice for Chapter 2: Basic IPv4 Access Control
Lists.”

COMMAND REFERENCES

Tables 2-6 and 2-7 list configuration and verification
commands used in this chapter. As an easy review
exercise, cover the left column in a table, read the right
column, and try to recall the command without looking.
Then repeat the exercise, covering the right column, and
try to recall what the command does.

Table 2-6 Chapter 2 Configuration Command

Reference

Command Description
access-list access-list- Global command for standard
number {deny | numbered access lists. Use a

permit} source [source- | number between 1 and 99 or 1300
wildcard] [log] and 1999, inclusive.
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Command Description

access-list access-list- Command that defines a remark to
number remark text help you remember what the ACL is
supposed to do.

ip access-group Interface subcommand to enable
number {in | out} access lists.

Table 2-7 Chapter 2 EXEC Command Reference

Command Description

show ip interface [type Includes a reference to the

number] access lists enabled on the
interface

show access-lists [access- Shows details of configured

list-number | access-list- access lists for all protocols

name]

show ip access-lists Shows IP access lists

[access-list-number | access-

list-name]

ANSWERS TO EARLIER PRACTICE
PROBLEMS

Table 2-8 lists the answers to the problems listed earlier
in Table 2-2.
Table 2-8 Building One-Line Standard ACLs:

Answers
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1 access-list 1 permit 172.16.5.4
2 access-list 2 permit 192.168.6.0 0.0.0.255
3 access-list 3 permit 192.168.0.0 0.0.255.255
4 access-list 4 permit any
5 access-list 5 permit 10.1.200.0 0.0.7.255
6 access-list 6 permit 10.1.200.0 0.0.0.31
7 access-list 7 permit 172.20.112.0 0.0.1.255
8 access-list 8 permit 172.20.112.0 0.0.0.63
9 access-list 9 permit 192.168.9.64 0.0.0.15
10 access-list 10 permit 192.168.9.64 0.0.0.3
| » )

Table 2-9 lists the answers to the problems listed earlier
in Table 2-3.

Table 2-9 Address Ranges for Problems in Table 2-
3: Answers

Problem Address Range

1 One address: 10.7.6.5

2 192.168.4.0 — 192.168.4.127
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192.168.6.0 — 192.168.6.31

172.30.96.0 — 172.30.99.255

172.30.96.0 — 172.30.96.63

10.1.192.0 — 10.1.192.31

10.1.192.0 — 10.1.193.255

10.1.192.0 — 10.1.255.255
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Chapter 3. Advanced IPv4
Access Control Lists

This chapter covers the following exam topics:
5.0 Security Fundamentals

5.6 Configure and verify access control lists

IPv4 ACLs are either standard or extended ACLs, with
standard ACLs matching only the source IP address, and
extended matching a variety of packet header fields. At
the same time, IP ACLs are either numbered or named.
Figure 3-1 shows the categories and the main features of
each as introduced in the previous chapter.
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Standard: Matching
- Source |P

Extended Extended Extended: Matching
Numbered Named - Source & Dest. IP
- Source & Dest. Port
- Others
Numbered: Named:
- ID with Number - ID with Name

- Global Commands | | - Subcommands

Figure 3-1 Comparisons of IP ACL Types

This chapter discusses the other three categories of
ACLs beyond standard numbered IP ACLs and ends with
a few miscellaneous features to secure Cisco routers and
switches.

“DO | KNOW THIS ALREADY?” QUIZ

Take the quiz (either here or use the PTP software) if
you want to use the score to help you decide how much
time to spend on this chapter. The letter answers are
listed at the bottom of the page following the quiz.
Appendix C, found both at the end of the book as well as
on the companion website, includes both the answers
and explanations. You can also find both answers and
explanations in the PTP testing software.
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Table 3-1 “Do I Know This Already?” Foundation
Topics Section-to-Question Mapping

Foundation Topics Section Questions

Extended IP Access Control Lists | 1—3

Named ACLs and ACL Editing 4—6

1. Which of the following fields cannot be compared
based on an extended IP ACL? (Choose two

answers.)

Protocol

Source IP address
Destination IP address
TOS byte

URL

Filename for FTP transfers

N LI I

2. Which of the following access-list commands
permit packets going from host 10.1.1.1 to all web
servers whose IP addresses begin with 172.16.5?
(Choose two answers.)

1. access-list 101 permit tcp host 10.1.1.1 172.16.5.0
0.0.0.255 €q WWW

2, access-list 1951 permit ip host 10.1.1.1 172.16.5.0 0.0.0.255
eq www

3. access-list 2523 permit ip host 10.1.1.1 eq www 172.16.5.0
0.0.0.255

4. access-list 2523 permit tcp host 10.1.1.1 eq www 172.16.5.0
0.0.0.255

5. access-list 2523 permit tcp host 10.1.1.1 172.16.5.0
0.0.0.255 €q WWwW
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3. Which of the following access-list commands
permits packets going to any web client from all web
servers whose IP addresses begin with 172.16.5?

1. access-list 101 permit tcp host 10.1.1.1 172.16.5.0
0.0.0.255 €q WWwW

2. access-list 1951 permit ip host 10.1.1.1 172.16.5.0 0.0.0.255
eq www

3. access-list 2523 permit tcp any eq www 172.16.5.0
0.0.0.255

4. access-list 2523 permit tcp 172.16.5.0 0.0.0.255 eq www
172.16.5.0 0.0.0.255

5. access-list 2523 permit tcp 172.16.5.0 0.0.0.255 eq www
any

4. In a router running a recent I0S version (at least
version 15.0), an engineer needs to delete the
second line in ACL 1015 which currently has four
commands configured. Which-of the following

options could be used? (Choose two answers.)

1. Delete the entire ACL and reconfigure the three ACL statements
that should remain in the ACL.

2. Delete one line from the ACL using the no access-list... global
command.

3. Delete one line from the ACL by entering ACL configuration mode
for the ACL and then deleting only the second line based on its
sequence number.

4. Delete the last three lines from the ACL from global configuration
mode, and then add the last two statements back into the ACL.

5. Refer to the following command output, which
details an ACL enabled on port Go/o for the
inbound direction. Which answers list a
configuration mode and command that would result
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in the deletion of the line that matches subnet
172.16.1.0/24? (Choose two answers.)

Click here to view code image

show ip access-lists dikta-list
Standard IP access list dikta-list
10 permit 172.16.1.0, wildcard bits 0.0.0.255
20 permit 172.16.2.0, wildcard bits 0.0.0.255
30 permit 172.16.3.0, wildcard bits 0.0.0.255
>

1. In global config mode: no 10

2. In interface Go/0 config mode: no 10

3. In ACL dikta-list config mode: no 10

4. In ACL dikta-list config mode: no permit 172.16.1.0 0.0.0.255

5. In global config mode: no permit 172.16.1.0 0.0.0.255

6. An engineer configures an ACL but forgets to save
the configuration. At that point, which of the
following commands display the configuration of an
IPv4 ACL, including line numbers? (Choose two

answers.)

1. show running-config
2. show startup-config
3. show ip access-lists
4. show access-lists

Answers to the “Do I Know This Already?” quiz:
1EF

2AE

3E

4 A, C
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5CD
6C,D

Foundation Topics

EXTENDED NUMBERED IP ACCESS
CONTROL LISTS

Extended IP access lists have many similarities
compared to the standard numbered IP ACLs discussed
in the previous chapter. Just like standard IP ACLs, you
enable extended access lists on interfaces for packets
either entering or exiting the interface. IOS searches the
list sequentially. Extended ACLs also use first-match
logic, because the router stops the search through the
list as soon as the first statement is matched, taking the
action defined in the first-matched statement. All these
features are also true of standard numbered access lists
(and named ACLSs).

Extended ACLs differ from standard ACLs mostly
because of the larger variety of packet header fields that
can be used to match a packet. One extended ACE (ACL
statement) can examine multiple parts of the packet
headers, requiring that all the parameters be matched
correctly to match that one ACE. That powerful
matching logic makes extended access lists both more
useful and more complex than standard IP ACLs.
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Matching the Protocol, Source IP, and
Destination IP

Like standard numbered IP ACLs, extended numbered
IP ACLs also use the access-list global command. The
syntax is identical, at least up through the permit or
deny keyword. At that point, the command lists
matching parameters, and those differ, of course. In
particular, the extended ACL access-list command
requires three matching parameters: the IP protocol
type, the source IP address, and the destination IP
address.

The IP header’s Protocol field identifies the header that
follows the IP header. Figure 3-2 shows the location of
the IP Protocol field, the concept of it pointing to the
type of header that follows, along with some details of
the IP header for reference.

IP Hiader Next I:Ikeader
9 ! 2 4 4 Variable :
Miscellaneous Protocol| Header |Source IP|Destination : TCF, UDP
Header Type |Checksum | Address | IP Address Optons ICMF
Fields | P EIGRP, IGMP...
Identifies Next Header , $

Figure 3-2 IP Header, with Focus on Required
Fields in Extended IP ACLs

I0S requires that you configure parameters for the three
highlighted parts of Figure 3-2. For the protocol type,
you simply use a keyword, such as tep, udp, or icmp,
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matching IP packets that happen to have a TCP, UDP, or
ICMP header, respectively, following the IP header. Or
you can use the keyword ip, which means “all IPv4
packets.” You also must configure some values for the
source and destination IP address fields that follow;
these fields use the same syntax and options for
matching the IP addresses as discussed in Chapter 2,
“Basic IPv4 Access Control Lists.” Figure 3-3 shows the
syntax.

Ke

LI(iward Lﬂ\tlddress & Wildca[?J

access-list 101 permit le source_IP  dest_IP
+ YFEplus

LCO0m

100- 199 |ip

2000 - 2699  tcp Matching
udp Options
icmp
others...

Figure 3-3 Extended ACL Syntax, with Required
Fields

Note

When matching IP addresses in the source and
destination fields, there is one difference with
standard ACLs: When matching a specific IP
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address, the extended ACL requires the use of the
host keyword. You cannot simply list the IP address
alone.

Table 3-2 lists several sample access-list commands
that use only the required matching parameters. Feel
free to cover the right side and use the table for an
exercise, or just review the explanations to get an idea
for the logic in some sample commands.

Table 3-2 Extended access-list Commands and
Logic Explanations

access-list What It Matches

Statement

access-list 101 Any-IP-packet that has a TCP.header
deny tcp any
any

access-list 101 Any IP packet that has a UDP header
deny udp any
any

access-list 101 Any IP packet that has an ICMP header
deny icmp any

any
access-list 101 All TP packets from host 1.1.1.1 going to
deny ip host host 2.2.2.2, regardless of the header after
1.1.1.1 host the IP header

2.2.2.2

access-list 101 All TP packets that have a UDP header
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deny udp 1.1.1.0
0.0.0.255 any

following the IP header, from subnet
1.1.1.0/24, and going to any destination

The last entry in Table 3-2 helps make an important
point about how IOS processes extended ACLs:

Key

Topic
In an extended ACL access-list command, all the
matching parameters must match the packet for the
packet to match the command.

For example, in that last example from Table 3-2, the
command checks for UDP, a source IP address from
subnet 1.1.1.0/24, and any destination IP address. If a
packet with source IP address 1.1.1:1 were examined, it
would match the source IP address check, but if it had a
TCP header instead of UDP, it would not match this
access-list command. All parameters must match.

Matching TCP and UDP Port
Numbers

Extended ACLs can also examine parts of the TCP and
UDP headers, particularly the source and destination
port number fields. The port numbers identify the
application that sends or receives the data.

The most useful ports to check are the well-known ports
used by servers. For example, web servers use well-
known port 80 by default. Figure 3-4 shows the location
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of the port numbers in the TCP header, following the IP
header.

Key
Toplc
|P Header TCP Header
A A
) 1 2 4 4 Varable 2 2 164
MBEE:L&;;O”S Protocol| Header |Source IP|Destination IP Ontions ISource Dest. Rsf t
Fields 6 (TCP) | Checksum| Address | Address P Port | Port TP

6=TCP A

L%

Figure 3-4 IP Header, Followed by a TCP Header
and Port Number Fields

When an extended ACE-command includes either the
tep or udp keyword, that command can optionally
reference the source and/or destination port. To make
these comparisons, the syntax uses keywords for equal,
not equal, less than, greater than, and for a range of port
numbers. In addition, the command can use either the
literal decimal port numbers or more convenient
keywords for some well-known application ports. Figure
3-5 shows the positions of the source and destination
port fields in the access-list command and these port
number keywords.

Ke
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Matching
access-list 101 permit protocol source_IP source_port dest IP dest_port

tep eq _ eq__
udp ne __ ne __
It__ It__
(i gt__
range __ range __
Legend: [eq: = It < ne: = gt> range:xtoy

Figure 3-5 Extended ACL Syntax with TCP and
UDP Port Numbers Enabled

For example, consider the simple network shown in
Figure 3-6. The FTP server sits on the right, with the
client on the left. The figure shows the syntax of an ACL
that matches the following:

e Packets that include a TCP header
e Packets sent from the client subnet
e Packets sent to the server subnet

e Packets with TCP destination port 21 (FTP server control port)

1 Source 172.16.1.1 Destination 172.16.3.1 | Source Port > 1023 Destination Port21 >

172.16.1.0/24 172.16.3.0/24
—_— | ouT 172,631
ﬂl' ‘ ..... » % ..... > ﬁl
— I s S0 Fa000 __
Port 21
access-/ist 101 permit tep 172.16.1.00.0.0.255 172.16.3.00.0.0.255 eq 21
A A A

| | |
Source IP Destination [P Destination Port
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Figure 3-6 Filtering Packets Based on Destination
Port

To fully appreciate the matching of the destination port
with the eq 21 parameters, consider packets moving
from left to right, from PC1 to the server. Assuming the
server uses well-known port 21 (FTP control port), the
packet’s TCP header has a destination port value of 21.
The ACL syntax includes the eq 21 parameters after the
destination IP address. The position after the
destination address parameters is important: that
position identifies the fact that the eq 21 parameters
should be compared to the packet’s destination port. As
a result, the ACL statement shown in Figure 3-6 would
match this packet and the destination port of 21 if used
in any of the four locations-implied by the four dashed
arrowed lines in the figure.

Conversely, Figure 3-7 shows the reverse flow, with a
packet sent by the server back toward PC1. In this case,
the packet’s TCP header has a source port of 21, so the
ACL must check the source port value of 21, and the
ACL must be located on different interfaces. In this case,
the eq 21 parameters follow the source address field but
come before the destination address field.

Ke
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T

<—{ Source 172.16.3.1 Destination 172.16.1.1 | Source Port 21 Destination Port > 1023

=

172.16.1.024 172.16.3.024
| Il 1721631
.l . ey N | &
_r1 FaO!O“ S00 | B
S0/ Fal) [

Port 21
access-fist 101 permit tep_ 172.16.3.0 0.0.0.255 eq 21 172.16.1.0 0.0.0.255

Source Address Destination Address
Source Port

Figure 3-7 Filtering Packets Based on Source Port

When examining ACLs that match port numbers, first
consider the location and direction in which the ACL
will be applied. That direction determines whether the
packet is being sent to the server or from-the server. At
that point, you can decide whether you need to check
the source or destination port in the packet. For
reference, Table 3-3 lists many of the popular port
numbers and their transport layer protocols and
applications. Note that the syntax of the access-list
commands accepts both the port numbers and a
shorthand version of the application name.

Table 3-3 Popular Applications and Their Well-
Known Port Numbers

Port Protocol Application access-list

Number(s) Command
Keyword
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20 TCP FTP data ftp-data
21 TCP FTP control ftp
22 TCP SSH —
23 TCP Telnet telnet
25 TCP SMTP smtp
53 UDP, TCP | DNS domain
67 UDP DHCP Server | bootps
68 UDP DHCP Client | bootpc
69 UDP TFTP tftp
80 TCP HTTP WWW
(WWw)

110 TCP POP3 pop3
161 UDP SNMP snmp
443 TCP SSL —
514 UDP Syslog —
16,384— UDP RTP (voice, —
32,767 video)

: - v

Table 3-4 lists several sample access-list commands
that match based on port numbers. Cover the right side
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of the table, and try to characterize the packets matched
by each command. Then check the right side of the table
to see if you agree with the assessment.

Table 3-4 Extended access-list Command
Examples and Logic Explanations

access-list

Statement

access-list
101 deny tcp
any gt 49151
host 10.1.1.1
eq 23

What It Matches

Packets with a TCP header, any source IP
address, with a source port greater than (gt)
49151, a destination IP address of exactly
10.1.1.1, and a destination port equal to (eq)

=

access-list
101 deny tcp
any host
10.1.1.1 eq 23

The same as the preceding example, but any
source port matches, because that parameter
is omitted in this case.

access-list
101 deny tcp
any host
10.1.1.1 eq
telnet

The same as the preceding example. The
telnet keyword is used instead of port 23.

access-list
101 deny udp
1.0.0.0

0.255.255.255
It 1023 any

A packet with a source in network 1.0.0.0/8,
using UDP with a source port less than (It)
1023, with any destination IP address.

Extended IP ACL Configuration
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Because extended ACLs can match so many different
fields in the various headers in an IP packet, the
command syntax cannot be easily summarized in a
single generic command. However, the two commands

in Table 3-5 summarize the syntax options as covered in
this book.

Table 3-5 Extended IP Access List Configuration
Commands

Command

Configuration Mode

and Description

access-list access-list-number
{deny | permit} protocol source
source-wildcard destination
destination-wildcard [log | log-
input]

Global command for
extended numbered
access lists. Use a
number between 100
and 199 or 2000 and
2699, inclusive.

access-list access-list-number
{deny | permit} {tcp | udp} source
source-wildcard [operator [port]]
destination destination-wildcard
[operator [port]] [established]
[log]

A version of the
access-list command
with parameters
specific to TCP and/or
UDP.

The configuration process for extended ACLs mostly
matches the same process used for standard ACLs. You
must choose the location and direction in which to
enable the ACL, particularly the direction, so that you
can characterize whether certain addresses and ports
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will be either the source or destination. Configure the
ACL using access-list commands, and when complete,
then enable the ACL using the same ip access-group
command used with standard ACLs. All these steps
mirror what you do with standard ACLs; however, when
configuring, keep the following differences in mind:

Ke

¢ Place extended ACLs as close as possible to the source of the packets
that will be filtered. Filtering close to the source of the packets saves
some bandwidth.

e Remember that all fields in one access-list command must match a
packet for the packet to be considered to match that access-list
statement.

e Use numbers of 100-199 and 2000—2699 on the access-list
commands; no one number is inherently better than another.

Extended IP Access Lists: Example 1

This example focuses on understanding basic syntax. In
this case, the ACL denies Bob access to all FTP servers
on R1’s Ethernet, and it denies Larry access to Server1’s
web server. Figure 3-8 shows the network topology;
Example 3-1 shows the configuration on Ri.
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J_ 3W3 -k E’
2163,
172.16.1.102
Jimmy Jerry
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172.16,3.8 172.16.3.9

Figure 3-8 Network Diagram for Extended Access
List Example 1

Example 3-1 R1’s Extended Access List: Example 1

Click here to view code image

interface Serial0

ip address 172.16.12.1 255.255.255.0

ip access-group 101 in

!

interface Seriall

ip address 172.16.13.1 255.255.255.0

ip access-group 101 in

!

access-1list 101 remark Stop Bob to FTP servers, and
access-1list 101 deny tcp host 172.16.3.10 172.16.1.
access-1list 101 deny tcp host 172.16.2.10 host 172.

access—-list 101 permit ip any any
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The first ACL statement prevents Bob’s access to FTP
servers in subnet 172.16.1.0. The second statement
prevents Larry’s access to web services on Serveri. The
final statement permits all other traffic.

If we focus on the syntax for a moment, we can see
several new items to review. First, the access-list
number for extended access lists falls in the range of
100 to 199 or 2000 to 2699. Following the permit or
deny action, the protocol parameter defines whether
you want to check for all IP packets or specific headers,
such as TCP or UDP headers. When you check for TCP
or UDP port numbers, you must specify the TCP or UDP
protocol. Both FTP and the web use TCP.

This example uses the eq parameter, meaning “equals,”
to check the destination-port numbers for FTP control
(keyword ftp) and HTTP traffic (keyword www). You
can use the numeric values—or, for the more popular
options, a more obvious text version is valid. (If you
were to type eq 80, the config would show eq www.)

This example enables the ACL in two places on Ri:
inbound on each serial interface. These locations
achieve the goal of the ACL. However, that initial
placement was made to make the point that Cisco
suggests that you locate them as close as possible to the
source of the packet. Therefore, Example 3-2 achieves
the same goal as Example 3-1 of stopping Bob’s access to
FTP servers at the main site, and it does so with an ACL

on R3.
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Example 3-2 R3’s Extended Access List Stopping Bob
from Reaching FTP Servers Near R1

Click here to view code image

interface EthernetO
ip address 172.16.3.1 255.255.255.0
ip access-group 103 in

access-list 103 remark deny Bob to FTP servers in si
access-1list 103 deny tcp host 172.16.3.10 172.16.1.

access—-list 103 permit ip any any

The new configuration on R3 meets the goals to filter
Bob’s traffic, while also meeting the overarching design
goal of keeping the ACL close to the source of the
packets. ACL 103 on'R3 looks alot like-ACL 101 on R1
from Example 3-1, but this time, the ACL does not
bother to check for the criteria to match Larry’s traffic,
because Larry’s traffic will never enter R3’s Ethernet o
interface. ACL 103 filters Bob’s FTP traffic to
destinations in subnet 172.16.1.0/24, with all other
traffic entering R3’s Eo interface making it into the
network.

Extended IP Access Lists: Example 2

Example 3-3, based on the network shown in Figure 3-9,
shows another example of how to use extended IP
access lists. This example uses the following criteria:

e Sam is not allowed access to the subnet of Bugs or Daffy.
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e Hosts on the Seville Ethernet are not allowed access to hosts on the

Yosemite Ethernet.

e All other combinations are allowed.

Bugs Daffy

10.1.1.1 10.1.1.2

& 2

e | Subnet10.1.1.0

o

@ Albuquerque
=

Subnet 10.1.128.0

Yosemite @5051 - @ Seville

E0
Subnet 10.1.2.0
I I

D I
] J 0

-

— / — =
Sam Emma Elmer Red
10.1.2.1 10122 10.1.3.1 10.1.3.2

Figure 3-9 Network Diagram for Extended Access

List Example 2

Example 3-3 Yosemite Configuration for Extended

Access List Example 2

Click here to view code image

interface ethernet 0
ip access—-group 110 in

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com


file:///tmp/calibre_4.3.0_tmp_EFmwkj/KUhePy_pdf_out/OEBPS/Images/ch03_images.xhtml#exm03_03

|
access-1list 110 deny ip host 10.1.2.1 10.1.1.0 0.0.
access-1list 110 deny ip 10.1.2.0 0.0.0.255 10.1.3.0

access-1list 110 permit ip any any

This configuration solves the problem with few
statements while keeping to the Cisco design guideline
of placing extended ACLs as close as possible to the
source of the traffic. The ACL filters packets that enter
Yosemite’s Eo interface, which is the first router
interface that packets sent by Sam enter. If the route
between Yosemite and the other subnets changes over
time, the ACL still applies. Also, the filtering mandated
by the second requirement (to disallow Seville’s LAN
hosts from accessing Yosemite’s) is met by the second
access-list statement. Stopping packet flow from
Yosemite’s LAN subnet to Seville’s LAN subnet stops
effective communication between the two subnets.
Alternatively, the opposite logic could have been
configured at Seville.

Practice Building access-list
Commands

Table 3-6 supplies a practice exercise to help you get
comfortable with the syntax of the extended access-list
command, particularly with choosing the correct
matching logic. Your job: create a one-line extended ACL
that matches the packets. The answers are in the section
“Answers to Earlier Practice Problems,” later in this
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chapter. Note that if the criteria mention a particular
application protocol, for example, “web client,” that
means to specifically match for that application
protocol.

Table 3-6 Building One-Line Extended ACLs:

Practice

Problem Criteria

1 From web client 10.1.1.1, sent to a web server in
subnet 10.1.2.0/24.

2 From Telnet client 172.16.4.3/25, sent to a Telnet
server in subnet 172.16.3.0/25. Match all hosts in
the client’s subnet as well.

3 ICMP messages fromthe subnet in which
192.168.7.200/26 resides to all hosts in the subnet
where 192.168.7.14/29 resides.

4 From web server 10.2.3.4/23’s subnet to clients in
the same subnet as host 10.4.5.6/22.

5 From Telnet server 172.20.1.0/24’s subnet, sent to
any host in the same subnet as host 172.20.44.1/23.

6 From web client 192.168.99.99/28, sent to a web
server in subnet 192.168.176.0/28. Match all hosts
in the client’s subnet as well.

7 ICMP messages from the subnet in which
10.55.66.77/25 resides to all hosts in the subnet
where 10.66.55.44/26 resides.
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8 ‘ Any and every IPv4 packet. ‘J

NAMED ACLS AND ACL EDITING

Now that you have a good understanding of the core
concepts in IOS IP ACLs, this section examines a few
enhancements to I0S support for ACLs: named ACLs
and ACL editing with sequence numbers. Although both
features are useful and important, neither adds any
function as to what a router can and cannot filter.
Instead, named ACLs and ACL sequence numbers make
it easier to remember ACL names and edit existing ACLs
when an ACL needs to change.

Named IP Access Lists

Named IP ACLs have many similarities with numbered
IP ACLs. They can be used for filtering packets, plus for
many other purposes. They can match the same fields as
well: standard numbered ACLs can match the same
fields as a standard named ACL, and extended
numbered ACLs can match the same fields as an
extended named ACL.

Of course, there are differences between named and
numbered ACLs. Named ACLs originally had three big
differences compared to numbered ACLs:

Ke

¢ Using names instead of numbers to identify the ACL, making it
easier to remember the reason for the ACL
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¢ Using ACL subcommands, not global commands, to define the
action and matching parameters

e Using ACL editing features that allow the CLI user to delete
individual lines from the ACL and insert new lines

You can easily learn named ACL configuration by just
converting numbered ACLs to use the equivalent named
ACL configuration. Figure 3-10 shows just such a
conversion, using a simple three-line standard ACL
number 1. To create the three permit subcommands for
the named ACL, you literally copy parts of the three
numbered ACL commands, beginning with the permit

keyword.
Numbered ACL Named ACL
ip access-list standard name
access-list 1 permit 1.1.1.1 permit 1.1.1.1
access-list 1 permit 2.2.2.2 »  permit22.22
access-list 1 permit 3.3.3.3 permit 3.3.3.3

Figure 3-10 Named ACL Versus Numbered ACL
Configuration

The only truly new part of the named ACL configuration
is the ip access-list global configuration command.
This command defines whether an ACL is a standard or
extended ACL and defines the name. It also moves the
user to ACL configuration mode, as shown in upcoming
Example 3-4. Once in ACL configuration mode, you
configure permit, deny, and remark commands that
mirror the syntax of numbered ACL access-list
commands. If you’re configuring a standard named ACL,
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these commands match the syntax of standard
numbered ACLs; if you're configuring extended named
ACLs, they match the syntax of extended numbered
ACLs.

Example 3-4 shows the configuration of a named
extended ACL. Pay particular attention to the
configuration mode prompts, which show ACL
configuration mode.

Example 3-4 Named Access List Configuration

Click here to view code image

Router# configure terminal

Enter configuration commands, one per line. End witl
Router (config) # ip access-list extended barney
Router (config-ext-nacl)# permit tcp host 10.1.1.2 e
Router (config-ext-nacl)# deny udp host 10.1.1.1 10.:
Router (config-ext-nacl)# deny ip 10.1.3.0 0.0.0.255
Router (config-ext-nacl)# deny ip 10.1.2.0 0.0.0.255
Router (config-ext-nacl)# permit ip any any

Router (config-ext-nacl)# interface seriall

Router (config-if) # ip access-group barney out
Router (config-if) # *Z

Router# show running-config

Building configuration...

Current configuration:
! lines omitted for brevity

interface serial 1

ip access-group barney out

!
ip access-list extended barney

permit tcp host 10.1.1.2 eqg www any

deny udp host 10.1.1.1 10.1.2.0 0.0.0.255
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deny ip 10.1.3.0 0.0.0.255 10.1.2.0 0.0.0.255
deny ip 10.1.2.0 0.0.0.255 10.2.3.0 0.0.0.255

permit ip any any

Example 3-4 begins with the creation of an ACL named
barney. The ip access-list extended barney
command creates the ACL, naming it barney and placing
the user in ACL configuration mode. This command also
tells the IOS that barney is an extended ACL. Next, five
different permit and deny statements define the
matching logic and action to be taken upon a match. The
show running-config command output lists the

named ACL configuration before the single entry is
deleted.

Named ACLs allow the userto delete and add new lines
to the ACL from within ACL configuration mode.
Example 3-5 shows how, with the no deny ip...
command deleting a single entry from the ACL. Notice
that the output of the show access-list command at
the end of the example still lists the ACL, with four
permit and deny commands instead of five.

Example 3-5 Removing One Command from a Named
ACL

Click here to view code image

Router# configure terminal
Enter configuration commands, one per line. End witl

Router (config) # ip access-list extended barney

Router (config-ext-nacl) # no deny ip 10.1.2.0 0.0.0.:
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Router (config-ext-nacl) # *Z
Router# show access-list

Extended IP access list barney
10 permit tcp host 10.1.1.2 eqg www any
20 deny udp host 10.1.1.1 10.1.2.0 0.0.0.255
30 deny ip 10.1.3.0 0.0.0.255 10.1.2.0 0.0.0.:
50 permit ip any any

Editing ACLs Using Sequence
Numbers

Numbered ACLs have existed in IOS since the early days
of Cisco routers and I0S; however, for many years,
through many IOS versions, the ability to edit a
numbered IP ACL was poor. For example, to simply
delete a line from the ACL, the user had to delete the
entire ACL and then reconfigure it.

The ACL editing feature uses an ACL sequence number
that is added to each ACL permit or deny statement,
with the numbers representing the sequence of
statements in the ACL. ACL sequence numbers provide
the following features for both numbered and named
ACLs:

Ke

New configuration style for numbered:
Numbered ACLs use a configuration style like named
ACLs, as well as the traditional style, for the same
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ACL; the new style is required to perform advanced
ACL editing.

Deleting single lines: An individual ACL permit or
deny statement can be deleted with a no sequence-
number subcommand.

Inserting new lines: Newly added permit and
deny commands can be configured with a sequence
number before the deny or permit command,
dictating the location of the statement within the
ACL.

Automatic sequence numbering: I0S adds
sequence numbers to commands as you configure
them, even if you do not include the sequence
numbers.

To take advantage of the ability to delete and insert lines
in an ACL, both numbered and named ACLs must use
the same overall configuration style and commands
used for named ACLs. The only difference in syntax is
whether a name or number is used. Example 3-6 shows
the configuration of a standard numbered IP ACL, using
this alternative configuration style. The example shows
the power of the ACL sequence number for editing. In
this example, the following occurs:

Step 1. Numbered ACL 24 is configured using this
new-style configuration, with three permit
commands.
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Step 2. The show ip access-lists command shows
the three permit commands with sequence
numbers 10, 20, and 30.

Step 3. The engineer deletes only the second
permit command using the no 20 ACL
subcommand, which simply refers to
sequence number 20.

Step 4. The show ip access-lists command
confirms that the ACL now has only two lines
(sequence numbers 10 and 30).

Step 5. The engineer adds a new deny command to
the beginning of the ACL, using the 5 deny
10.1.1.1 ACL subcommand.

Step 6. The show ip access-lists command again
confirms the changes, this time listing three
commands, sequence numbers 5, 10, and 30.

Note

For this example, note that the user does not leave
configuration mode, instead using the do command
to tell IOS to issue the show ip access-lists EXEC
command from configuration mode.

Example 3-6 Editing ACLs Using Sequence Numbers

Click here to view code image
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! Step 1: The 3-1line Standard Numbered IP ACL is co
R1# configure terminal

Enter configuration commands, one per line. End witl
Rl (config)# ip access-list standard 24

Rl (config-std-nacl)# permit 10.1.1.0 0.0.0.255

Rl (config-std-nacl) # permit 10.1.2.0 0.0.0.255

Rl (config-std-nacl)# permit 10.1.3.0 0.0.0.255

! Step 2: Displaying the ACL's contents, without le:
Rl (config-std-nacl)# do show ip access-lists 24
Standard IP access list 24

10 permit 10.1.1.0, wildcard bits 0.0.0.255

20 permit 10.1.2.0, wildcard bits 0.0.0.255

30 permit 10.1.3.0, wildcard bits 0.0.0.255

! Step 3: Still in ACL 24 configuration mode, the 1:
Rl (config-std-nacl)# no 20

! Step 4: Displaying.the ACL's contents again, withe
! Note that line| numbexr 20"is ho longer listed.
Rl (config-std-nacl).i#do.-show. ip-access-lists 24
Standard IP access list 24

10 permit 10.1.1.0, wildcard bits 0.0.0.255

30 permit 10.1.3.0, wildcard bits 0.0.0.255

! Step 5: Inserting a new first line in the ACL.
Rl (config-std-nacl)# 5 deny 10.1.1.1

! Step 6: Displaying the ACL's contents one last tir
! (sequence number 5) listed first.
Rl (config-std-nacl) # do show ip access-lists 24
Standard IP access list 24

5 deny 10.1.1.1

10 permit 10.1.1.0, wildcard bits 0.0.0.255

30 permit 10.1.3.0, wildcard bits 0.0.0.255
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Note that although Example 3-6 uses a numbered ACL,
named ACLs use the same process to edit (add and
remove) entries.

Numbered ACL Configuration Versus
Named ACL Configuration

As a brief aside about numbered ACLs, note that IOS
actually allows two ways to configure numbered ACLs in
the more recent versions of I10S. First, IOS supports the
traditional method, using the access-list global
commands shown earlier in Examples 3-1, 3-2, and 3-3.
I0S also supports the numbered ACL configuration with
commands just like named ACLs, as shown in Example
3-6.

Oddly, IOS always steres numbered ACLs with the
original style of configuration, as global access-list
commands, no matter which method is used to
configure the ACL. Example 3-7 demonstrates these
facts, picking up where Example 3-6 ended, with the
following additional steps:

Step 7. The engineer lists the configuration (show
running-config), which lists the old-style
configuration commands—even though the
ACL was created with the new-style
commands.

Step 8. The engineer adds a new statement to the
end of the ACL using the old-style access-list
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24 permit 10.1.4.0 0.0.0.255 global
configuration command.

Step 9. The show ip access-lists command
confirms that the old-style access-list
command from the previous step followed the
rule of being added only to the end of the ACL.

Step 10. The engineer displays the configuration to
confirm that the parts of ACL 24 configured
with both new-style commands and old-style
commands are all listed in the same old-style
ACL (show running-config).

Example 3-7 Adding to and Displaying a Numbered
ACL Configuration

Click here to view code image

! Step 7: A configuration snippet for ACL 24.
R1# show running-config

! The only lines shown are the lines from ACL 24
access-1list 24 deny 10.1.1.1

access-1list 24 permit 10.1.1.0 0.0.0.255
access-1list 24 permit 10.1.3.0 0.0.0.255

! Step 8: Adding a new access-list 24 global commanc
R1# configure terminal
Enter configuration commands, one per line. End witl

Rl (config) # access-list 24 permit 10.1.4.0 0.0.0.25!
Rl (config)# *Z

! Step 9: Displaying the ACL's contents again, with
! the new statement has been automatically assigned
R1# show ip access-lists 24
Standard IP access list 24
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5 deny 10.1.
10 permit 10.
30 permit 10.
40 permit 10.

1

1.0, wildcard bits 0.0.0.255
.3.0, wildcard bits 0.0.0.255
4.0, wildcard bits 0.0.0.255

N e

! Step 10: The numbered ACL config remains in old-sf
R1# show running-config
! The only lines shown are the lines from ACL 24
access-list 24 deny 10.1.1.1
access-1list 24 permit 10.1.1.0 0.0.0.255
access-1list 24 permit 10.1.3.0 0.0.0.255

1.4.0

access-list 24 permit 10. 0.0.0.255

ACL Implementation Considerations

ACLs can be a great tool to enhance the security of a
network, but engineers-should think about some
broader issues before simply configuring'an ACL to fix a
problem. To help, Cisco makes the following general
recommendations in the courses on which the CCNA
exam is based:

Ke

¢ Place extended ACLs as close as possible to the source of the packet.
This strategy allows ACLs to discard the packets early.

* Place standard ACLs as close as possible to the destination of the
packet. This strategy avoids the mistake with standard ACLs (which
match the source IPv4 address only) of unintentionally discarding
packets that did not need to be discarded.

¢ Place more specific statements early in the ACL.

e Disable an ACL from its interface (using the no ip access-group
interface subcommand) before making changes to the ACL.
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The first point deals with the concept of where to locate
your ACLs. If you intend to filter a packet, filtering
closer to the packet’s source means that the packet takes
up less bandwidth in the network, which seems to be
more efficient—and it is. Therefore, Cisco suggests
locating extended ACLs as close to the source as
possible.

However, the second point seems to contradict the first
point, at least for standard ACLs, to locate them close to
the destination. Why? Well, because standard ACLs look
only at the source IP address, they tend to filter more
than you want filtered when placed close to the source.
For example, imagine that Fred and Barney are
separated by four routers.If you filter Barney’s traffic
sent to Fred on the first router, Barney can’t reach any
hosts near the other three routers. So, the Cisco courses
make a blanket recommendation to locate standard
ACLs closer to the destination to avoid filtering traffic
you do not mean to filter.

For the third item in the list, by placing more specific
matching parameters early in each list, you are less
likely to make mistakes in the ACL. For example,
imagine that the ACL first listed a command that
permitted traffic going to 10.1.1.0/24, and the second
command denied traffic going to host 10.1.1.1. Packets
sent to host 10.1.1.1 would match the first command,
and never match the more specific second command.
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Note that later IOS versions prevent this mistake during
configuration in some cases.

Finally, Cisco recommends that you disable the ACLs on
the interfaces before you change the statements in the
list. By doing so, you avoid issues with the ACL during
an interim state. First, if you delete an entire ACL and
leave the IP ACL enabled on an interface with the ip
access-group command, IOS does not filter any
packets (that was not always the case in far earlier IOS
versions)! As soon as you add one ACL command to that
enabled ACL, however, I0S starts filtering packets based
on that ACL. Those interim ACL configurations could
cause problems.

For example, suppose you have ACL 101 enabled on
So/0/0 for output packets. You delete list 101 so that all
packets are allowed through. Then you enter a single
access-list 101 command. As soon as you press Enter,
the list exists, and the router filters all packets exiting
So/0/0 based on the one-line list. If you want to enter a
long ACL, you might temporarily filter packets you don’t
want to filter! Therefore, the better way is to disable the
list from the interface, make the changes to the list, and
then reenable it on the interface.

Additional Reading on ACLs

Cisco has long included IP ACLs in the CCNA exam.
Preceding the current CCNA 200-301 exam, the CCNA
R&S 200-125 exam included IP ACL troubleshooting. If
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you would like to learn more about ACLs, particularly
about troubleshooting ACLs, as well as some
unexpected behavior with ACLs and router-generated
packets, refer to the section titled “Troubleshooting with
IPv4 ACLs,” in Appendix D, “Topics from Previous
Editions.”

Chapter Review

One key to doing well on the exams is to perform
repetitive spaced review sessions. Review this chapter’s
material using either the tools in the book or interactive
tools for the same material found on the book’s
companion website. Refer to the “Your Study Plan”
element for more details. Table 3-7 outlines the key
review elements and where you can find them. To better
track your study progress, record when you completed
these activities in the second column.

Table 3-7 Chapter Review Tracking

Review Element Review Resource
Date(s) Used

Review key topics Book, website

Review key terms Book, website

Repeat DIKTA Book, PTP

questions
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Review memory tables Book, website

tables

Review command Book

REVIEW ALL THE KEY TOPICS

Table 3-8 Key Topics for Chapter 3

Ke

www.vceplus.com -

Key Description

Topic

Element

Figure 3-3 | Syntax andnotes about the three 47
required matching fieldsin the
extended ACL access-list command

Paragraph | Summary of extended ACL logic that 48
all parameters must match in a single
access-list statement for a match to
occur

Figure 3-4 | Drawing of the IP header followed by | 48
a TCP header

Figure 3-5 | Syntax and notes about matching 48
TCP and UDP ports with extended
ACL access-list commands

Figure 3-7 | Logic and syntax to match TCP 49
source ports

List Guidelines for using extended 51

Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



numbered IP ACLs

List

Differences between named and 55
numbered ACLs when named ACLs
introduced

List

Features enabled by ACL sequence 57
numbers

List

ACL implementation 60
recommendations

KEY TERMS YOU SHOULD KNOW

extended access list

named access list

COMMAND REFERENCES

Tables 3-9 and 3-10 list configuration and verification

commands used in this chapter. As an easy review
exercise, cover the left column in a table, read the right

column, and try to recall the command without looking.
Then repeat the exercise, covering the right column, and

try to recall what the command does.

Table 3-9 Chapter 3 ACL Configuration Command

Reference

Description

access-list access-list-number Global command for
{deny | permit} protocol source extended numbered

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF

- VCEplus.com



source-wildcard destination
destination-wildcard [log]

access lists. Use a
number between 100 and
199 or 2000 and 2699,
inclusive.

access-list access-list-number
{deny | permit} tcp source
source-wildcard [operator [port]]
destination destination-wildcard
[operator [port]] [log]

A version of the access-
list command with TCP-
specific parameters.

access-list access-list-number
remark text

Command that defines a
remark to help you
remember what the ACL is
supposed to do.

ip access-group {number |
name [in | out]}

Interface subcommand to
enable access lists.

access-class number | name [in
| out]

Line subcommand to
enable either standard or
extended access lists on

vty lines.

ip access-list {standard |
extended} name

Global command to
configure a named
standard or extended ACL
and enter ACL
configuration mode.

{deny | permit} source [source
wildcard] [log]

ACL mode subcommand
to configure the matching
details and action for a
standard named ACL.

{deny | permit} protocol source
source-wildcard destination
destination-wildcard [log]

ACL mode subcommand
to configure the matching
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details and action for an

extended named ACL.
{deny | permit} tcp source ACL mode subcommand
source-wildcard [operator [port]] | to configure the matching
destination destination-wildcard details and action for a
[operator [port]] [log] named ACL that matches
TCP segments.
remark text ACL mode subcommand

to configure a description
of a named ACL.

Table 3-10 Chapter 3 EXEC Command Reference

Command Description

show ip interface [type Includes a reference to the

number] access lists enabled on the
interface

show access-lists [access- Shows details of configured

list-number | access-list- access lists for all protocols

name]

show ip access-lists Shows IP access lists

[access-list-number | access-

list-name]

ANSWERS TO EARLIER PRACTICE
PROBLEMS

Table 3-11 lists the answers to the practice problems
listed in Table 3-6. Note that for any question that
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references a client, you might have chosen to match port
numbers greater than 49151, matching all dynamic
ports. The answers in this table mostly ignore that
option, but just to show one sample, the answer to the
first problem lists one with a reference to client ports
greater than 49151 and one without. The remaining
answers simply omit this part of the logic.

Table 3-11 Building One-Line Extended ACLs:
Answers

Criteria

1 | access-list 101 permit tep host 10.1.1.1 10.1.2.0

0.0.0.255 €q WWW
or

access-list 101 permit tcp host 10.1.1.1 gt 49151
10.1.2.0 0.0.0.255 €q WWW

2 | access-list 102 permit tcp 172.16.4.0 0.0.0.127
172.16.3.0 0.0.0.127 eq telnet

3 | access-list 103 permit icmp 192.168.7.192 0.0.0.63
192.168.7.8 0.0.0.7

4 | access-list 104 permit tcp 10.2.2.0 0.0.1.255 eq
WWW 10.4.4.0 0.0.3.255

5 | access-list 105 permit tcp 172.20.1.0 0.0.0.255 eq 23
172.20.44.0 0.0.1.255

6 | access-list 106 permit tcp 192.168.99.96 0.0.0.15
192.168.176.0 0.0.0.15 eq WwWw
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access-list 107 permit icmp 10.55.66.0 0.0.0.127
10.66.55.0 0.0.0.63

access-list 108 permit ip any any
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Part |l. Review

Keep track of your part review progress with the
checklist in Table P1-1. Details about each task follow
the table.

Table P1-1 Part I Review Checklist

Activity 1st Date 2nd Date
Completed Completed

Repeat All DIKTA

Questions

Answer Part Review
Questions

Review Key Topics

Do Labs

REPEAT ALL DIKTA QUESTIONS

For this task, use the PTP software to answer the “Do I
Know This Already?” questions again for the chapters in
this part of the book.

ANSWER PART REVIEW QUESTIONS
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For this task, use PTP to answer the Part Review
questions for this part of the book.

REVIEW KEY TOPICS

Review all key topics in all chapters in this part, either
by browsing the chapters or by using the Key Topics
application on the companion website.

DO LABS

Depending on your chosen lab tool, here are some
suggestions for what to do in the lab:

Pearson Network Simulator: If you use the full
Pearson CCNA simulator, focus more on the
configuration scenario and troubleshooting scenario
labs associated with the topics in this part of the
book. These types of labs include a larger set of topics
and work well as Part Review activities. (See the
Introduction for some details about how to find
which labs are about topics in this part of the book.)

Config Labs: In your idle moments, review and
repeat any of the Config Labs for this book part in the
author’s blog; navigate to blog.certskills.com/config-
labs for instructions on how to navigate to the labs.

Other: If you are using other lab tools, here are a few
suggestions: when building ACL labs, you can test
with Telnet (port 23), SSH (port 22), ping (ICMP),
and traceroute (UDP) traffic as generated from an
extra router. So, do not just configure the ACL; make
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Part ll: Security Services

Chapter 4: Security Architectures

Chapter 5: Securing Network Devices

Chapter 6: Implementing Switch Port Security
Chapter 7: Implementing DHCP

Chapter 8: DHCP Snooping and ARP Inspection

Part I1 Review

With the introduction of the new CCNA certification in
early 2020, Cisco expanded the number of security
topics in comparison to the old CCNA Routing and
Switching certification. Part IT includes the majority of
the new security topics added to the new CCNA 200-301
certification as well as a few of the classic topics found
in previous CCNA R&S exams.

Chapter 4 kicks off Part II with a wide description of
security threats, vulnerabilities, and exploits. This
introductory chapter sets the stage to help you think
more like a security engineer.
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Chapters 5, 6, and 8 then focus on a wide range of short
security topics. Those topics include Chapter 5°s
discussion of how to protect router and switch logins
and passwords, along with an introduction to the
functions and roles of firewalls or intrusion protection
systems (IPSs). Chapters 6 and 8 then get into three
separate security features built into Cisco switches: port
security (Chapter 6), DHCP Snooping (Chapter 8), and
Dynamic ARP Inspection (DAI). All three security
features require a switch to examine frames as they
enter the switch interface. This information enables port
security, DHCP Snooping, and DAI to decide whether to
allow the message to continue on its way.

Chapter 7 discusses the Dynamic Host Configuration
Protocol (DHCP) as an end to itself. While this topic is
actually an IP Service and would be a great fit for Part
III (IP Services), the topics in Chapter 8 require that you
know DHCP, so Chapter 7 sets that stage.
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Chapter 4. Security
Architectures

This chapter covers the following exam topics:

5.0 Security Fundamentals

5.1 Define key security concepts (threats,
vulnerabilities, exploits, and mitigation techniques)

5.2 Describe security program elements (user
awareness, training, and physical access control)

5.4 Describe security password policies elements,
such as management, complexity, and password
alternatives (multifactor authentication, certificates,
and biometrics)

5.8 Differentiate authentication, authorization, and
accounting concepts

As you have learned about various networking
technologies, your attention has probably been focused
on using network devices to build functional networks.
After all, networks should let data flow freely so that all
connected users have a good experience, right? The
unfortunate fact is that not all connected users can be
trusted to obey the rules and be good network citizens.
In this chapter, you will learn about many aspects of an
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enterprise network that can be exploited, as well as
some ways you can protect them.

“DO | KNOW THIS ALREADY?” QUIZ

Take the quiz (either here or use the PTP software) if
you want to use the score to help you decide how much
time to spend on this chapter. The letter answers are
listed at the bottom of the page following the quiz.
Appendix C, found both at the end of the book as well as
on the companion website, includes both the answers
and explanations. You can also find both answers and
explanations in the PTP testing software.

Table 4-1 “Do I Know This Already?” Section-to-
Question Mapping

Foundation Topics Section Questions,

Security Terminology 1-2
Common Security Threats 3-7
Controlling and Monitoring User Access 8

Developing a Security Program to Educate Users | 9

1. Which one of the following terms means anything
that can be considered to be a weakness that can
compromise security?

1. Exploit
2. Vulnerability
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3. Attack
4. Threat

2. An actual potential to exploit a vulnerability is
known as which one of the following terms?
1. Vulnerability
2, Attack
3. Exploit
4. Threat

3. In a spoofing attack, which of the following
parameters are commonly spoofed? (Choose two

answers.)

MAC address

Source IP address
Destination IP address
ARP address

W MR

4. Suppose an attacker sends a series of packets
toward a destination IP address with the TCP SYN

flag set but sends no other packet types. Which of
the following attacks is likely taking place?

Spoofing attack

Reflection attack
Reconnaissance attack
Denial-of-service attack

5. None of the choices are correct.

RN R

5. In a reflection attack, the source IP address in the
attack packets is spoofed so that it contains which

one of the following entities?

The address of the attacker
The address of the reflector
The address of the victim
The address of the router

rol U U
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6. During a successful man-in-the-middle attack,
which two of the following actions is an attacker
most likely to perform?

1. Eavesdrop on traffic passing between hosts

2. Induce a buffer overflow on multiple hosts

3. Modify data passing between hosts

4. Use ping sweeps and port scans to discover the network

~. Which one of the following is the goal of a brute-
force attack?

1. Try every possible TCP port until a service answers
2. Try every possible combination of keyboard characters to guess a

user’s password
3. Initiate a denial-of-service operation on every possible host in a

subnet
4. Spoof every possible IP address in an organization

8. Which one of the following is an example of a AAA

server?
1. DHCP
2. DNS
3. SNMP
4. ISE

9. Physical access control is important for which one
of the following reasons?

1. It prevents unauthorized people from sitting at a corporate user’s
desk and using their computer.

2, It prevents users from getting angry and damaging computer
equipment.

3. It prevents unauthorized access to network closets.

4. It prevents fires from destroying data centers.

Answers to the “Do I Know This Already?” quiz:

1B

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



2D
3A B
4D
5C
6 AC
7B
8D
9C

Foundation Topics

SECURITY TERMINOLOGY

In a perfect world, you might build a network that
supports every user in an enterprise, with the
assumption that every user is known, every user is
approved to access everything on the network, and every
user will use the available resources exactly according to
some corporate guidelines. The network shown in
Figure 4-1 might represent such a scenario. Even this
ideal, closed system is not completely secure because a
user might decide to misbehave in order to pester a
coworker or to view information on the corporate server
that should be restricted or confidential.
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Enterprise

Servers

q

Figure 4-1 An Example of an Enterprise Closed
System

Now consider that almost no enterprise uses such a
limited, closed environment. After all, the enterprise
will probably want to somehow connect itself to the
public Internet and perhaps to some corporate partners.
It will also probably want to allow its workers to be
mobile and carry laptops, tablets, and smartphones in
and out of the corporate boundaries for convenience.
The enterprise might want to provide network access to
guests who visit. If the enterprise offers wireless
connectivity to its employees (and guests), it might also
unknowingly offer its wireless access to people who are
within range of the signals. And the list goes on and on.
As the network and its connectivity expand, as Figure 4-
2 shows, the enterprise will have more difficulty
maintaining the safe, closed boundary around itself.
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Enterprise

--------------------------------------

---------------------------------------

Internet

Business
Partners

Figure 4-2 An Example Enterprise Extends Beyond
Its Own Boundary

To begin securing a network, you first need to
understand what might go wrong with it. Think of an
enterprise network as a simple box-shaped facility, as
shown in part A of Figure 4-3. When all of the walls,
floor, and ceiling are made of a very strong material and
are very thick, the contents inside the box will likely
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remain safe from harm or theft. The owner, however,
might have a hard time getting in and out of the box.

Key
Topic
A B C D
/
A
Vulnerability Exploit Threat

Figure 4-3 Security Terminology Illustrated

Suppose a door is introduced for convenience, as shown
in part B of Figure 4-3. The owner can now come and go,
but so might anyone else. Even if the dooris locked,
someone might find a way to get the door open and
access the treasures inside. Because no door is
impenetrable, the door becomes a vulnerability. In
terms of security, a vulnerability is anything that can be
considered to be a weakness that can compromise the
security of something else, such as the integrity of data
or how a system performs.

Just because a vulnerability exists, nothing is
necessarily in jeopardy. In the locked door example,
nobody but the trusted owner can open the door unless
some sort of tool other than the key is used. Such a tool
can be used to exploit a vulnerability. In fact, the tool
itself is called an exploit, as shown by the pry bar in part
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C of Figure 4-3. An exploit is not very effective if it is
used against anything other than the targeted weakness
or vulnerability.

Technically, an exploit such as the pry bar is not very
effective at all by itself. Someone must pick it up and
use it against the vulnerability. In part D of Figure 4-3, a
malicious user possesses the pry bar and intends to use
it to open the locked door. Now there is an actual
potential to break in, destroy, steal, or otherwise modify
something without permission. This is known as a
threat.

In the IT world of networks, systems, workstations, and
applications, there are many, many different
vulnerabilities and exploits that can be leveraged by
malicious users to become threats to an organization
and its data. The remainder of this chapter provides an
overview of many of them, along with some techniques
you can leverage to counteract or prevent the malicious
activity. Such measures are known as mitigation
techniques. You might be thinking of some ways the
Figure 4-3 building owner could mitigate the threats he
faces. Perhaps he could add stronger, more secure locks
to the door, a more robust door frame to withstand
prying forces, or an alarm system to detect an intrusion
and alert the authorities.

COMMON SECURITY THREATS

Ke
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Because modern enterprise networks are usually made
up of many parts that all work together, securing them
can become a very complex task. As with the simple box
analogy, you cannot effectively try to secure it until you
have identified many of the vulnerabilities, assessed the
many exploits that exist, and realized where the threats
might come from. Only then can the appropriate
countermeasures and mitigations be put in place.

You should also consider some important attributes of
enterprise resources that should be protected and
preserved. As you work through the many threats that
are discussed in this chapter, think about the
vulnerability and exploit that makes the threat possible.
Notice how many different parts of the enterprise
network exhibit vulnerabilities and how the threats are
crafted to take advantage of the weaknesses.

Attacks That Spoof Addresses

When systems behave normally, parameters and
services can be trusted and used effectively. For
example, when a machine sends an IP packet, everyone
expects the source IP address to be the machine’s own
IP address. The source MAC address in the Ethernet
frame is expected to be the sender’s own MAC address.
Even services like DHCP and DNS should follow suit; if
a machine sends a DHCP or DNS request, it expects any
DHCP or DNS reply to come from a legitimate, trusted
Server.
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Spoofing attacks focus on one vulnerability; addresses
and services tend to be implicitly trusted. Attacks
usually take place by replacing expected values with
spoofed or fake values. Address spoofing attacks can be
simple and straightforward, where one address value is
substituted for another.

For example, an attacker can send packets with a
spoofed source IP address instead of its own, as shown
in Figure 4-4. When the target receives the packets, it
will send return traffic to the spoofed address, rather
than the attacker’s actual address. If the spoofed address
exists, then an unsuspecting host with that address will
receive the packet. If the address does not exist, the
packet will be forwarded and then dropped further out
in the network.

Target
Corporate Server
Attacker S |
P Packet
Src; 198.51.100.254 4 E
Dest: 192.0.2.10 .
||
192.0.2.10

198.51.100.77 /

IP Packet Reply
Src:192.0.2.10
Dest: 198.51.100.254

Figure 4-4 A Sample Spoofing Attack
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An attacker can send spoofed MAC addresses too, to add
false information to the forwarding tables used by Layer
2 switches or ARP tables used by other hosts and
routers. DHCP requests with spoofed MAC addresses
can also be sent to a legitimate DHCP server, filling its
address lease table and leaving no free IP addresses for
normal use.

Note that Chapter 6, “Implementing Switch Port
Security,” discusses a tool that can be used to help
mitigate MAC address spoofing. In Chapter 8, “DHCP
Snooping and ARP Inspection,” you can learn more
about Dynamic ARP Inspection (DAI) and how to use it
to mitigate IP address spoofing using ARP.

Denial-of-Service Attacks

In the normal operation-of a business-application,
clients open connections to corporate servers to
exchange information. This might occur in the form of
web-based sessions that are open to internal users as
well as external users on the public Internet. The
process is simple: users open a web browser to the
corporate site, which then opens a TCP connection with
the corporate web server; then some transaction can
take place. If all the users are well behaved and conduct
legitimate transactions, the corporate servers are
(hopefully) not stressed and many clients can do
business normally.

Now suppose a malicious user finds a way to open an
abnormal connection to the same corporate server. The
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TCP connection begins with the malicious user sending
a SYN flag to the server, but the source IP address is
replaced with a fake address. The server adds the TCP
connection to its table of client connections and replies
to the fake address with a SYN-ACK. Because the fake
address is not involved in the TCP connection, there is
no ACK reply to complete the TCP three-way handshake.
The incomplete connection stays in the server’s table
until it eventually times out and is removed. During this
time, the attacker can try to open many, many more
abnormal connections at such a rate that the server’s
connection table fills. At that point, the server is no
longer able to maintain TCP connections with legitimate
users, so their business transactions all halt. Figure 4-5
illustrates this process.
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Target

(Corporate Server)
Attacker

TCP SYN TCP SYN TCP SYN E
— Src: 198.51.100.254 H Src: 198.51.100.254 H Src: 198.51.100.254 P>

Dest: 192.0.2.10 Dest: 192.0.2.10 Dest: 192.0.2.10 .

—

198.51.100.77 Selett

e TCPSYNACK [

Sre: 1920210
| Dest: 198.51,100.254

TCP SYN-ACK
Src:192.0.2.10
Dest: 198.51.100.254

TCPSYN-ACK [
Src: 192.0.2.10
Dest: 198.51.100.254

TCP Connections
198.51.100.254
198.51.100.254
198.51.100.254
198.51.100.254
198.51.100.254

Client 198.51.100.254

198.51.100.254

198.51.100.254
198.51.100.254
198.51.100.254
198.51.100.254
198.51.100.254
198.51.100.254
198.51.100.254
198.51.100.254
198.51.100.254
198.51.100.254
*FULLI™

Figure 4-5 A Sample Denial-of-Service Attack

When an attacker is able to deplete a system resource,
services and systems become unavailable or crash. This
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is called a denial-of-service (DoS) attack because it
denies service to legitimate users or operations. DoS
attacks can involve something as simple as ICMP echo
(ping) packets, a flood of UDP packets, and TCP
connections, such as the TCP SYN flood attack
previously described. Such attacks can be successful
provided a system has a vulnerability with the protocol
or type of traffic that is exploited.

Attackers can carry the DoS idea even further by
enlisting many other systems to participate. To do this,
the attacker sets up a master control computer
somewhere on the Internet. Next, many computers
must first be infected with malicious code or malware
by leveraging vulnerabilities present in those machines.
Each machine then silently becomes a “bot,” appearing
to operate normally, while awaiting commands from the
master control. When the time comes for an attack to
begin, the master control sends a command to every bot
and tells it to initiate a denial-of-service attack against a
single target host. This is called a distributed denial-of-
service (DDoS) attack because the attack is distributed
across a large number of bots, all flooding or attacking
the same target.

Reflection and Amplification Attacks

Recall that in a spoofing attack, the attacker sends
packets with a spoofed source address to a target. The
goal is to force the target to deal with the spoofed traffic
and send return traffic toward a nonexistent source. The
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attacker does not care where the return traffic goes or
that it cannot be delivered successfully.

In a somewhat related attack, the attacker again sends
packets with a spoofed source address toward a live
host. However, the host is not the intended target; the
goal is to get the host to reflect the exchange toward the
spoofed address that is the target. This is known as a
reflection attack as illustrated in Figure 4-6, and the
host reflecting the traffic toward the target is called the
reflector. The attacker might also send the spoofed
packets to multiple reflectors, causing the target to
receive multiple copies of the unexpected traffic.

Reflector
Corporate Server
Attacker e |
P Packet
Src: 198.51.100.254 )E
Dest: 192.0.2.10 .
—
192.0.2.10

198.51.100.77 /

IP Packet Reply
Sre: 192.0.2.10

Target Dest: 198.51.100.254
!

198.51.100.254

Figure 4-6 A Sample Reflection Attack
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The impact of a reflection attack might seem limited
because a single target host is the victim, and the
amount of traffic being reflected to the target is in
proportion to the packets sent by the attacker. If an
attacker is able to send a small amount of traffic to a
reflector and leverage a protocol or service to generate a
large volume of traffic toward a target, then an
amplification attack has occurred. In effect, such an
attack amplifies the attacker’s efforts to disrupt the
target. Another result is that large amounts of network
bandwidth can be consumed forwarding the amplified
traffic toward the target, especially if many reflectors are
involved. Some mechanisms of DNS and NTP have been
exploited in the past to set new records for enormous
bandwidth consumption during an amplification attack.

Man-in-the-Middle Attacks

Many types of attacks are meant to disrupt or directly
compromise targeted systems, often with noticeable
results. Sometimes an attacker might want to eavesdrop
on data that passes from one machine to another,
avoiding detection. A man-in-the-middle attack does
just that, by allowing the attacker to quietly wedge itself
into the communication path as an intermediary
between two target systems.

One type of man-in-the-middle attack exploits the ARP
table that each host maintains to communicate with
other hosts on its local network segment. Normally, if
one host needs to send data to another, it looks for the
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destination host in its ARP table. If an entry is found,
the Ethernet frame can be sent directly to the
destination MAC address; otherwise, the sender must
broadcast an ARP request containing the destination’s
IP address and wait for the destination to answer with
an ARP reply and its own MAC address.

Figure 4-7 illustrates a successful man-in-the-middle
attack.

Chent @ ® b
=7 ARP Request ARP Request E
Whohas ——  Whohas —»

198.51.100.107 4 198.51.100.10? .

[ |
198.51.100.254 198.51.100.10
0000.2222.2222
0000.1111.1111 AFP Reques
\ ©) Who has
198.51,100.10?
ARP Reply
192.168.100.10 is ¢
0000.AAAA AAAA

Attacker

198.51.100.99
0000.AAAA.AAAA

Figure 4-7 A Man-in-the-Middle Attack Begins

In step 1, a client broadcasts an ARP request to find out
what MAC address is used by the host with IP address
198.51.100.10. In step 2, the ARP request is flooded to
all hosts in the broadcast domain. This allows the
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attacker to overhear the ARP request and prepare to
exploit the information learned. The legitimate owner of
198.51.100.10 may indeed respond with its own ARP
reply and real MAC address, as expected. However, in
step 3, the attacker simply waits a brief time and then
sends a spoofed ARP reply containing its own MAC
address, rather than that of the actual destination. The
goal is for the attacker to send the last ARP reply so that
any listening host will update its ARP table with the
most recent information.

This process effectively poisons the ARP table entry in
any system receiving the spoofed ARP reply. From that
point on, a poisoned system will blindly forward traffic
to the attacker’s MAC address, which now masquerades
as the destination. The attacker is able to-know the real
destination’s MAC address because he received an
earlier ARP reply from the destination host. Figure 4-8
depicts the end result. The attacker can repeat this
process by poisoning the ARP entries on multiple hosts
and then relaying traffic between them without easy
detection.
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Dst: 198.51.100.10 Dst: 198.51.100.10
0000.AAAA AAAA 0000.2222.2222
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Attacker
198.51.100.99
0000 AAAA AAAA

Figure 4-8 A Man-in-the-Middle Attack Succeeds

Once an attacker has inserted herself between two
hosts, she can passively eavesdrop on and inspect all
traffic passing between them. The attacker might also
take an active role and modify the data passing through.

Address Spoofing Attack Summary

As you work through the various types of address
spoofing attacks, remember that the attacker’s goal is to
disguise his identity and fool other systems in a
malicious way. Use Table 4-2 to review the concepts and
characteristics of each attack type.

Table 4-2 Summary of Address Spoofing Attacks
— — ]}
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DoS/DDoS Reflection Amplification M3

Exhausta | Yes No No No
system
service or
resource;
crash the
target
system

Trick an No Yes Yes No
unwitting
accomplice
host to
send
traffic to
target

Eavesdrop | No No No Ye:
on traffic

Modify No No No Ye:
traffic

passing
through

Reconnaissance Attacks

When an attacker intends to launch an attack on a
target, that attacker might want to identify some
vulnerabilities so the attack can be focused and more
effective. A reconnaissance attack can be used to
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discover more details about the target and its systems
prior to an actual attack.

During a reconnaissance attack, the attacker can use
some common tools to uncover public details like who
owns a domain and what IP address ranges are used
there. For example, the nslookup command exists in
many operating systems and can perform a DNS lookup
to resolve an IP address from a fully qualified domain
name. If an attacker knows the domain name of a
business, nslookup can reveal the owner of the domain
and the IP address space registered to it. The whois and
dig commands are complementary tools that can query
DNS information to reveal detailed information about
domain owners, contact information, mail servers,
authoritative name servers, and so on.

Then the attacker can progress to using ping sweeps to
send pings to each IP address in the target range. Hosts
that answer the ping sweep then become live targets.
Port scanning tools can then sweep through a range of
UDP and TCP ports to see if a target host answers on
any port numbers. Any replies indicate that a
corresponding service is running on the target host.

Keep in mind that a reconnaissance attack is not a true
attack because nothing is exploited as a result. It is used
for gathering information about target systems and
services so that vulnerabilities can be discovered and
exploited using other types of attacks.
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Buffer Overflow Attacks

Operating systems and applications normally read and
write data using buffers and temporary memory space.
Buffers are also important when one system
communicates with another, as IP packets and Ethernet
frames come and go. As long as the memory space is
maintained properly and data is placed within the
correct buffer boundaries, everything should work as
expected.

However, some systems and applications have
vulnerabilities that can allow buffers to overflow. This
means some incoming data might be stored in
unexpected memory locations if a buffer is allowed to
fill beyond its limit. An attacker can exploit this
condition by sending-data that is larger than expected. If
a vulnerability exists, the target system might store that
data, overflowing its buffer into another area of
memory, eventually crashing a service or the entire
system. The attacker might also be able to specially craft
the large message by inserting malicious code in it. If
the target system stores that data as a result of a buffer
overflow, then it can potentially run the malicious code
without realizing.

Malware

Some types of security threats can come in the form of
malicious software or malware. For example, a trojan
horse is malicious software that is hidden and packaged
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inside other software that looks normal and legitimate.
If a well-meaning user decides to install it, the trojan
horse software is silently installed too. Then the
malware can run attacks of its own on the local system
or against other systems. Trojan horse malware can
spread from one computer to another only through user
interaction such as opening email attachments,
downloading software from the Internet, and inserting a
USB drive into a computer.

In contrast, viruses are malware that can propagate
between systems more readily. To spread, virus software
must inject itself into another application, then rely on
users to transport the infected application software to
other victims.

One other type of malware is able to propagate to and
infect other systems on its own. An attacker develops
worm software and deposits it on a system. From that
point on, the worm replicates itself and spreads to other
systems through their vulnerabilities, then replicates
and spreads again and again.

To summarize, Table 4-3 lists the key ideas behind each
type of malware described in this section.

Ke

Table 4-3 Summary of Malware Types

Characteristic Virus Worm
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Packaged inside other Yes No No
software

Self-injected into other No Yes No
software
Propagates automatically No No Yes

Human Vulnerabilities

Many types of attack must take advantage of a
vulnerability in an operating system, service, or other
types of application software. In other words, an
attacker or the malware involved must find a weakness
in the target computer system. There are still many
other attacks that can succeed by exploiting weaknesses
in the humans that use computer systems.

One rather straightforward attack is called social
engineering, where human trust and social behaviors
can become security vulnerabilities. For example, an
attacker might pose as an IT staff member and attempt
to contact actual end users through phone calls, emails,
and social media. The end goal might be to convince the
users to reveal their credentials or set their passwords to
a “temporary” value due to some fictitious IT
maintenance that will take place, allowing the attacker
to gain easy access to secure systems. Attackers might
also be physically present and secretly observe users as
they enter their credentials.
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Phishing is a technique that attackers use to lure victims
into visiting malicious websites. The idea is to either
disguise the invitation as something legitimate, frighten
victims into following a link, or otherwise deceive users
into browsing content that convinces them to enter their
confidential information.

Phishing comes in many forms. Spear phishing targets a
group of similar users who might work for the same
company, shop at the same stores, and so on, who all
receive the same convincing email with a link to a
malicious site. Whaling is similar but targets high-
profile individuals in corporations, governments, and
organizations. Phishing can also occur over traditional
communications, such as voice calls (vishing) and SMS
text messages (smishing).

Pharming also attempts to send victims to a malicious
website, but it takes a more drastic approach. Rather
than enticing victims to follow a disguised link,
pharming involves compromising the services that
direct users toward a well-known or trusted website. For
instance, an attacker can compromise a DNS service or
edit local hosts files to change the entry for a legitimate
site. When a victim tries to visit the site using its actual
link, the altered name resolution returns the address of
a malicious site instead.

In a watering hole attack, an attacker determines which
users frequently visit a site; then that site is
compromised and malware is deposited there. The
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malware infects only the target users who visit the site,
while leaving other users unscathed.

You can refer to Table 4-4 to review the key ideas behind
each type of human vulnerability that is commonly
exploited.

Ke

Table 4-4 Summary of Human Security

Vulnerabilities

Attack Type Goal

Social Exploits human trust and social behavior

engineering

Phishing Disguises-a-malicious-invitation-as something
legitimate

Spear Targets group of similar users

phishing

Whaling Targets high-profile individuals

Vishing Uses voice calls

Smishing Uses SMS text messages

Pharming Uses legitimate services to send users to a
compromised site

Watering hole | Targets specific victims who visit a
compromised site
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Password Vulnerabilities

Key

Topic
Most systems in an enterprise network use some form
of authentication to grant or deny user access. When
users access a system, a username and password are
usually involved. It might be fairly easy to guess
someone’s username based on that person’s real name.
If the user’s password is set to some default value or to
a word or text string that is easy to guess, an attacker
might easily gain access to the system too.

Think like an attacker for a moment and see if you can
make some guesses about passwords youmight try if
you wanted to log in-to-a random system. Perhaps you
thought of passwords like password, passwordi23,
123456, and so on. Perhaps you could try username
admin and password admin.

An attacker can launch an online attack by actually
entering each password guess as the system prompts for
user credentials. In contrast, an offline attack occurs
when the attacker is able to retrieve the encrypted or
hashed passwords ahead of time, then goes offline to an
external computer and uses software there to repeatedly
attempt to recover the actual password.

Attackers can also use software to perform dictionary
attacks to discover a user’s password. The software will
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automatically attempt to log in with passwords taken
from a dictionary or word list. It might have to go
through thousands or millions of attempts before
discovering the real password. In addition, the software
can perform a brute-force attack by trying every possible
combination of letter, number, and symbol strings.
Brute-force attacks require very powerful computing
resources and a large amount of time.

To mitigate password attacks, an enterprise should
implement password policies for all users. Such a policy
might include guidelines that require a long password
string made up of a combination of upper- and
lowercase characters along with numbers and some
special characters. The goal is to require all passwords to
be complex strings that are difficult to guess or reveal by
a password attack. As well, password management
should require all passwords to be changed periodically
so that even lengthy brute-force attacks would not be
able to recover a password before it is changed again.

Password Alternatives

A simple password string is the single factor that a user
must enter to be authenticated. Because a password
should be remembered and not written down anywhere,
you might think of your password as “something you
know.” Hopefully nobody else knows it too; otherwise,
they could use it to impersonate you when
authenticating.

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



An enterprise might also consider using alternative
credentials that bring more complexity and more
security. Multifactor credentials require users to provide
values or factors that come from different sources,
reducing the chance that an attacker might possess all of
the factors. An old saying describes two-factor
credentials as “something you have” (a dynamic
changing cryptographic key or a text message containing
a time-limited code) and “something you know” (a
password).

A digital certificate can serve as one alternative factor
because it serves as a trusted form of identification,
adheres to a standardized format, and contains
encrypted information. If an enterprise supports
certificate use, then a user must request and be granted
a unique certificate to use for specific purposes. For
example, certificates used for authenticating users must
be approved for authentication. In order to be trusted,
certificates must be granted and digitally signed by a
trusted certificate authority (CA). As long as the services
used by the enterprise know and trust the CA, then
individual certificates signed by that CA can be trusted
as well.

Digital certificates are also time sensitive, as each is
approved for a specific time range. Once a certificate
expires, any attempts to authenticate with it will be
rejected. The user who possesses the certificate can
request a new one prior to the expiration date or at any
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time afterward. Certificates can also be revoked, if the
business decides to revoke privileges from a user, if the
user separates from the business, and so on. Even if the
user still possesses a revoked certificate, he will be
refused access when he tries to authenticate with it.

Because digital certificates exist as files on a computer
or device, you might think they can be freely copied and
used to identify people other than the original owners.
Each digital certificate must also carry proof of
possession to show that it was truly granted to the user
who presents it during authentication. This proof is
built into the encrypted certificate content, as a result of
combining public keys that the user’s machine and the
authentication server.can publicly share, along with
private keys that each party keeps private'and secret. As
long as the authentication server can verify that the
certificate was created using the correct public and
private keys, then the certificate must be possessed by
the expected owner. If not, then authentication will be
rejected to keep an imposter out.

Biometric credentials carry the scheme even further by
providing a factor that represents “something you are.”
The idea is to use some physical attribute from a user’s
body to uniquely identify that person. Physical
attributes are usually unique to each individual’s body
structure and cannot be easily stolen or duplicated. For
example, a user’s fingerprint can be scanned and used as
an authentication factor. Other examples include face
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recognition, palm prints, voice recognition, iris
recognition, and retinal scans. As you might expect,
some methods can be trusted more than others.
Sometimes facial recognition systems can be fooled
when presented with photographs or masks of trusted
individuals. Injuries and the aging process can also alter
biometric patterns such as fingerprints, facial shapes,
and iris patterns. To help mitigate potential weaknesses,
multiple biometric credentials can be collected and used
to authenticate users as well.

To summarize, Table 4-5 lists the key ideas used in each
alternative to password authentication.

Table 4-5 Summary of Password Authentication

and Alternatives
Characteristic Password Two- Digital Bio
(0)11)% Factor Certificates
Something you Yes Yes
know
Something you Yes Yes
have
Something you Yes
are

4

CONTROLLING AND MONITORING USER
ACCESS
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You can manage user activity to and through systems
with authentication, authorization, and accounting
(AAA, also pronounced “triple-A”) mechanisms. AAA
uses standardized methods to challenge users for their
credentials before access is allowed or authorized.
Accounting protocols also can record user activity on
enterprise systems. AAA is commonly used to control
and monitor access to network devices like routers,
switches, firewalls, and so on.

In a nutshell, you can think of AAA in the following
manner:

Ke
Topic

e Authentication: Who is the user?

e Authorization: What is the user allowed to do?

¢ Accounting: What did the user do?

As an example, a network administrator can have
several methods to manage users who might try to log
in to a switch to perform some operation. At the most
basic level, you could authenticate users with simple
passwords that are configured on the switch console and
VTY lines. Authorization could be equally simple: when
users successfully log in, they are authorized for EXEC
level privileges. By entering the correct enable secret
password, users could be authorized for a higher
privilege level.

Under the simple scenario, if a user knows the correct
password, he can connect to the switch. But who is that
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user? You might never know who actually logged in and
changed the configuration or rebooted the switch!
Instead, you could configure individual usernames and
passwords on the switch. That would solve the user
anonymity problem, but your network might consist of
many administrative users and many switches,
requiring quite a bit of username configuration and
maintenance.

A more scalable solution is to leverage AAA functions
that are centralized, standardized, resilient, and flexible.
For example, a centralized authentication server can
contain a database of all possible users and their
passwords, as well as policies to authorize user
activities. As users come and go, their accounts can be
easily updated in one place. All switches and routers
would query the AAA server to get up-to-date
information about a user. For greater security, AAA
servers can also support multifactor user credentials
and more. Cisco implements AAA services in its Identity
Services Engine (ISE) platform.

AAA servers usually support the following two protocols
to communicate with enterprise resources:

e TACACS+: A Cisco proprietary protocol that separates each of the
AAA functions. Communication is secure and encrypted over TCP

port 49.

e RADIUS: A standards-based protocol that combines authentication
and authorization into a single resource. Communication uses UDP
ports 1812 and 1813 (accounting) but is not completely encrypted.
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Both TACACS+ and RADIUS are arranged as a
client/server model, where an authenticating device acts
as a client talking to a AAA server. Figure 4-9 shows a
simplified view of the process, where a user is
attempting to connect to a switch for management
purposes. In the AAA client role, the switch is often
called Network Access Device (NAD) or Network Access
Server (NAS). When a user tries to connect to the
switch, the switch challenges the user for credentials,
then passes the credentials along to the AAA server. In
simple terms, if the user passes authentication, the AAA
server returns an “accept” message to the switch. If the
AAA server requires additional credentials, as in
multifactor authentication, it returns a “challenge”
message to the switch. Otherwise, a “reject” message is
returned, denying access to the user.

User Switch

AAA Server
E - A
-4 -N\=
'T l I
1. Who are you?

2.1 am John Smith, 3. Is he John Smith?

5. OK, connect. 4. Yes, accept him.

Figure 4-9 A Simplified View of AAA
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DEVELOPING A SECURITY PROGRAM TO
EDUCATE USERS

One effective approach an enterprise can take to
improve information security is to educate its user
community through a corporate security program. Most
users may not have an IT background, so they might not
recognize vulnerabilities or realize the consequences of
their own actions. For example, if corporate users
receive an email message that contains a message
concerning a legal warrant for their arrest or a threat to
expose some supposed illegal behavior, they might be
tempted to follow a link to a malicious site. Such an
action might infect a user’s computer and then open a
back door or introduce malware or a worm that could
then impact the business operations.

An effective security program should have the following
basic elements:

Ke

* User awareness: All users should be made aware of the need for
data confidentiality to protect corporate information, as well as their
own credentials and personal information. They should also be made
aware of potential threats, schemes to mislead, and proper
procedures to report security incidents. Users should also be
instructed to follow strict guidelines regarding data loss. For
example, users should not include sensitive information in emails or
attachments, should not keep or transmit that information from a
smartphone, or store it on cloud services or removable storage drives.

e User training: All users should be required to participate in
periodic formal training so that they become familiar with all
corporate security policies. (This also implies that the enterprise

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



should develop and publish formal security policies for its employees,

users, and business partners to follow.)

e Physical access control: Infrastructure locations, such as

network closets and data centers, should remain securely locked.

Badge access to sensitive locations is a scalable solution, offering an

audit trail of identities and timestamps when access is granted.

Administrators can control access on a granular basis and quickly

remove access when an employee is dismissed.

Chapter Review

One key to doing well on the exams is to perform

repetitive spaced review sessions. Review this chapter’s

material using either the tools in the book or interactive

tools for the same material found on the book’s

companion website. Referto the “Your Study Plan”
element for more details. Table 4-6 outlines the key

review elements and where you can find them. To better

track your study progress, record when you completed

these activities in the second column.

Table 4-6 Chapter Review Tracking

Review Element

Review key topics

Review

Date(s)

Resource
Used

Book, website

Review key terms

Book, website

Answer DIKTA
questions

Book, PTP
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Review memory tables Website

REVIEW ALL THE KEY TOPICS

Ke

Table 4-7 Key Topics for Chapter 4

Key Topic Description

Element

Figure 4-3 Security terminology 71

Section Common Security Threats | 72

Table 4-3 Types of malware 79

Table 4-4 Human security 80
vulnerabilities

Paragraph Password vulnerabilities 80

List AAA functions 82

List User education 83

| »

KEY TERMS YOU SHOULD KNOW
AAA

amplification attack
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brute-force attack

buffer overflow attack
denial-of-service (DoS) attack
dictionary attack

distributed denial-of-service (DDoS) attack
exploit

malware

man-in-the-middle attack
mitigation technique
multifactor authentication
password guessing

pharming

phishing

reconnaissance attack
reflection attack

social engineering
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Chapter 5. Securing
Network Devices

This chapter covers the following exam topics:
1.0 Network Fundamentals
1.1 Explain the Role of Network Components
1.1.c Next-generation Firewalls and IPS
4.0 IP Services

4.8 Configure network devices for remote access
using SSH

5.0 Security Fundamentals

5.3 Configure device access control using local
passwords

All devices in the network—endpoints, servers, and
infrastructure devices like routers and switches—
include some methods for the devices to legitimately
communicate using the network. To protect those
devices, the security plan will include a wide variety of
tools and mitigation techniques, with the chapters in
Part II of this book discussing a large variety of those
tools and techniques.
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This chapter focuses on two particular security needs in
an enterprise network. First, access to the CLI of the
network devices needs to be protected. The network
engineering team needs to be able to access the devices
remotely, so the devices need to allow remote SSH (and
possibly Telnet) access. The first half of this chapter
discusses how to configure passwords to keep them safe
and how to filter login attempts at the devices
themselves.

The second half of the chapter turns to two different
security functions most often implemented with
purpose-built appliances: firewalls and IPSs. These
devices together monitor traffic in transit to determine
if the traffic is legitimate or if it might be part of some
exploit. If considered to be part of an exploit, or if
contrary to the rules defined by the devices, they can
discard the messages, stopping any attack before it gets
started.

“DO | KNOW THIS ALREADY?” QUIZ

Take the quiz (either here or use the PTP software) if
you want to use the score to help you decide how much
time to spend on this chapter. The letter answers are
listed at the bottom of the page following the quiz.
Appendix C, found both at the end of the book as well as
on the companion website, includes both the answers
and explanations. You can also find both answers and
explanations in the PTP testing software.
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Table 5-1 “Do I Know This Already?” Foundation
Topics Section-to-Question Mapping

Foundation Topics Section Questions

Securing I0S Passwords 1-4

Firewalls and Intrusion Prevention Systems | 5, 6

1. Imagine that you have configured the enable
secret command, followed by the enable
password command, from the console. You log out
of the switch and log back in at the console. Which
command defines the password that you had to
enter to access privileged mode?

enable password

enable secret

Neither

The password command, if it’s configured

W N e

2. Some IOS commands store passwords as clear text,
but you can then encrypt the passwords with the
service password-encryption global command.
By comparison, other commands store a computed
hash of the password instead of storing the
password. Comparing the two options, which one
answer is the most accurate about why one method
is better than the other?

1. Using hashes is preferred because encrypted I0S passwords can be
easily decrypted.
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2, Using hashes is preferred because of the large CPU effort required
for encryption.

3. Using encryption is preferred because it provides stronger password
protection.

4. Using encryption is preferred because of the large CPU effort
required for hashes.

3. A network engineer issues a show running-
config command and sees only one line of output
that mentions the enable secret command, as
follows:

Click here to view code image

enable secret 5 $1$72GMASe8cmvkz4UjiJhVp7.malLEl

Which of the following is true about users of this

router?

1. A user must type $1$ZGMA$e8cmvkz4UjiJhVp7.maLE1 to
reach enable mode.

2. The router will hash the clear-text password that the user types to
compare to the hashed password.

3. A no service password-encryption configuration command
would decrypt this password.

4. The router will decrypt the password in the configuration to
compare to the clear-text password typed by the user.

4. A single-line ACL has been added to a router
configuration using the command ip access-list 1
permit 172.16.4.0 0.0.1.255. The configuration
also includes the access-class 1 in command in
VTY configuration mode. Which answer accurately
describes how the router uses ACL 1?

1. Hosts in subnet 172.16.4.0/23 alone can telnet into the router.
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2. CLI users cannot telnet from the router to hosts in subnet
172.16.4.0/23 alone.

3. Hosts in subnet 172.16.4.0/23 alone can log in but cannot reach
enable mode of the router.

4. The router will only forward packets with source addresses in
subnet 172.16.4.0/23.

5. A next-generation firewall sits at the edge of a
company’s connection to the Internet. It has been
configured to prevent Telnet clients residing in the
Internet from accessing Telnet servers inside the
company. Which of the following might a next-
generation firewall use that a traditional firewall
would not?

Match message destination well-known port 23
Match message application data

Match message IP protocol 23

Match message source TCP ports greater than 49152

W MR

6. Which actions show a behavior typically supported
by a Cisco next-generation IPS (NGIPS) beyond the
capabilities of a traditional IPS? (Choose two

answers)

1. Gather and use host-based information for context

2. Comparisons between messages and a database of exploit
signatures

3. Logging events for later review by the security team

4. Filter URIs using reputation scores

Answers to the “Do I Know This Already?” quiz:
1B
2 A
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3B
4 A
5B
6 A D

Foundation Topics

SECURING IOS PASSWORDS

The ultimate way to protect passwords in Cisco I0S
devices is to not store passwords in IOS devices. That is,
for any functions that can use an external
authentication, authorization, and accounting (AAA)
server, use it. However, it is"common to store some
passwords in a router or switch configuration, and this
first section of the chapter discusses some of the ways
to protect those passwords.

As a brief review, Figure 5-1 summarizes some typical
login security configuration on a router or switch. On
the lower left, you see Telnet support configured, with
the use of a password only (no username required). On
the right, the configuration adds support for login with
both username and password, supporting both Telnet
and SSH users. The upper left shows the one command
required to define an enable password in a secure
manner.
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Enable

enable secret myenablepw

Telnet

line vty 0 15
transport input telnet
login
password mytelnetpw

Enable Mode
(sw1#)

T

User Mode
(swis)

SSH and Telnet

username wendell secret odom
!

hostname swl

ip domain-name example.com
crypto key generate rsa

line vty 0 15
transport input all
login local

Figure 5-1 Sample Login Security Configuration

Note

The configuration onthe far right of the figure
supports both SSH and Telnet, but consider allowing
SSH only by instead using the transport input ssh
command. The Telnet protocol sends all data
unencrypted, so any attacker who copies the
message with a Telnet login will have a copy of the

password.

The rest of this first section discusses how to make
these passwords secure. In particular, this section looks

at ways to avoid keeping clear-text passwords in the

configuration and storing the passwords in ways that
make it difficult for attackers to learn the password.
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Encrypting Older I0S Passwords
with service password-encryption

Some older-style IOS passwords create a security
exposure because the passwords exist in the
configuration file as clear text. These clear-text
passwords might be seen in printed versions of the
configuration files, in a backup copy of the configuration
file stored on a server, or as displayed on a network
engineer’s display.

Cisco attempted to solve this clear-text problem by
adding a command to encrypt those passwords: the
service password-encryption global configuration
command. This command encrypts passwords that are
normally held as clear text;specifically the passwords
for these commands:

Ke

password password (console or vty mode)
username name password password (global)
enable password password (global)

To see how it works, Example 5-1 shows how the
service password-encryption command encrypts the
clear-text console password. The example uses the
show running-config | section line con o
command both before and after the encryption; this
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command lists only the section of the configuration
about the console.

Example 5-1 Encryption and the service password-
encryption Command

Click here to view code image

Switch3# show running-config | section line con 0
line con O
password cisco

login

Switch3# configure terminal

Enter configuration commands, one per line. End witl
Switch3 (config)# service password-encryption
Switch3 (config)# *Z

Switch3# show running-config | section line con 0
line con 0O

password 7 070C285F4D06

login

A close examination of the before and after show
running-config command output reveals both the
obvious effect and a new concept. The encryption
process now hides the original clear-text password. Also,
I0S needs a way to signal that the value in the
password command lists an encrypted password rather
than the clear text. IOS adds the encryption or encoding
type of “7” to the command, which specifically refers to
passwords encrypted with the service password-
encryption command. (I0S considers the clear-text
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passwords to be type 0; some commands list the 0, and
some do not.)

While the service password-encryption global
command encrypts passwords, the no service
password-encryption global command does not
immediately decrypt the passwords back to their clear-
text state. Instead, the process works as shown in Figure
5-2. Basically, after you enter the no service
password-encryption command, the passwords
remain encrypted until you change a password.

@ service @ no service @

password-encryption password-encryption Change Password

mypass —)E/—) $Tis e P P ET 118405 P MYPASS

Clear Encrypted Encrypted Clear

Figure 5-2 Encryption Is Immediate; Decryption
Awaits Next Password Change

Unfortunately, the service password-encryption
command does not protect the passwords very well.
Armed with the encrypted value, you can search the
Internet and find sites with tools to decrypt these
passwords. In fact, you can take the encrypted password
from this example, plug it into one of these sites, and it
decrypts to “cisco.” So, the service password-
encryption command will slow down the curious, but
it will not stop a knowledgeable attacker.
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Encoding the Enable Passwords with
Hashes

In the earliest days of I0S, Cisco used the enable
password password global command to define the
password that users had to use to reach enable mode
(after using the enable EXEC command). However, as
just noted, the enable password password command
stored the password as clear text, and the service
password-encryption command encrypted the
password in a way that was easily decrypted.

Cisco solved the problem of only weak ways to store the
password of the enable password password global
command by making a more secure replacement: the
enable secret password global command. However,
both these commands-exist in IOS even today. The next
few pages look at these two commands from a couple of
angles, including interactions between these two
commands, why the enable secret command is more
secure, along with a note about some advancements in
how IOS secures the enable secret password.

Interactions Between Enable Password and Enable
Secret

First, for real life: use the enable secret password
global command, and ignore the enable password
password global command. That has been true for
around 20 years.
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However, to be complete, Cisco has never removed the
much weaker enable password command from IOS.
So, on a single switch (or router), you can configure one
or the other, both, or neither. What, then, does the
switch expect us to type as the password to reach enable
mode? It boils down to these rules:

Ke

Both commands configured: Users must use the
password in the enable secret password command
(and ignore the enable password password
command).

Only one command configured: Use the
password in that one command.

Neither command configured (default):
Console users move directly to enable mode without
a password prompt; Telnet and SSH users are rejected
with no option to supply an enable password.

Making the Enable Secret Truly Secret with a Hash

The Cisco enable secret command protects the
password value by never even storing the clear-text
password in the configuration. However, that one
sentence may cause you a bit of confusion: If the router
or switch does not remember the clear-text password,
how can the switch know that the user typed the right
password after using the enable command? This

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



section works through a few basics to show you how and
appreciate why the password’s value is secret.

First, by default, IOS uses a hash function called
Message Digest 5 (MD5) to store an alternative value in
the configuration, rather than the clear-text password.
Think of MDj5 as a rather complex mathematical
formula. In addition, this formula is chosen so that even
if you know the exact result of the formula—that is, the
result after feeding the clear-text password through the
formula as input—it is computationally difficult to
compute the original clear-text password. Figure 5-3
shows the main ideas:

> MD5 Hash:
| F(Clear Text) = Secret ¢

CloarTor Computationally Simple! Secret

I Computationally Difficult! :
------------------- F(Secret) = ClearText €

Figure 5-3 One-Way Nature of MD5 Hash to Create
Secret

Note

“Computationally difficult” is almost a code phrase,
meaning that the designers of the function hope that
no one is willing to take the time to compute the
original clear text.
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So, if the original clear-text password cannot be re-
created, how can a switch or router use it to compare to
the clear-text password typed by the user? The answer
depends on another fact about these security hashes like
MDs5: each clear-text input results in a unique result
from the math formula.

The enable secret fred command generates an MD5
hash. If a user types fred when trying to enter enable
mode, IOS will run MDj5 against that value and get the
same MD5 hash as is listed in the enable secret
command, so IOS allows the user to access enable
mode. If the user typed any other value besides fred,
I0S would compute a different MD5 hash than the
value stored with the enable secret command, and IOS
would reject that user’s attempt to reach enable mode.

Knowing that fact, the switch can make a comparison
when a user types a password after using the enable
EXEC command as follows:

Key
Topic
Step 1. IOS computes the MD5 hash of the password
in the enable secret command and stores
the hash of the password in the configuration.

Step 2. When the user types the enable command
to reach enable mode, a password that needs
to be checked against that configuration
command, IOS hashes the clear-text password
as typed by the user.
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Step 3. I0S compares the two hashed values: if they
are the same, the user-typed password must
be the same as the configured password.

As a result, IOS can store the hash of the password but
never store the clear-text password; however, it can still
determine whether the user typed the same password.

Switches and routers already use the logic described
here, but you can see the evidence by looking at the
switch configuration. Example 5-2 shows the creation of
the enable secret command, with a few related details.
This example shows the stored (hashed) value as
revealed in the show running-configuration
command output. That output also shows that IOS
changed the enable secret fred command to list the
encryption type 5 (which means the listed password is
actually an MDj5 hash of the clear-text password). The
gobbledygook long text string is the hash, preventing
others from reading the password.

Example 5-2 Cisco IOS Encoding Password “cisco” as
Type 5 (MD5)

Click here to view code image

Switch3 (config)# enable secret fred
Switch3 (config)# *Z

Switch3# show running-config | include enable secre:
enable secret 5 $1$ZGMASe8cmvkz4UjiJhVp7.malEl

Switch3# configure terminal

Enter configuration commands, one per line. End witl
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Switch3 (config)# no enable secret
Switch3 (config)# *Z

The end of the example also shows an important side
point about deleting the enable secret password: after
you are in enable mode, you can delete the enable secret
password using the no enable secret command,
without even having to enter the password value. You
can also overwrite the old password by just repeating
the enable secret command. But you cannot view the
original clear-text password.

Note

Example 5-2 shows another shortcut illustrating
how to work through long show command output,
this time using the pipe to the include command.
The | include enable secret part of the command
processes the output from show running-config
to include only the lines with the case-sensitive text
“enable secret.”

Improved Hashes for Cisco’s Enable Secret

The use of any hash function to encode passwords relies
on several key features of the particular hash function.

In particular, every possible input value must result in a
single hashed value, so that when users type a password,
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only one password value matches each hashed value.
Also, the hash algorithm must result in computationally
difficult math (in other words, a pain in the neck) to
compute the clear-text password based on the hashed
value to discourage attackers.

The M D5 hash algorithm has been around 30 years.
Over those years, computers have gotten much faster,
and researchers have found creative ways to attack the
MDs5 algorithm, making M D5 less challenging to crack.
That is, someone who saw your running configuration
would have an easier time re-creating your clear-text
secret passwords than in the early years of MDs5.

These facts are not meant to say that MD5 is bad, but
like many cryptographic functions before MD35, progress
has been made, and new functions were needed. To
provide more recent options that would create a much
greater challenge to attackers, Cisco added two
additional hashes in the 2010s, as noted in Figure 5-4.

Type 9
Scrypt
Type0  Type7 | Type5 Type 4 l' Type 8
Clear  Encrypted = MD5 PBKDF2 PBKDF2
I T :} :J I |
1990 1995 2010 2015

Figure 5-4 Timeline of Encryptions/Hashes of
Cisco I0S Passwords
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I0S now supports two alternative algorithm types in the
more recent router and switch IOS images. Both use an
SHA-256 hash instead of MDj5, but with two newer
options, each of which has some differences in the
particulars of how each algorithm uses SHA-256. Table
5-2 shows the configuration of all three algorithm types
on the enable secret command.

Table 5-2 Commands and Encoding Types for the
enable secret Command

Command Type Algorithm
enable [algorithm-type mds5] 5 MDj5
secret password

enable algorithm-type sha256 8 SHA-256
secret password

enable algorithm-type scrypt 9 SHA-256
secret password

Example 5-3 shows the enable secret command being
changed from MD5 to the scrypt algorithm. Of note, the
example shows that only one enable secret command
should exist between those three commands in Table 5-
2. Basically, if you configure another enable secret
command with a different algorithm type, that
command replaces any existing enable secret
command.
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Example 5-3 Cisco I0OS Encoding Password “mypass1”
as Type 9 (SHA-256)

Click here to view code image

R1# show running-config | include enable

enable secret 5 $1$7238Yj$725dBZmLUJOnx8gFPTtTv0

R1# configure terminal

Enter configuration commands, one per line. End witl
Rl (config)# enable algorithm-type scrypt secret myp:i
Rl (config)# *Z

R1#

R1# show running-config | include enable

enable secret 9 $9SIT1/EeKiRW9IluxESfwYUOESEHO1116AWV!
R1#

Following the process shown in the example, the first
command confirms that the current enable secret
command uses encoding type 5, meaning it uses MD5.
Second, the user configures the password using
algorithm type scrypt. The last command confirms that
only one enable secret command exists in the
configuration, now with encoding type 9.

Encoding the Passwords for Local
Usernames

Cisco added the enable secret command back in the
1990s to overcome the problems with the enable
password command. The username password and
username secret commands have a similar history.
Originally, I0OS supported the username user
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password password command—a command that had
those same issues of being a clear-text password or a
poorly encrypted value (with the service password-
encryption feature). Many years later, Cisco added the
username user secret password global command,
which encoded the password as an MD5 hash, with
Cisco adding support for the newer SHA-256 hashes
later.

Today, the username secret command is preferred
over the username password command; however,
IOS does not use the same logic for the username
command as it does for allowing both the enable
secret plus enable password commands to exist in
the same configuration. IOS allows

Ke

* Only one username command for a given username—either a
username name password password command or a username
name secret password command

¢ A mix of commands (username password and username
secret) in the same router or switch (for different usernames)

You should use the username secret command
instead of the username password command when
possible. However, note that some IOS features require
that the router knows a clear-text password via the
username command (for instance, when performing
some common authentication methods for serial links
called PAP and CHAP). In those cases, you still need to
use the username password command.
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As mentioned, the more recent I0S versions on both
switches and routers use the additional encoding
options beyond MD5, just as supported with the enable
secret command. Table 5-3 shows the syntax of those
three options in the username command, with the
MDs5 option shown as an option because it is the default
used with the username secret command.

Table 5-3 Commands and Encoding Types for the
username secret Command

Command Type Algorithm

username name [algorithm-type 5 MDj5
md5] secret password

username name algorithm-type 8 SHA-256
sha256 secret password

username name algorithm-type 9 SHA-256
scrypt secret password

Controlling Password Attacks with
ACLs

Attackers can repeatedly try to log in to your network
devices to gain access, but I0S has a feature that uses
ACLs to prevent the attacker from even seeing a
password prompt. When an external user connects to a
router or switch using Telnet or SSH, IOS uses a vty line
to represent that user connection. I0OS can apply an ACL
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to the vty lines, filtering the addresses that can telnet or
SSH into the router or switch. If filtered, the user never
sees a login prompt.

For example, imagine that all the network engineering
staff’s devices connect into subnet 10.1.1.0/24. The
security policy states that only the network engineering
staff should be allowed to telnet or SSH into any of the
Cisco routers in a network. In such a case, the
configuration shown in Example 5-4 could be used on
each router to deny access from IP addresses not in that
subnet.

Example 5-4 vty Access Control Using the access-
class Command

Click here to view code image

line vty 0 4

login

password cisco

access-class 3 in

!

! Next command is a global command that matches IPv:
! a source address that begins with 10.1.1.
access-list 3 permit 10.1.1.0 0.0.0.255

The access-class command refers to the matching
logic in access-list 3. The keyword in refers to Telnet
and SSH connections into this router—in other words,
people telnetting into this router. As configured, ACL 3
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checks the source IP address of packets for incoming
Telnet connections.

IOS also supports using ACLs to filter outbound Telnet
and SSH connections. For example, consider a user who
first uses Telnet or SSH to connect to the CLI and now
sits in user or enable mode. With an outbound vty filter,
I10S will apply ACL logic if the user tries the telnet or
ssh commands to connect out of the local device to
another device.

To configure an outbound VTY ACL, use the access-
class acl out command in VTY configuration mode.
Once configured, the router filters any attempts made
by current vty users to use the telnet and ssh
commands to initiate new connections to other devices.

Of the two options—toprotect inbound ‘and outbound
connections—protecting inbound connections is by far
the more important and more common. However, to be
complete, outbound VTY ACLs have a surprisingly odd
feature in how they use the ACL. When the out
keyword is used, the standard IP ACL listed in the
access-class command actually looks at the
destination IP address, and not the source. That is, it
filters based on the device to which the telnet or ssh
command is trying to connect.

FIREWALLS AND INTRUSION
PREVENTION SYSTEMS
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The next topic examines the roles of a couple of
different kinds of networking devices: firewalls and
intrusion prevention systems (IPSs). Both devices work
to secure networks but with slightly different goals and
approaches.

This second major section of the chapter takes a look at
each. This section first discusses the core traditional
features of both firewalls and IPSs. The section closes
with a description of the newer features in the current
generation of these products, called next-generation
products, which improves the functions of each.

Traditional Firewalls

Traditionally, a firewall sits in the forwarding path of all
packets so that the firewall can then choose which
packets to discard and which to allow through. By doing
so, the firewall protects the network from different
kinds of issues by allowing only the intended types of
traffic to flow in and out of the network. In fact, in its
most basic form, firewalls do the same kinds of work
that routers do with ACLs, but firewalls can perform
that packet-filtering function with many more options,
as well as perform other security tasks.

Figure 5-5 shows a typical network design for a site that
uses a physical firewall. The figure shows a firewall, like
the Cisco Adaptive Security Appliance (ASA) firewall,
connected to a Cisco router, which in turn connects to
the Internet. All enterprise traffic going to or from the

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



Internet would be sent through the firewall. The firewall
would consider its rules and make a choice for each
packet, whether the packet should be allowed through.

Figure 5-5 Firewall as Positioned in the Packet
Forwarding Path

Although firewalls have some router-like features (such
as packet forwarding and packet filtering); they provide
much more advanced security features than a traditional
router. For example, most firewalls can use the
following kinds of logic to make the choice of whether
to discard or allow a packet:

e Like router IP ACLs, match the source and destination IP addresses

e Like router IP ACLs, identify applications by matching their static
well-known TCP and UDP ports

e Watch application-layer flows to know what additional TCP and
UDP ports are used by a particular flow, and filter based on those
ports

e Match the text in the URI of an HTTP request—that is, look at and
compare the contents of what is often called the web address—and
match patterns to decide whether to allow or deny the download of
the web page identified by that URI
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¢ Keep state information by storing information about each packet,

and make decisions about filtering future packets based on the

historical state information (called stateful inspection, or being a

stateful firewall)
The stateful firewall feature provides the means to
prevent a variety of attacks and is one of the more
obvious differences between the ACL processing of a
router versus security filtering by a firewall. Routers
must spend as little time as possible processing each
packet so that the packets experience little delay passing
through the router. The router cannot take the time to
gather information about a packet, and then for future
packets, consider some saved state information about
earlier packets when making a filtering decision.
Because they focus on network security, firewalls do
save some information about packets andcan consider
that information for future filtering decisions.

As an example of the benefits of using a stateful
firewall, consider a simple denial of service (DoS)
attack. An attacker can make this type of attack against a
web server by using tools that create (or start to create)
a large volume of TCP connections to the server. The
firewall might allow TCP connections to that server
normally, but imagine that the server might typically
receive 10 new TCP connections per second under
normal conditions and 100 per second at the busiest
times. A DoS attack might attempt thousands or more
TCP connections per second, driving up CPU and RAM
use on the server and eventually overloading the server
to the point that it cannot serve legitimate users.
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A stateful firewall could be tracking the number of TCP
connections per second—that is, recording state
information based on earlier packets—including the
number of TCP connection requests from each client IP
address to each server address. The stateful firewall
could notice a large number of TCP connections, check
its state information, and then notice that the number
of requests is very large from a small number of clients
to that particular server, which is typical of some kinds
of DoS attacks. The stateful firewall could then start
filtering those packets, helping the web server survive
the attack, whereas a stateless firewall or a router ACL
would not have had the historical state information to
realize that a DoS attack was occurring.

Security Zones

Firewalls not only filter packets, they also pay close
attention to which host initiates communications. That
concept is most obvious with TCP as the transport layer
protocol, where the client initiates the TCP connection
by sending a TCP segment that sets the SYN bit only (as
seen in Figure 1-5 in Chapter 1, “Introduction to TCP/IP
Transport and Applications”).

Firewalls use logic that considers which host initiated a
TCP connection by watching these initial TCP segments.
To see the importance of who initiates the connections,
think about a typical enterprise network with a
connection to the Internet, as shown in Figure 5-6. The
company has users inside the company who open web
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browsers, initiating connections to web servers across
the Internet. However, by having a working Internet
connection, that same company opens up the possibility
that an attacker might try to create a TCP connection to
the company’s internal web servers used for payroll
processing. Of course, the company does not want
random Internet users or attackers to be able to connect
to their payroll server.

Key

Topic

Payroll Server User
‘o i
[, " .. S ——— L)
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User Web Server

Figure 5-6 Allowing Outbound Connections and
Preventing Inbound Connections

Firewalls use the concept of security zones (also called a
zone for short) when defining which hosts can initiate
new connections. The firewall has rules, and those rules
define which host can initiate connections from one
zone to another zone. Also, by using zones, a firewall
can place multiple interfaces into the same zone, in
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cases for which multiple interfaces should have the
same security rules applied. Figure 5-7 depicts the idea
with the inside part of the enterprise considered to be in
a separate zone compared to the interfaces connected
toward the Internet.

Zone Inside Zone Outside

=

Rule: Insice Can Initiate to Outside for Ports. ..

F|rewall

ﬁ

Figure 5-7 Using Security Zones with Firewalls

The most basic firewall rule when using two zones like
Figure 5-7 reduces to this logic:

Allow hosts from zone inside to initiate connections
to hosts in zone outside, for a predefined set of safe
well-known ports (like HTTP port 80, for instance).

Note that with this one simple rule, the correct traffic is
allowed while filtering the unwanted traffic by default.
Firewalls typically disallow all traffic unless a rule
specifically allows the packet. So, with this simple rule
to allow inside users to initiate connections to the
outside zone, and that alone, the firewall also prevents
outside users from initiating connections to inside
hosts.

Most companies have an inside and outside zone, as
well as a special zone called the demilitarized zone
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(DMZ). Although the DMZ name comes from the real
world, it has been used in IT for decades to refer to a
firewall security zone used to place servers that need to
be available for use by users in the public Internet. For
example, Figure 5-8 shows a typical Internet edge
design, with the addition of a couple of web servers in
its DMZ connected through the firewall. The firewall
then needs another rule that enables users in the zone
outside—that is, users in the Internet—to initiate
connections to those web servers in the DMZ. By
separating those web servers into the DMZ, away from
the rest of the enterprise, the enterprise can prevent
Internet users from attempting to connect to the
internal devices in the inside zone, preventing many
types of attacks.

Ke

Zone Inside Zone Qutside

Initiate

Zone DMZ
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Figure 5-8 Using a DMZ for Enterprise Servers
That Need to Be Accessible from the Internet

Intrusion Prevention Systems (IPS)

Traditionally, a firewall works with a set of user-
configured rules about where packets should be allowed
to flow in a network. The firewall needs to sit in the path
of the packets so it can filter the packets, redirect them
for collection and later analysis, or let them continue
toward their destination.

A traditional intrusion prevention system (IPS) can sit
in the path packets take through the network, and it can
filter packets, but it makes its decisions with different
logic. The IPS first downloads a database of exploit
signatures. Each signature defines different header field
values found in sequences of packets used by different
exploits. Then the IPS can examine packets, compare
them to the known exploit signatures, and notice when
packets may be part of a known exploit. Once identified,
the IPS can log the event, discard packets, or even
redirect the packets to another security application for
further examination.

A traditional IPS differs from firewalls in that instead of
an engineer at the company defining rules for that
company based on applications (by port number) and
zones, the IPS applies the logic based on signatures
supplied mostly by the IPS vendor. Those signatures
look for these kinds of attacks:
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e DoS

e DDoS

* Worms

* Viruses
To accomplish its mission, the IPS needs to download
and keep updating its signature database. Security
experts work to create the signatures. The IPS must
then download the exploit signature database and keep
downloading updates over time, as shown in Figure 5-9.

O

n

IPS Firewall

Figure 5-9 IPS and Signature Database

For example, think about what happens when an
entirely new computer virus has been created. Host-
based security products, like antivirus software, should
be installed on the computers inside the company.
These tools use a similar model as the IPS, keeping an
updated database of virus signatures. The signatures
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might look for patterns in how a computer virus could
be stored inside files on the computer, or in files sent to
the computer via email or web browsers. But there will
be some time lag between the day when the virus has
been discovered (called zero-day attacks) and when
researchers have developed a virus signature, changed
their database, and allowed time for all the hosts to
update their antivirus software. The hosts are at risk
during this time lag.

The IPS provides a complimentary service to prevent
viruses. Researchers will look for ways an IPS could
recognize the same virus while in flight through the
network with new IPS signatures—for instance, looking
for packets with a particular port and a particular hex
string in the application payload. Once developed, the
IPS devices in the network need to be updated with the
new signature database, protecting against that virus.
Both the host-based and IPS-based protections play an
important role, but the fact that one IPS protects
sections of a network means that the IPS can sometimes
more quickly react to new threats to protect hosts.

Cisco Next-Generation Firewalls

The CCNA 200-301 exam topics mention the terms
firewall and IPS but prefaced with the term next-
generation. Around the mid 2010s, Cisco and some of
their competitors started using the term next generation
when discussing their security products to emphasize
some of the newer features. In short, a next-generation
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firewall (NGFW) and a next-generation IPS (NGIPS) are
the now-current firewall and IPS products from Cisco.

However, the use of the term next generation goes far
beyond just a marketing label: the term emphasizes
some major shifts and improvements over the years.
The security industry sees endless cycles of new attacks
followed by new solutions, with some solutions
requiring new product features or even new products.
Some of the changes that have required new security
features include the proliferation of mobile devices—
devices that leave the enterprise, connect to the
Internet, and return to the Enterprise—creating a whole
new level of risk. Also, no single security function or
appliance (firewall, IPS, antimalware) can hope to stop
some threats, so the next-generation tools must be able
to work better together to provide solutions. In short,
the next-generation products have real useful features
not found in their predecessor products.

As for Cisco products, for many years Cisco branded its
firewalls as the Cisco Adaptive Security Appliance (ASA).
Around 2013, Cisco acquired Sourcefire, a security
product company. Many of the next-generation firewall
(and IPS) features come from software acquired
through that acquisition. As of 2019 (when this chapter
was written), all of Cisco’s currently sold firewalls have
names that evoke memories of the Sourcefire
acquisition, with most of the firewall product line being
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called Cisco Firepower firewalls
(www.cisco.com/go/firewalls).

An NGFW still does the traditional functions of a
firewall, of course, like stateful filtering by comparing
fields in the IP, TCP, and UDP headers, and using
security zones when defining firewall rules. To provide
some insight into some of the newer next-generation
features, consider the challenge of matching packets
with ports:

1. Each IP-based application should use a well-known port.

2. Attackers know that firewalls will filter most well-known ports from
sessions initiated from the outside zone to the inside zone (see Figure

5-8).

3. Attackers use port scanning to find any port that a company’s firewall
will allow through right now.

4. Attackers attempt to use a protocol of their choosing (for example,
HTTP) but with the nonstandard port found through port scanning as
a way to attempt to connect to hosts inside the enterprise.

The sequence lists a summary of some of the steps
attackers need to take but does not list every single task.
However, even to this depth, you can see how attackers
can find a way to send packets past the corporate
firewall.

The solution? A next-generation firewall that looks at
the application layer data to identify the application
instead of relying on the TCP and UDP port numbers
used. Cisco performs their deep packet inspection using
a feature called Application Visibility and Control (AVC).
Cisco AVC can identify many applications based on the
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data sent (application layer headers plus application
data structures far past the TCP and UDP headers).
When used with a Cisco NGFW, instead of matching
port numbers, the firewall matches the application,
defeating attacks like the one just described.

The following list mentions a few of the features of an
NGFW. Note that while NGFW is a useful term, the line
between a traditional firewall and a next-generation
firewall can be a bit blurry, as the terms describe
products that have gone through repeated changes over
long periods of time. This list does summarize a few of
the key points, however:

Ke

e Traditional firewall: An NGFW performs traditional firewall
features, like stateful firewall filtering, NAT/PAT, and VPN
termination.

e Application Visibility and Control (AVC): This feature looks
deep into the application layer data to identify the application. For
instance, it can identify the application based on the data, rather
than port number, to defend against attacks that use random port
numbers.

¢ Advanced Malware Protection: NGFW platforms run multiple
security services, not just as a platform to run a separate service, but
for better integration of functions. A network-based antimalware
function can run on the firewall itself, blocking file transfers that
would install malware, and saving copies of files for later analysis.

e URL Filtering: This feature examines the URLs in each web
request, categorizes the URLSs, and either filters or rate limits the
traffic based on rules. The Cisco Talos security group monitors and
creates reputation scores for each domain known in the Internet,
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with URL filtering being able to use those scores in its decision to
categorize, filter, or rate limit.

e NGIPS: The Cisco NGFW products can also run their NGIPS
feature along with the firewall.

Note that for any of the services that benefit from being
in the same path that packets traverse, like a firewall, it
makes sense that over time those functions could
migrate to run on the same product. So, when the design
needs both a firewall and IPS at the same location in the
network, these NGFW products can run the NGIPS
feature as shown in the combined device in Figure 5-10.

O
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NGIPS & NGFW

Figure 5-10 Next-Generation Firewall with Next-
Generation IPS Module

Cisco Next-Generation IPS

The Cisco next-generation IPS (NGIPS) products have
followed a similar path as the Cisco NGFW products.
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Cisco first added NGIPS features primarily through its
Sourcefire acquisition, with the now-current (in 2019)
Cisco IPS products also using the Firepower name. In
fact, as a product line, the hardware NGFW and NGIPS
products are the same products, with the ability to run
both the NGFW and NGIPS.

As with the NGFW, the NGIPS adds features to a
traditional IPS. For instance, one of the biggest issues
with a traditional IPS comes with the volume of security
events logged by the IPS. For instance:
1. An IPS compares the signature database, which lists all known
exploits, to all messages.
2. It generates events, often far more than the security staff can read.

3. The staff must mentally-filter events to find the proverbial needle in
the haystack, possible only through-hard,work, vast-experience, and a
willingness to dig.

An NGIPS helps with this issue in a couple of ways.
First, an NGIPS examines the context by gathering data
from all the hosts and the users of those hosts. The
NGIPS will know the OS, software revision levels, what
apps are running, open ports, the transport protocols
and port numbers in use, and so on. Armed with that
data, the NGIPS can make much more intelligent
choices about what events to log.

For instance, consider an NGIPS placed into a network
to protect a campus LAN where end users connect, but
no data center exists in that part of the network. Also, all
PCs happen to be running Windows, and possibly the
same version, by corporate policy. The signature
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database includes signatures for exploits of Linux hosts,
Macs, Windows version nonexistent in that part of the
network, and exploits that apply to server applications
that are not running on those hosts. After gathering
those facts, an NGIPS can suggest de-emphasizing
checks for exploits that do not apply to those endpoints,
spending more time and focus on events that could
occur, greatly reducing the number of events logged.

The following list mentions a few of the Cisco NGIPS
features:

Ke

e Traditional IPS: An NGIPS performs traditional IPS features, like
using exploit signatures to compare packet flows, creating a log of
events, and possibly discarding and/or redirecting packets.

e Application Visibility and Control (AVC): As with NGFWs, an
NGIPS has the ability to look deep into the application layer data to
identify the application.

* Contextual Awareness: NGFW platforms gather data from hosts
—OS, software version/level, patches applied, applications running,
open ports, applications currently sending data, and so on. Those
facts inform the NGIPS as to the often more limited vulnerabilities in
a portion of the network so that the NGIPS can focus on actual
vulnerabilities while greatly reducing the number of logged events.

e Reputation-Based Filtering: The Cisco Talos security
intelligence group researches security threats daily, building the data
used by the Cisco security portfolio. Part of that data identifies
known bad actors, based on IP address, domain, name, or even
specific URL, with a reputation score for each. A Cisco NGIPS can
perform reputation-based filtering, taking the scores into account.

¢ Event Impact Level: Security personnel need to assess the logged
events, so an NGIPS provides an assessment based on impact levels,
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with characterizations as to the impact if an event is indeed some

kind of attack.
If you want to learn a little more about these topics for
your own interest, let me refer you to a couple of
resources. First, check out articles and blog posts from
the Cisco Talos Intelligence Group
(www.talosintelligence.com). The Cisco Talos
organization researches security issues around the globe
across the entire spectrum of security products.
Additionally, one Cisco Press book has some great
information about both next-generation firewalls and
IPSs, written at a level appropriate as a next step. If you
want to read more, check out this book with the long
name: Integrated Security Technologies and Solutions,
Volume I: Cisco Security Solutions for Advanced Threat
Protection with Next Generation Firewall, Intrusion
Prevention, AMP, and Content Security (or just use its
ISBN, 9781587147067), with one chapter each on NGFW
and NGIPS.

Chapter Review

One key to doing well on the exams is to perform
repetitive spaced review sessions. Review this chapter’s
material using either the tools in the book or interactive
tools for the same material found on the book’s
companion website. Refer to the “Your Study Plan”
element for more details. Table 5-4 outlines the key
review elements and where you can find them. To better
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track your study progress, record when you completed
these activities in the second column.

Table 5-4 Chapter Review Tracking

Review Element Review Resource
Date(s) Used

Review key topics Book, website
Review key terms Book, website
Repeat DIKTA Book, PTP
questions
Do labs Blog
Review command Book
tables

< 3

REVIEW ALL THE KEY TOPICS

Ke

Table 5-5 Key Topics for Chapter 5

Key Description

Topic

Element

List Commands whose passwords are 89
encrypted by service password-
encryption
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List Rules for when IOS uses the password o1
set with the enable password versus
enable secret commands

List Logic by which IOS can use the 92
enable secret hash when a user
types a clear-text password to reach
enable mode

List Rule for combinations of the 94
username command

Figure 5- | Typical client filtering by firewall at 98
6 Internet edge

Figure 5- | Firewall security zones with DMZ 99
8

List Features of next-generation firewalls 101
List Features of next-generation IPSs 103

KEY TERMS YOU SHOULD KNOW

enable secret
local username
MDs5 hash
username secret

firewall
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IPS
next-generation firewall (NGFW)
next-generation IPS (NGIPS)

Application Visibility and Control

DO LABS

The Sim Lite software is a version of Pearson’s full
simulator learning product with a subset of the labs,
included free with this book. The Sim Lite with this
book includes a couple of labs about various password-
related topics. Also, check the author’s blog site pages
for configuration exercises (Config Labs) at
https://blog.certskills.com /config-labs.

COMMAND REFERENCES

Tables 5-6 and 5-7 list configuration and verification
commands used in this chapter. As an easy review
exercise, cover the left column in a table, read the right
column, and try to recall the command without looking.
Then repeat the exercise, covering the right column, and
try to recall what the command does.

Table 5-6 Chapter 5 Configuration Commands

Command Mode/Purpose/Description

line console o Command that changes the context to
console configuration mode.
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line vty 1st-vty
last-vty

Command that changes the context to vty
configuration mode for the range of vty
lines listed in the command.

login Console and vty configuration mode. Tells
IOS to prompt for a password.

password pass- Console and vty configuration mode. Lists

value the password required if the login
command is configured.

login local Console and vty configuration mode. Tells

I0S to prompt for a username and
password, to be checked against locally
configured username global
configuration commands.

username name
[algorithm-type
md5 | sha256 |
scrypt] secret
pass-value

Global command. Defines one of possibly
multiple usernames and associated
passwords, stored as a hashed value
(default MD5), with other hash options as
well.

username name

Global command. Defines a username and

password pass- password, stored in clear text in the
value configuration by default.
crypto key Global command. Creates and stores (in a

generate rsa
[modulus 512 |
768 | 1024]

hidden location in flash memory) the keys
required by SSH.

transport input
{telnet | ssh | all
| none}

vty line configuration mode. Defines
whether Telnet and/or SSH access is
allowed into this switch.

[no] service

Global command that encrypts all clear-

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com




password- text passwords in the running-config. The
encryption no version of the command disables the
encryption of passwords when the
password is set.

enable Global command to create the enable
password pass- password, stored as a clear text instead of
value a hashed value.

enable Global command to create the enable

[algorithm-type | password, stored as a hashed value
md5 | sha256 | instead of clear text, with the hash defined
scrypt] secret by the algorithm type.

pass-value

no enable Global command to delete the enable
secret secret or enable password commands,
no enable respectively.

password

access-class A vty mode command that enables

number | name in | inbound ACL checks against Telnet and
SSH clients connecting to the router.

Table 5-7 Chapter 5 EXEC Command Reference

Command Purpose

show running-config Lists the vty lines and

| section vty subcommands from the
configuration.

show running-config Lists the console and subcommands
| section con from the configuration.
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show running-config Lists all lines in the configuration
| include enable with the word enable.
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Chapter 6. Implementing
Switch Port Security

This chapter covers the following exam topics:

5.0 Security Fundamentals

5.7 Configure Layer 2 security features (DHCP
snooping, dynamic ARP inspection, and port
security)

In modern networks,-security must be implemented in
depth. The security architecture shoulduse firewalls
and intrusion prevention systems (IPS) at strategic
locations, and hosts should use antivirus and
antimalware tools. Routers, which already need to exist
throughout the enterprise at the edge between local-
area networks and wide-area networks, can be
configured with IP access control lists to filter packets
related to different IP address ranges in that enterprise.

LAN switches have a unique opportunity as a security
enforcement point, particularly LAN switches connected
to endpoint devices. Attackers often launch attacks from
the endpoints connected to an enterprise LAN switch.
The attacker might gain physical access to the endpoint
or first infect the device to then launch an attack.
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Additionally, a mobile device can become infected while
outside the company network and then later connect to
the company network, with the attack launching at that
point.

Engineers should assume that attacks might be
launched from end-user devices connected directly to
access ports on the enterprise’s LAN switches, so Cisco
switches include a number of useful tools to help
prevent several types of attacks. This chapter discusses
one such tool: port security. Chapter 8, “DHCP Snooping
and ARP Inspection,” discusses two other switch
security tools that take advantage of the switch’s access
layer role, with Chapter 7, “Implementing DHCP,”
providing the background details needed to understand
the tools in Chapter 8.

This short chapter takes a straightforward approach to
the port security feature. The first section discusses the
concepts, configuration, and verification, using the
primary port security operational mode: shutdown
mode. The second section then discusses some of the
intricacies of the three operational modes: shutdown,
verify, and restrict.

“DO | KNOW THIS ALREADY?” QUIZ

Take the quiz (either here or use the PTP software) if
you want to use the score to help you decide how much
time to spend on this chapter. The letter answers are
listed at the bottom of the page following the quiz.
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Appendix C, found both at the end of the book as well as
on the companion website, includes both the answers
and explanations. You can also find both answers and
explanations in the PTP testing software.

Table 6-1 “Do I Know This Already?” Foundation
Topics Section-to-Question Mapping

Foundation Topics Section Questions

Port Security Concepts and Configuration | 1—3

Port Security Violation Modes 4,5

1. Which of the following is required when configuring
port security with sticky learning?

1. Setting the maximum number of allowed MAC addresses on the
interface with the switchport port-security maximum
interface subcommand.

2. Enabling port security with the switchport port-security
interface subcommand.

3. Defining the specific allowed MAC addresses using the
switchport port-security mac-address interface
subcommand.

4. All the other answers list required commands.

2. A Cisco Catalyst switch connects to what should be
individual user PCs. Each port has the same port
security configuration, configured as follows:

Click here to view code image
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interface range gigabitethernet 0/1 - 24
switchport mode access
switchport port-security
switchport port-security mac-address sticky

Which of the following answers describe the result
of the port security configuration created with these
commands? (Choose two answers.)

1. Prevents unknown devices with unknown MAC addresses from
sending data through the switch ports.

2, If a user connects a switch to the cable, prevents multiple devices
from sending data through the port.

3. Will allow any one device to connect to each port and will save that
device’s MAC address into the startup-config.

4. Will allow any one device to connect to each port but will not save
that device’s MAC address into the startup-config.

3. Which of the following commands list the MAC
address table entries for MAC addresses configured
by port security? (Choose two answers.)

1. show mac address-table dynamic

2. show mac address-table

3. show mac address-table static

4. show mac address-table port-security

4. The show port-security interface fo/1
command lists a port status of secure-down. Which
one of the following answers must be true about
this interface at this time?

1. The show interface status command lists the interface status as

connected.
2. The show interface status command lists the interface status as

err-disabled.
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3. The show port-security interface command could list a mode
of shutdown or restrict, but not protect.
4. The show port-security interface command could list a

violation counter value of 10.

5. A switch’s port Gio/1 has been correctly enabled
with port security. The configuration sets the
violation mode to restrict. A frame that violates the
port security policy enters the interface, followed by
a frame that does not. Which of the following
answers correctly describe what happens in this
scenario? (Choose two answers.)

1. The switch puts the interface into an err-disabled state when the
first frame arrives.

2. The switch generates syslog messages about the violating traffic for
the first frame.

3. The switch incrementsthe violation counter for Gio/1 by 1.

4. The switch discards both the first and second frame.

Answers to the “Do I Know This Already?” quiz:
1B

2B,D

3B,C

4B

5B,C

Foundation Topics
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PORT SECURITY CONCEPTS AND
CONFIGURATION

If the network engineer knows what devices should be
cabled and connected to particular interfaces on a
switch, the engineer can use port security to restrict
that interface so that only the expected devices can use
it. This reduces exposure to attacks in which the
attacker connects a laptop to some unused switch port.
When that inappropriate device attempts to send frames
to the switch interface, the switch can take different
actions, ranging from simply issuing informational
messages to effectively shutting down the interface.

Port security identifies devices based on the source MAC
address of Ethernet frames that the devices send. For
example, in Figure 6-1, PC1 sends a frame; with PC1’s
MAC address as the source address. SW1’s Fo/1
interface can be configured with port security, and if so,
SW1 would examine PC1’s MAC address and decide
whether PC1 was allowed to send frames into port Fo/1.

Fo/

o

= I Frame |—»

L Source = PC1 MAC

={ FIaNg [P recccccccsncsnnnacnanacnss

L Source = PC2 MAC
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Figure 6-1 Source MAC Addresses in Frames as
They Enter a Switch

Port security also has no restrictions on whether the
frame came from a local device or was forwarded
through other switches. For example, switch SW1 could
use port security on its Go/1 interface, checking the
source MAC address of the frame from PC2, when
forwarded up to SW1 from SW2.

Port security has several flexible options, but all operate
with the same core concepts. First, switches enable port
security per port, with different settings available per
port. Each port has a maximum number of allowed MAC
addresses, meaning that for all frames entering that
port, only that number of different source MAC
addresses can be used before port security thinks a
violation has occurred. When a frame with a new source
MAC address arrives, pushing the number of MAC
addresses past the allowed maximum, a port security
violation occurs. At that point, the switch takes action—
by default, discarding all future incoming traffic on that
port.

The following list summarizes these ideas common to
all variations of port security:

Ke

e Tt examines frames received on the interface to determine if a
violation has occurred.
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e It defines a maximum number of unique source MAC addresses
allowed for all frames coming in the interface.

e It keeps a list and counter of all unique source MAC addresses on
the interface.

¢ It monitors newly learned MAC addresses, considering those MAC
addresses to cause a violation if the newly learned MAC address
would push the total number of MAC table entries for the interface
past the configured maximum allowed MAC addresses for that port.

e It takes action to discard frames from the violating MAC addresses,
plus other actions depending on the configured violation mode.
Those rules define the basics, but port security allows
other options as well, including options like these:

* Define a maximum of three MAC addresses, defining all three
specific MAC addresses.

e Define a maximum of three MAC addresses but allow those
addresses to be dynamically learned, allowing the first three MAC
addresses learned.

¢ Define a maximum of three MAC addresses, predefining one specific
MAC address, and allowing two more to be dynamically learned.

You might like the idea of predefining the MAC
addresses for port security, but finding the MAC address
of each device can be a bother. Port security provides a
useful compromise using a feature called sticky secure
MAC addresses. With this feature, port security learns
the MAC addresses off each port so that you do not have
to preconfigure the values. It also adds the learned MAC
addresses to the port security configuration (in the
running-config file). This feature helps reduce the big
effort of finding out the MAC address of each device.
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As you can see, port security has a lot of detailed
options. The next few sections walk you through these
options to pull the ideas together.

Configuring Port Security

Port security configuration involves several steps. First,
port security works on both access ports and trunk
ports, but it requires you to statically configure the port
as a trunk or an access port, rather than let the switch
dynamically decide whether to use trunking. The
following configuration checklist details how to enable
port security, set the maximum allowed MAC addresses
per port, and configure the actual MAC addresses:

Key
Topic
Step 1. Use the switchport mode access or the
switchport mode trunk interface
subcommands, respectively, to make the
switch interface either a static access or trunk
interface.

Step 2. Use the switchport port-security
interface subcommand to enable port security
on the interface.

Step 3. (Optional) Use the switchport port-
security maximum number interface
subcommand to override the default
maximum number of allowed MAC addresses
associated with the interface (1).
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Step 4. (Optional) Use the switchport port-
security violation {protect | restrict |
shutdown} interface subcommand to
override the default action to take upon a
security violation (shutdown).

Step 5. (Optional) Use the switchport port-
security mac-address mac-address
interface subcommand to predefine any
allowed source MAC addresses for this
interface. Use the command multiple times to
define more than one MAC address.

Step 6. (Optional) Use the switchport port-
security mac-address sticky interface
subcommand to tell the switch to “sticky
learn” dynamically learned MAC addresses.

To demonstrate how to configure this variety of the
settings, Figure 6-2 and Example 6-1 show four
examples of port security. Three ports operate as access
ports, while port Fo/4, connected to another switch,
operates as a trunk.
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Figure 6-2 Port Security Configuration Example

Example 6-1 Variations on Port Security
Configuration

Ke

Click here to view code image

SW1l# show running-config

(Lines omitted for brevity)

interface FastEthernet(0/1

switchport mode access

switchport port-security

switchport port-security mac-address 0200.1111.111
!
interface FastEthernet0/2

switchport mode access

switchport port-security

switchport port-security mac-address sticky
!
interface FastEthernet0/3

switchport mode access
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switchport port-security
!
interface FastEthernet0/4
switchport mode trunk
switchport port-security

switchport port-security maximum 8

First, scan the configuration for all four interfaces in
Example 6-1, focusing on the first two interface
subcommands in each case. Note that the first three
interfaces in the example use the same first two
interface subcommands, matching the first two
configuration steps noted before Figure 6-2. The
switchport port-security command enables port
security, with all defaults, with the switchport mode
access command meeting the requirement to configure
the port as either an access or trunk port. The final port,
Fo/4, has a similar configuration, except that it has been
configured as a trunk rather than as an access port.

Next, scan all four interfaces again, and note that the
configuration differs on each interface after those first
two interface subcommands. Each interface simply
shows a different example for perspective.

The first interface, FastEthernet 0/1, adds one optional
port security subcommand: switchport port-security
mac-address 0200.1111.1111, which defines a specific
source MAC address. With the default maximum source
address setting of 1, only frames with source MAC
0200.1111.1111 will be allowed in this port. When a
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frame with a source other than 0200.1111.1111 enters
Fo/1, the switch would normally perform MAC address
learning and want to add the new source MAC address
to the MAC address table. Port security will see that
action as learning one too many MAC addresses on the
port, taking the default violation action to disable the
interface.

As a second example, FastEthernet 0/2 uses the same
logic as FastEthernet 0/1, except that it uses the sticky
learning feature. For port Fo/2, the configuration of the
switchport port-security mac-address sticky
command tells the switch to dynamically learn source
MAC addresses and add port-security commands to
the running-config. Example 6-2 shows the running-
config file that lists the sticky-learned MAC address in
this case.

Example 6-2 Configuration Added by the Port
Security Sticky Feature

Click here to view code image

SWl# show running-config interface £0/2
Building configuration...
Current configuration : 188 bytes
!
interface FastEthernet0/2
switchport mode access
switchport port-security
switchport port-security mac-address sticky

switchport port-security mac-address sticky 0200.2

4

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com


file:///tmp/calibre_4.3.0_tmp_EFmwkj/KUhePy_pdf_out/OEBPS/Images/ch06_images.xhtml#exm06_02

Port security does not save the configuration of the
sticky addresses, so use the copy running-config
startup-config command if desired.

The other two interfaces in Example 6-1 do not
predefine MAC addresses, nor do they sticky-learn the
MAC addresses. The only difference between these two
interfaces’ port security configuration is that
FastEthernet 0/4 supports eight MAC addresses because
it connects to another switch and should receive frames
with multiple source MAC addresses. Interface Fo/3
uses the default maximum of one MAC address.

Note

Switches can also use port security on voice ports
and EtherChannels. For voice ports, make sure to
configure the maximum MAC address to at least two
(one for the phone, or for a PC connected to the
phone). On EtherChannels, the port security
configuration should be placed on the port-channel
interface, rather than the individual physical
interfaces in the channel.

Verifying Port Security

The show port-security interface command provides
the most insight to how port security operates, as shown
in Example 6-3. This command lists the configuration
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settings for port security on an interface; plus it lists
several important facts about the current operation of
port security, including information about any security
violations. The two commands in the example show
interfaces Fo/1 and Fo/2, based on Example 6-1’s
configuration.

Example 6-3 Using Port Security to Define Correct
MAC Addresses of Particular Interfaces

Click here to view code image

SW1# show port-security interface fastEthernet 0/1

Port Security : Enabled

Port Status : Secure-shutdown
Violation Mode : Shutdown

Aging Time : 0 mins

Aging Type : Absolute
SecureStatic Address Aging : Disabled
Maximum MAC Addresses : 1

Total MAC Addresses g Al

Configured MAC Addresses 1

Sticky MAC Addresses : 0

Last Source Address:Vlan : 0013.197b.5004:1
Security Violation Count 1

SW1# show port-security interface fastEthernet 0/2

Port Security : Enabled
Port Status : Secure-up
Violation Mode : Shutdown
Aging Time : 0 mins
Aging Type : Absolute
SecureStatic Address Aging : Disabled
Maximum MAC Addresses : 1

Total MAC Addresses 1
Configured MAC Addresses 1

Sticky MAC Addresses 1
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Last Source Address:Vlan : 0200.2222.2222:1
Security Violation Count : 0

The two commands in Example 6-3 confirm that a
security violation has occurred on FastEthernet 0/1, but
no violations have occurred on FastEthernet o/2. The
show port- security interface fastethernet 0/1
command shows that the interface is in a secure-
shutdown state, which means that the interface has
been disabled because of port security. In this case,
another device connected to port Fo/1, sending a frame
with a source MAC address other than 0200.1111.1111, is
causing a violation. However, port Fao/2, which used
sticky learning, simply-learned the MAC address used by
Server 2.

Port Security MAC Addresses

To complete this chapter, take a moment to think about
Layer 2 switching, along with all those examples of
output from the show mac address-table dynamic
EXEC command.

Once a switch port has been configured with port
security, the switch no longer considers MAC addresses
associated with that port as being dynamic entries as
listed with the show mac address-table dynamic
EXEC command. Even if the MAC addresses are
dynamically learned, once port security has been
enabled, you need to use one of these options to see the
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MAC table entries associated with ports using port
security:

e show mac address-table secure: Lists MAC addresses
associated with ports that use port security

¢ show mac address-table static: Lists MAC addresses associated

with ports that use port security, as well as any other statically

defined MAC addresses
Example 6-4 proves the point. It shows two commands
about interface Fo/2 from the port security example
shown in Figure 6-2 and Example 6-1. In that example,
port security was configured on Fo/2 with sticky
learning, so from a literal sense, the switch learned a
MAC address off that port (0200.2222.2222). However,
the show mac address-table dynamic command
does not list the address-and port because 10S considers
that MAC table entry-to-be a static entry. The show
mac address-table secure command does list the
address and port.

Example 6-4 Using the secure Keyword to See MAC
Table Entries When Using Port Security

Click here to view code image

SW1# show mac address-table secure interface F0/2
Mac Address Table

Vlan Mac Address Type Ports

1 0200.2222.2222 STATIC Fa0/2
Total Mac Addresses for this criterion: 1
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SW1# show mac address-table dynamic interface £0/2
Mac Address Table

Vlan Mac Address Type Ports

SW1#

PORT SECURITY VIOLATION MODES

The first half of the chapter discussed many details of
port security, but it mostly ignored one major feature:
the port security violation mode. The violation mode
defines how port security should react when a violation
occurs.

First, to review, what is a port security violation? Any
received frame that breaks the port security rules on an
interface. For example:

e For an interface that allows any two MAC addresses, a violation

occurs when the total of preconfigured and learned MAC addresses
on the interface exceeds the configured maximum of two.

e For an interface that predefines all the specific MAC addresses
allowed on the interface, a violation occurs when the switch receives
a frame whose source MAC is not one of those configured addresses.

With port security, each switch port can be configured to
use one of three violation modes that defines the

actions to take when a violation occurs. All three options
cause the switch to discard the offending frame (a frame
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whose source MAC address would push the number of
learned MAC addresses over the limit). However, the
modes vary in how many other steps they take. For
instance, some modes include the action of the switch
generating syslog messages and SNMP Trap messages,
while some define the action to disable the interface.
Table 6-2 lists the three modes, their actions, along with
the keywords that enable each mode on the switchport
port-security violation {protect | restrict |
shutdown} interface subcommand.

Ke

Table 6-2 Actions When Port Security Violation
Occurs

Option on the Protect Restrict Shutdown
switchport port-

security violation

Command

Discards offending traffic | Yes Yes Yes
Sends log and SNMP No Yes Yes
messages

Disables the interface by No No Yes

putting it in an err-
disabled state, discarding
all traffic
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Because IOS reacts so differently with shutdown mode
as compared to restrict and protect modes, the next few
pages explain the differences—first for shutdown mode,
then for the other two modes.

Port Security Shutdown Mode

When the (default) shutdown violation mode is used
and a port security violation occurs on a port, port
security stops all frame forwarding on the interface,
both in and out of the port. In effect, it acts as if port
security has shut down the port; however, it does not
literally configure the port with the shutdown
interface subcommand. Instead, port security uses the
err-disabled feature. Ciscoswitches use the err-disabled
state for a wide range of purposes;but when using port
security shutdown mode and a violation occurs, the
following happens:

Ke

¢ The switch interface state (per show interfaces and show
interfaces status) changes to an err-disabled state.

e The switch interface port security state (per